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1

Overview

The present conditions are attached to the invitation to tender (‘ITT’) and are intended to complement the
information contained in the Contract Notice 2019/S 204-4954981 and the corresponding documents of the
procurement procedure providing to the tenderers further information and elements to allow them to
prepare their tenders.
1.1

The context of the invitation to tender

The European GNSS Agency (hereinafter ‘GSA’, ‘the Agency’ or ‘the Contracting Authority’)2 is the Agency
formed by the European Union to accomplish specific tasks related to the European GNSS (Global Navigation
Satellite Systems – Galileo and EGNOS) programmes. Galileo is the European global navigation satellite
system. It is a civil system under civil control, providing navigation services to users, including reliable
services for specific user communities. With the declaration of Galileo Initial Services, Galileo has officially
moved from a testing phase to the provision of operational services. With Galileo satellites working together
with GPS, there are more satellites available. The users are already able to benefit of a significant
improvement in terms of signal availability, especially in harsh environments, as urban canyons, where
chances to receive signals from GNSS satellites are limited due to the restricted visibility of the sky. Today
Galileo is providing a precise, reliable and robust open service, enabling other desirable properties such as
better resistance against multipath. In addition, Galileo will provide High Accuracy and Authentication
services (the latter both on the OS Navigation Message Authentication and on E6 Signal). Authentication is
a unique feature of Galileo compared to other GNSS providers and it will improve the robustness of GNSS
signal for safe and secure applications.
Radio interference can be defined as the reception of multiple signals where one is the desired signal to be
processed and the other signals are the undesired ones. If the undesired signals degrade, obstruct or
repeatedly interrupt the reception of the desired signal, the interference is considered harmful. The origin
of radio interference can be intentional (e.g. GNSS jammers) or unintentional (e.g. malfunctioning
equipment in wireless telecom networks creating in-band spurious emissions).
Nowadays, some spectrum management authorities have their own networks of monitoring stations in
locations where critical operations could be disrupted (e.g. airports, electric power plants, train stations,
motorways…). The integration of new capabilities that help detect, classify, geo-locate and timely report the
presence of interference sources more efficiently would fill the gap and improve the overall system
performance, bringing a significant added-value to the responsible authorities. In this context, advanced
interference detection and robustness capabilities system shall be developed.
The purpose of the present tender is to establish a new mechanism to detect interference at receiver and
antenna level based on crowdsourcing and following a further defined information sharing system sourced

1 https://ted.europa.eu/udl?uri=TED:NOTICE:495498-2019:TEXT:EN:HTML
2 REGULATION (EC) No 1285/2013 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 11 December 2013 on the implementation and exploitation of European satellite navigation systems REGULATION (EU) No 912/2010 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 22 September 2010 setting up the European GNSS Agency, repealing Council Regulation (EC) No 1321/2004 on the establishment of structures for the
management of the European satellite radio navigation programmes and amending Regulation (EC) No 683/2008 of the European Parliament and of
the Council
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by a specified set of user communities, representing different roles according to each group (individuals or
associated ones) as described in this invitation to tender.
The activity shall also focus on identifying and engaging contributors (e.g. entities currently monitoring vast
networks of devices integrating GNSS receivers such as companies operating insurance, car rental, taxi, and
fleet-management or logistics services) by means of an appropriate enrolment scheme ensuring the
provision of the data. Such intermediate users may have the interest or be incentivised to share information
in order to maximise the granularity and coverage area of the monitoring network.
GNSS interference is a sensitive topic so the tenderers shall establish a scheme for the users to provide data
to the system without the system sharing back any sensitive information. Likewise, major interference
events shall be promptly communicated to the public spectrum authorities of the EU Member States3.
This Contract is covered within the Fundamental Elements programme. The Fundamental Elements
programme is part of an overall strategy of market uptake led by GSA under the Delegation Agreements of
the European Union, represented by the European Commission (EC).
Besides Horizon 2020, it is the second research and development programme handled by GSA focusing on
fostering the development of innovative Galileo- and EGNOS-enabled receivers, antennas and chipsets
technologies.
1.2

Outline of the invitation to tender

Name:

GSA/OP/05/19 - “Development of an advanced interference detection and robustness
capabilities system”

Procedure:

Open procedure in accordance with Article 164(1) (a) FR4 for procurement of services and
supplies under a conditional stage-payment contract (Contract)5.
GSA reserves the right to launch an exceptional negotiated procedure for new services with
the same tenderer in case of need, for a maximum of 50% of the initial contract value, as
foreseen in Art. 164(5) (f) FR and Section 11.1(e) of Annex I to FR.

The following schedule is expected to be followed in this procurement procedure:
Timetable
Submission for publication of
Contract notice to the
supplement to the Official
Journal by GSA.

Date
14/10/2019

Comments
All documents of the Invitation to Tender available
at https://www.gsa.europa.eu/about/how-wework/procurement

3 https://ec.europa.eu/digital-single-market/en/content/managing-and-monitoring-eus-radio-spectrum
4 Regulation (EU, Euratom) 2018/1046 of the European Parliament and of the Council of 18 July 2018 on the financial rules applicable to the general
budget of the Union, amending Regulations (EU) No 1296/2013, (EU) No 1301/2013, (EU) No 1303/2013, (EU) No 1304/2013, (EU) No 1309/2013,
(EU) No 1316/2013, (EU) No 223/2014, (EU) No 283/2014, and Decision No 541/2014/EU and repealing Regulation (EU, Euratom) No 966/2012
5 Article 23 of the GNSS Regulation (EC) No 1285/2013 of the European Parliament and of the Council of 11 December 2013 on the implementation
and exploitation of European satellite navigation systems
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Timetable
Deadline for submission of a
non-disclosure undertaking
(hereafter referred to as ‘NDU’)
for access to Proprietary
Information (classified and
unclassified information)
Deadline for requests of
clarifications.

Date
14/11/2019
(advisable)

Comments
In accordance with sections 2.2 and 2.11.12
The economic operators are advised to keep the
deadline specified herewith in order to have
enough time for preparation of their offer

14/01/2020

Last date on which clarifications
are issued by GSA.

16/01/2020

Deadline for submission of
tenders.
Opening session and start of the
evaluation session.
Completion of evaluation and
award
Signature of contract

23/01/2020 at
17.00 CET
30/01/2020

Requests to be sent in writing only to:
tenders@gsa.europa.eu. Tenderers are invited to
send requests for clarifications as early as
possible.
All clarifications will be published at the GSA‘s
procurement website:
http://www.gsa.europa.eu/gsa/procurement
Tenderers are invited to check the GSA’s
procurement website on a regular basis.
According to conditions of submissions set out in
section 4.7 of these specifications.
11h00 (local time) in GSA premises in Prague,
Czech Republic.
Estimated

February –
March 2020
End of
Estimated
March/April
2020
Table 1: Tender expected schedule

1.3 General information and procedural process
The purpose of this ITT is to establish a conditional stage payment contract (hereinafter ‘Contract’),
according to art. 23 of GNSS Regulation.






The tenderers will have to fulfil the conditions of submission set out in section 4.
Any attempt by a tenderer to obtain confidential information, enter into unlawful agreements with
competitors or influence the evaluation committee or GSA during the process of examining,
clarifying, evaluating and comparing tenders will lead to the rejection of its tender and may result
in administrative penalties.
Any reference to ‘sections’ or ‘Annexes’ in these tender specifications shall mean the reference to a
section or annex to these tender specifications unless explicitly stated otherwise.
When drawing up their tenders, the tenderers should bear in mind the provisions of the draft
Contract (see Annex II to the Invitation to Tender), namely since the draft Contract indicates the
method and the conditions for payments;
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The Invitation to Tender is in no way binding on GSA. The GSA’s contractual relationship commences
only upon signature of the Contract with the successful tenderer;
Until the signature of the Contract, the GSA may decide to abandon the procurement or cancel the
award procedure. Such actions shall not entitle the tenderers to claim any compensation.

The terms and conditions of the Contract are described in the draft Contract - Annex II to ITT.
1.3.1

Scope of the contract

The responsibilities of the contractor shall include the analysis of the national interference reporting
regulatory environment, design, development, pre-operational testing and the handover of the IT
infrastructure of a worldwide advanced interference detection and robustness capability Software as a
Service (SaaS6) accessible from the internet (hereinafter ‘Service’, for the avoidance of doubt it is not
considered as a ‘Galileo service’).

Figure 1: High-level SaaS description
The stages of the Contract are described here below:
-

Stage 1: the Contractor shall establish an overview of the public authorities responsible for interference
detection and reporting at national level, their procedures and their regulatory environment regarding
interference detection and reporting in different States and support the maintenance of the RFI
database.
This stage shall last 3 months and shall be concluded by a successful Close-out Review.
The purposes of this Stage are further described in section 2.4.1

-

Stage 2: the Contractor shall ensure the design, development, pre-operational testing and the handover
of the Service.
This stage shall last 45 months and shall be concluded by a successful Final Review.
The scope and purposes of this Stage are further described in sections 2.4.2 to 2.4.10

6 Software as a service (SaaS) is a cloud computing model where a third-party provider offers software applications to consumers over the internet.
The service shall be scalable and available by multiple consumers simultaneously. The main purpose is to share the data resources between multiple
users while maintaining data isolation between the users.
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IMPORTANT NOTE: The location of the whole infrastructure developed in the frame of the project shall
be placed in the EU for the entire duration of the project. The price proposed by the tenderer shall assume
that all activities are executed at the tenderer’s premises. The tenderer shall assume that the final location
where the infrastructure will have to be delivered at handover is the GSMC-FR7. In case of change, it will
be communicated to the Contractor at CDR and will have to be taken into account in the handover plan
(through the implementation of a contract amendment if necessary). The Contractor shall under no
circumstances have any right for commercial exploitation neither of the Service nor of the database.
1.3.2

Option

The GSA reserves the right to activate Option 1 - BIPR licence until expiration of the Contract through
registered letter or equivalent8.

2

Terms of reference
2.1

Applicable legal acts

Participation in this procurement procedure is subject to applicable legal restrictions and obligations. The
reference documents include:




REGULATION (EC) No 1285/2013 of the EUROPEAN PARLIAMENT and of the COUNCIL of 11
December 2013 on the implementation and exploitation of the European satellite navigation
systems and repealing Council Regulation (EC) No 876/2002 and Regulation (EC) No 683/2008 of the
EUROPEAN PARLIAMENT and of the COUNCIL (hereinafter ‘GNSS Regulation’);
REGULATION (EU) No 912/2010 of the EUROPEAN PARLIAMENT and of the COUNCIL of 22
September 2010 setting up the European GNSS Agency, repealing Council Regulation (EC) No
1321/2004 on the establishment of structures for the management of the European satellite radio
navigation programmes and amending Regulation (EC) No 683/2008 of the European Parliament
and of the Council as amended by Regulation (EU) No 512/2014 of the European Parliament and of
the Council of 16 April 2014 (hereinafter ‘GSA Regulation’).

The procurement procedure will be carried out in accordance with the rules of:



European GNSS Agency Financial Regulation and its Implementing Rules 2014 adopted by its
Administrative Board on 25 April 2014;
COMMISSION DELEGATED REGULATION (EU) No 1271/2013 of 30 September 2013 on the
framework Financial Regulation for the bodies referred to in Article 208 of Regulation (EU, Euratom)
No 966/2012 of the European Parliament and of the Council;

7

Address is 8 Avenue du Président Kennedy, 78102 Saint-Germain-en-Laye, France

8

Refer to the draft contract for the details on Option 1.
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Regulation (EU, Euratom) No 2018/1046 of the European Parliament and of the Council of 18 July
2018 on the financial rules applicable to the general budget of the Union, amending Regulations
(EU) No 1296/2013, (EU) No 1301/2013, (EU) No 1303/2013, (EU) No 1304/2013, (EU) No
1309/2013, (EU) No 1316/2013, (EU) No 223/2014, (EU) No 283/2014, and Decision No
541/2014/EU and repealing Regulation (EU, Euratom) No 966/2012 (hereinafter ‘Financial
Regulation’ or ‘FR’);

In the general implementation of its activities and for the processing of procurement procedures in
particular regarding personal data protection and public access to documents, the following rules shall be
observed by GSA:




Regulation (EU) No 2018/1725 of the European Parliament and of the Council of 23 October 2018
on the protection of natural persons with regard to the processing of personal data by the Union
institutions, bodies, offices and agencies and on the free movement of such data, and repealing
Regulation (EC) No 45/2001 and Decision No 1247/2002/EC;
Council Regulation (EC) No 1049/2001 of 30 May 2001 regarding public access to European
Parliament, Council and Commission documents.

IMPORTANT NOTE: Beyond the legal acts listed above, it shall be the tenderer’s duty and corresponding
sole responsibility to comply and ensure continuous full compliance with all applicable laws.
2.2

Proprietary Information

Some applicable and reference documents listed in the Security Aspect Letter (Annex I.J) contain Proprietary
Information – unclassified and classified - and shall be made available to the tenderers subject to entering
into a non-disclosure undertaking (NDU) in the form provided in Annex I.K (NDU) according to the procedure
described in section 2.11.12.
2.3

Project Management

The Contractor shall adopt the project management approach it considers the most relevant to the project
taking into consideration the following:







The design and development activities shall be accepted by GSA before starting to collect real data
from the users. Only simulations or/and laboratory (or restricted areas) tests are authorised until
the design is successfully accepted.
The aim of the design activities shall be focussed on the implementation of appropriate big data
algorithms to identify the events reported.
The measures to be put in place to ensure that all the data are collected (the raw data submitted
and the outcome of the big data algorithms) shall be proposed by the tenderers. The tenderers shall
include in their tenders the IT infrastructure and architecture they propose, including the
preliminary security requirements.
The access system to the Service shall implement state-of-the-art technologies to protect the log-in
data/credentials of each user. The contractor, when treating personal data of the users, shall follow
the applicable rules and principles on personal data protection.
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2.4

Technical terms of reference:

The activities shall be divided into the following tasks (if considered necessary for the successful
implementation of the Contract, additional tasks may be proposed by the tenderers in their tenders):
A. CONTRACT STAGE 1
2.4.1

Task 1: Overview of public authorities and applicable regulations and support the maintenance
of the RFI database

1. The Contractor shall provide in the frame of this task a worldwide overview of the public authorities
responsible for interference management. In addition, and concentrating only on EU Member States, the
Contractor shall provide an analysis of the applicable local regulations and processes to report
interference detailing in particular, but not limited to,:
- Can interferences on the territory be stored in a database?
- What element(s) characterising an interference be stored (and further analysed)?
- Any limitation on interferences reporting imposed at national level;
- References to applicable law;
- Can a single Service ensure compliance with all the above?
The outcome of the overview and analysis above shall be delivered in the Overview of Public Authorities
Report for Close-out Review. All relevant elements from the analysis (in particular the limitations
highlighted at national level, such as the possibility not to process any interference data in a particular
EU Member States) will have to be taken into account in the design of the Service during Stage 2.
2. The Contractor shall define a GNSS interference reporting procedure to report to public authorities and
deliver it to GSA at the Close-out Review. The reporting procedure shall be approved by GSA at the CloseOut Review and it will be implemented in the Service during the design phase if Contract Stage 2 is
exercised.
3. In addition to the abovementioned activities, the Contractor shall update a GSA RF Threats Database.
The Contractor is expected to monitor websites, professional magazines, scientific communities, general
press, conference proceedings, etc. For each of the identified reports, a detailed analysis of the article(s),
events, meetings, etc. should be done, highlighting the major and important aspects to be included into
the GSA RF Threats Database. As input to this task GSA will deliver the restricted database to be updated.
The structure of the database to be updated is provided as reference in Annex I.L.
The updated GSA RF Threats Database shall be provided to the GSA at Close-out Review.

B. CONTRACT STAGE 2
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2.4.2

Task 2: Mission requirements

For the applications identified in its tender and based on the market segments9 (including applications
supporting critical infrastructure10) that can get any benefits from the GNSS interference detection, the
Contractor shall ensure the Service will include the following characterising elements:
 frequency band of the interference event,
 location of the monitored interference event,
 extent of the affected area,
 time of interference event,
 duration of the interference event,
 type of interference.
The Contractor shall ensure the implementation of the following requirements in its design of the Service:









9

The Service shall allow end-users to upload data, which shall integrate advanced processing
capabilities (e.g. based on big data or artificial intelligence algorithms) able to identify the
occurrence of a GNSS interference event (with some margin of uncertainty to be proposed by the
tenderer), inferring as much information as possible to allow its characterisation.
Individual end-users with a standard Android smartphone (GNSS raw measurements capable) or
with any proposed monitoring device available in the market, both fulfilling the requirements
specified in this section (e.g. multi-constellation and multi-frequency), shall be allowed to
contribute and access the monitoring service. If no device meeting the requirements is identified
as COTS11, a suitable device (TRL 712 as a minimum) will have to be developed in the frame of the
Contract.
The outcome of the interference characterisation process, including impact analyses, shall be
stored in an independent database (which has no dependency on the service design, e.g. it can be
located in a different server and/or location) the classification of the database shall be defined
according to the [AD.3].
The Service shall be always accessible and controlled by GSA or a delegated entity.
It shall be possible to run the Service even if the database, where the events are stored, is not
available or the link to the database is not running and a solution shall be foreseen in order not to
lose the information by storing it and synchronising once the connection is restored (“buffer
functionality”).

Refer to User Needs and Requirements publicly available at https://www.gsc-europa.eu/electronic-library/gsa-publications#userneeds .

10 COUNCIL DIRECTIVE 2008/114/EC of 8 December 2008 on the identification and designation of European critical infrastructures and the assessment of the need to improve their protection and Joint Communication to the European Parliament and the Council on countering hybrid threats –
JOIN(2016)18 final, dated 6.4.2016
11 Commercial off-the-shelf or commercially available off-the-shelf (COTS) is a term used to describe the purchase of packaged solutions which are
then adapted to satisfy the needs of the purchasing organisation, rather than the commissioning of custom-made, or bespoke, solutions.
12 Prototype near or at planned operational system. Demonstration of the prototype in an operational environment shall be performed.
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The Contractor may define any other requirements or parameters it sees fit that can allow a characterisation
of the interference event. These requirements shall be justified highlighting the benefits that the
implementation of the Service will bring to the market for the identified applications.
2.4.3

Task 3: Service and interface requirements

The Contractor shall implement in its design, development and testing activities the following considerations
and technical requirements. The Contractor shall translate them functional, safety, security, performance
sub-requirements in its design to make the Service relevant to critical infrastructures:






The Service shall process the data uploaded by the users, in at least two steps:
1. Validation of the uploaded data (identifying a potential event);
2. Analysis and characterisation of the event type (fix position lost or not, detrimental to C/N0
only, loss of track of only one GNSS constellation, etc.). This second step shall apply big data
algorithms in order to identify if the event reported is a GNSS interference and characterise
it.
The Service shall oblige the users have to complete a registration process, fulfilling all the
requirements defined by the corresponding roles, in order to be granted access to the Service. Once
the access has been granted, the Contractor shall ensure the accountability of the users.
The Service shall allow, as a minimum, the following roles with their corresponding functionalities
(as summarised in Table 2):
1. Default contributor role: able to check general information of the project13 and contribute
with data to the project. This role will be the default one, once the registration process is
completed.
2. Organisational contributor role14: the capability of this role is to upload data from more than
one device at the same time (to allow several inputs from different users using different
devices).
3. Advanced contributor role: able to check one’s own data uploaded and downloaded again,
but no access to the characterisation of this data is granted.
4. Professional contributor role: able to upload RINEX and NMEA files. The purpose of this role
is not to report GNSS interference events but just an anomaly with any GNSS receiver, in
order to confirm it as an issue.
5. Equipment manufacturer role: this role shall have access to the statistics (as summarised in
Table 3) of the events (no data can be uploaded) which could be used to perform robustness
improvements at GNSS device level (receiver, antenna, front-end, chipset, etc.) in addition
to detection.
6. Public authority role: able to check the data uploaded by any user but anonymised. No
downloading capabilities shall be granted for individual data. However, this role shall have

13 Information related to the project itself, without disclosing particular data collected and respecting the inherent limitations imposed by sensitivity
of the data collected and the corresponding personal data protection of the general users whom upload the data.
14Examples of the organisational contributor may include: taxi companies, car rental companies, managers of truck fleet, etc., which would like to
install several devices (in several vehicles) and control all of them using only one user and password combination.
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Default contributor
X X
X
Organisational
X X
X
contributor
Advanced contributor X X
X X X
X
Professional
X
X X X
X
X
contributor
Equipment
X
X
X
X
manufacturer
Public authority
X
X
X
X
Operator
X
X
X
Administrator
X X
Table 2: User roles and their corresponding functionalities overview






Access to the complete
information

Simultaneous connections

Access to the service via the
Internet

Access to the Logbook

Access to all the data

Access to all the data, but
anonymised

Access to the statistics of the
events

Check own data uploaded

Download own data

Multi-frequency

Upload NMEA files

Upload RINEX files

Upload RAW data

Access to general information

Functionality and Role

access to the statistics (e.g. number of events, frequency and duration) of the events in
addition to detection.
7. Operator role: only able to check (no data can be uploaded) the data uploaded by any role.
8. Administrator role: able to access the complete information. This role shall not be accessible
via the internet, but only from an isolated network, accessible via VPN and with a detailed
logbook, registering the timestamp and query content, user details, etc.

X

X

EC and GSA shall be able to access the Service as any available role and the Contractor shall not
grant any role (apart of the default role) without prior written GSA approval. The Contractor shall
propose a process for the validation of roles, to be agreed with GSA, endeavouring a validation time
not longer than 5 days.
The Service shall be accessible using HTTPS protocol for all users. Older versions of SSL/TLS shall be
completely disabled.
The Service shall accept connections in real-time and also offline15, offering the option to upload
raw data.
The Service shall provide an alternative secure connection to upload information.

15 When the devices are able to record data, but they do not have internet connection.
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Timestamp

Clarification

Data to be used for statistics

Personal data

Anonymised data

The Service shall offer, at least, the following information for all the events (as described in the
following table):

Functionality and Role



X

Starting time of the event in Galileo System Time (GST)
Total time reflecting the impact on the C/N0 levels of
Duration of the event
X
X
the satellites tracked prior to the event
The type of device used to report the event would
define the interference characterisation capabilities
and a specific classification shall be proposed by the
Interference classification
X
X
tenderers in the proposal (fix position lost or not,
and type
detrimental to C/N0 only, loss of track of only one
GNSS constellation, an increase of cycle slips
occurrences, etc.).
Power of the event versus time (only the maximum,
The power of the event
minimum and average to be used for statistics), if the
X X
versus time
device used for reporting is able to analyse the power
of the interference.
When a precise location of the interference source
Estimated location and/or
X
can be inferred, precise source (e.g. the case of a
source location vs time
GNSS jammer on-board a moving vehicle).
Where the impact of the interference is above a prePerimeter and estimated
X
X
established threshold (e.g. city centre, airport,
extent of the area
highway)
The ID of the reporting
Number of monitoring units/devices that were used
X X
device
to detect a given interference source
Table 3: Information collected and overview


The Service developed shall be configurable to integrate new observation data that are deemed relevant
(e.g. observations in raw measurement data from Android devices, the time needed to switch off an
interference source).



The Service shall be able to distinguish a radio interference event from other impairments that might
have a similar effect on the receiver observables (e.g. operation in a harsh environment with a high level
of multi-path).
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The Service shall be accessible 24 hours a day, 7 days per week. The Service Level Agreement (SLA) –
Annex I.I represents the minimum level of services that shall be accepted by the tenderer. However, any
improvement of the KPI listed in Annex I.M will be evaluated according to the award criterion Q5 in
section 3.4.1.



The Service shall be able to host, at least, 5,000 simultaneous connections, with the possibility of
increasing this capacity (i.e. auto-scaling), if needed and under the definition of a SaaS. Therefore, the
final Service shall be scalable and able to operate with a higher number of end-users.
The Service shall have a daily logbook registering all the accesses. This logbook shall be accessible for
the authorised roles as per Table 2, at least, 30 days. After 30 days, the Contractor shall archive the
logbook and it will be accessible only under special request, in accordance with the applicable rules and
regulations.
The Service shall be able to verify the quality of the inputs provided by the user and potentially discharge
misleading data from the data uploaded. In the case of recurrent behaviour, the system shall be able to
mark the user and report it to the Administrator.
As a crowdsourced approach, it is expected that the biggest part of receivers contributing will have single
or dual frequency capability and comprise the constellations GPS, Galileo and GLONASS.
In order to integrate also professional receivers, the Service shall be able to host observation data and
be compatible with SBAS and, at least, Galileo, GPS, GLONASS and BEIDOU GNSS constellations.








Figure 2: SBAS indicative service areas


The principal frequency shall be L1/E1, and multi-frequency capability shall be available as an option
for the users (not for all the users by default).
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Figure 3: GNSS frequencies in the L band
GNSS interference is a sensitive topic so it is expected that the Contractor shall establish a scheme with a
mechanism(s) for the users to provide data to the system without the system sharing back any sensitive
information.
The Contractor shall develop in the frame of this task, a Security Risk Assessment and Security Operational
Procedure to determine the level of protection needed to the Service, according to the identified threats.
Based on this outcome, the Contractor shall define security requirements to protect the service against the
above threats, and all the needed tested strategy provide assurance. Those will be based on the:






Security objectives underpinned to mission requirements quantified in Task 1.
Protection levels the log-in data/credentials of each user role identified in this Task.
Sensitive nature of the information about the vulnerabilities of the GNSS spectrum.
Personal data of the users.
Protection of data storage, handling, processing.
2.4.4

Task 4: Service design

Based on the analysis of national regulations performed in Task 1 and the requirements listed in Tasks 2 and
3, the Contractor shall implement the detailed design of the Service.
The major activities to be performed in this task are:




Analysis of the technical solution(s) for the Service and their feasibility with respect to technical
requirements of Tasks 2 & 3;
Conduct of a “trade‐off” analysis and select the preferred service concept, together with the
preferred technical solution(s) for this concept for final GSA’s choice of the design;
Definition of the detailed design for the selected service concept and retained technical solution(s)
with a justification of the performance.

Should the designed IT infrastructure handle EU Classified Information (EUCI) - in compliance with the
Security Classification Guide - the Contract shall be ready to undertake a Security Accreditation process for

Page 16/53

UNCLASSIFIED

GSA/OP/05/19
Annex I – Tender Specifications
WF252286

this infrastructure. At least the following documents shall be used for such a process and the necessary
information regarding a Security Accreditation shall be included in for this purpose:









Security Risk Assessment
Security Operational Procedures
Service Requirement Specifications (which shall include security requirements)
Design Definition File
Design Justification File
Tests Plan
Tests Procedures
Test Results Report (including VCM)

The Service Development Plan shall also take into account the need of a Security Accreditation process.

The design phase will be concluded with the successful closure of the CDR and GSA’s authorisation to start
the Service infrastructure development.
2.4.5

Task 5: Service development

Based on the Service design performed in Task 4 the Contractor shall develop an IT infrastructure able to
sustain the Service provision to be tested and validated as described in Task 6.
In particular, the Contractor shall procure and/or manufacture and assemble the hardware and software of
the IT infrastructure.
IMPORTANT NOTE: The impact analyses database shall be treated according to the Galileo Security
Classification Guide [AD.3] and should be located in a classified area. The access to this database shall be
granted according to the Security Operational Procedure.
2.4.6

Task 6: Service test, verification and validation

The Contractor shall perform at least the following testing and validation activities of the Service developed:







Perform tests to assess and characterise the performance of the Service.
Perform security tests.
Perform a Service capacity test.
The Service shall be available in testing mode during the project development and, after the project
acceptance review, the development will be frozen and all the changes have to be tracked (using
SVN or similar technology).
Following the results associated with the test performance, the Contractor shall deliver a
recommendation about how to improve the Service and how to fill the detected gaps and identifying
the possible trends of the Service.

The Contractor shall assess the actual benefits for the Agency and for the users to activate and operate the
service and submit to the Agency this analysis.
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At the end of this task, the project Acceptance Review (AR) will conclude the design, development and
testing activities of the project. The AR is considered successfully passed if all the deliverables are accepted.
2.4.7

Task 7: Dissemination of the project information

Throughout the implementation of the contract, the Contractor shall allocate proper resources to
disseminate the project’s information and contribute to the GNSS interference standardisation initiatives,
supporting any request for information/data from the EC, GSA, Member States or any other relevant
stakeholder.
In particular, the Contractor shall take measures to disseminate the achievements of the project among
relevant stakeholders in the appropriate phases of the project. A dissemination plan shall be produced,
which shall define the strategy to engage those stakeholders with the aim of showcasing the Service
performance, fostering the innovation created in the frame of the action and creating market awareness of
the project’s achievements (including the scope of the project, the available architecture and some results
in a scorecard format).
The Contractor shall submit at least two (2) technical papers to international conferences. In addition, the
Contractor shall also include the Service demonstration (like a workshop or a conference) involving all the
main stakeholders and key players, in order to optimise the benefit resulting from its execution. Other
expected dissemination means are specialised magazines and sector press, presentations, leaflets and
brochures, a public event(s), promotional video(s), websites, social networks, etc. Any document produced
by the Contractor shall clearly mention it is submitted on behalf of the European Union and the GSA, and
the ownership of the European Union, without references to the Contractor’s name.
In case the results obtained during the implementation of the action will be deemed by GSA valuable and
representative, they might be provided as an input for a GNSS interference standardisation initiative
currently led by the European Commission, Member States or any other relevant stakeholder.
This task shall not start before CDR and shall end at Final Review.
IMPORTANT NOTE: This task shall not disseminate any outcome of the project. The results of the activities
performed in the frame of the project may be used by the EC or GSA in cooperation with the Third
Generation Partnership Project (3GPP) for processing and proposing measures to implement crowdsourcing
through mobile phones as a way to detect GNSS interference, therefore, the Contractor should foresee
contributions in this area. Noting the sensitive nature of the data collected, all the dissemination initiatives
of the Contractor shall be planned and agreed in writing with GSA beforehand.
2.4.8

Task 8: Pre-operational testing mode

The Contractor shall test, in pre-operational mode, the developed Service for twenty-one months after the
Acceptance Review. During this period, the Contractor shall be in charge of all the maintenance activities of
the Service including but not limited to any debugging activities to solve any issues either reported by users
or otherwise found and management of all the upgrades needed for keeping the Service online and properly
functioning.
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No addition development to the Service is foreseen during this period. Would any change become necessary,
they shall be agreed in writing with GSA prior being implemented and then tracked, using software
versioning or similar technology (always accessible by the EC/GSA/third parties authorised by GSA).
The Contractor has to fulfil the Service Level Agreement (SLA) and the defined Key Performance Indicators
have to be monitored and reported monthly in the SLA report. It is recalled that the Contractor will continue
to have access to the Service, including the database, however without any right for commercial exploitation
of any of them. For the purpose of the SLA application, the tenderers shall list in their tender their standard
working schedule over one year (including the list of bank holidays and the working hours of a standard
working day).
IMPORTANT NOTE: The impact analyses database shall be treated according to the Galileo Security
Classification Guide [AD.3] and should be located in classified area. The access to this database shall be
granted according to the Security Operational Procedure.
Every six months, the Contractor shall deliver a Service Performance Report, summarizing the levels of
performance of the Service over the past 6-month period, which shall be approved at the Service
Performance Meeting.
2.4.9

Task 9: Handover strategy definition

The Contractor shall define the steps for the complete hand-over of the Service (including the IT
infrastructure, the software and the database) at the end of the Contract to GSA (or any other third party
requested by GSA). The Contractor shall ensure that any EUCI is transported according to the applicable
security rules.
A complete and independent data package (considering the defined steps and handover location defined by
GSA at CDR would that not be GSMC-FR) has to be provided by the Contractor at the latest 4 months before
the end of the Contract.
2.4.10 Task 10: Service handover
Provided that Task 9 was completed and based on the strategy defined the Contractor shall complete the
hand-over of the Service and related infrastructure and database to the location(s) to be defined by GSA at
CDR would that not be GSMC-FR. The hand-over shall be completed at the latest 15 days before the end of
the Contract, in order to confirm it is fully completed at Final Review.
2.5

Milestones Plan

During the whole execution of the project, the tenderers shall foresee intermediate milestones. Progress
Meetings will be organised in Stage 2 during up to the Acceptance Review on a regular basis (at least every
3 months) and on ad-hoc GSA request.
The proposed workflow shall contain the following milestones and objectives. Any change to the below shall
be mentioned and justified in the tender:
1. Kick-Off Meeting (KOM 1): The primary objectives of the meeting are:
i.
Present the review procedure and organisation
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2.

3.
4.

5.

6.

7.

8.

9.

10.

11.

ii.
Formally authorise the start of the activity.
Close-out Review (CR): The primary objective of the meeting is to review the deliverables of task 1.
This review shall be organised 3 months after the start of the Contract Stage 1 and will conclude the
Contract Stage 1.
Kick-Off Meeting of Stage 2 (KOM 2): The primary objective of the meeting is to formally authorise
the start of this contract stage.
Service Requirement Review (SRR): The primary objective of this review is to consolidate and
approve the specifications defined in tasks 2 and 3 based on GSA’s requirements. This review shall
be organised at the latest 6 months after KOM 2;
Preliminary Design Review (PDR): the primary objective is the performance of the preliminary
design activity for GSA approval as input for the detailed design process. Exit criteria for this review
shall at least include the approval of the preliminary design and architecture. Potential risk items
are highlighted and mitigation plans are evaluated. This review shall be organised at the latest 9
months after KOM 2;
Critical Design Review (CDR): The primary objective of this review is the completion of the Service
detailed design and architecture to authorise the start of Service infrastructure development. It is
important to remark that no real data may be used before successful CDR closure (laboratory tests
and simulations may be proposed to demonstrate and confirm the design presented). Exit criteria
for this review shall at least include the approval of the detailed design in accordance with the
requirements and suitable for the implementation phase, other than the closure of any open action
resulting from the PDR stage. This review shall be organised at the latest 12 months after KOM 2;
Test Readiness Review (TRR): The primary objective of this review is to determine if the Service
under review is ready to proceed into formal testing by deciding whether the test procedures are
complete and verify their compliance with test plans and descriptions. This review shall be organised
at the latest 18 months after KOM 2;
Operational Readiness Review (ORR): The primary objective of this review is to validate the
operational procedures, to assess the performance with real data and to demonstrate that the
Service meets the requirements for each pre-selected operation. This review shall be organised at
least, 3 months before the Acceptance Review (AR);
Acceptance Review (AR): The primary objectives of this review is the assessment of the achieved
performance and to demonstrate that the Service meets the defined requirements and will bring
benefits to the Agency and to the users. Exit criteria for this review are to accept the design,
development and testing activities of the infrastructure and to start the pre-operational testing
phase. This review shall be organised 24 months after KOM 2;
Handover Review (HR): The primary objective of this review is to validate and approve the complete
documentation needed to hand-over the Service. This review shall be organised at the latest 4
months before the end of the contract;
Service Performance Review (SPR): The primary objective of this review is to validate and approve
the Service Performance Report which shall summarize the performance of the Service in preoperational testing mode in relation to the SLA. This review shall be organised every 6 months after
the start of Task 8;
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12. Final Review (FR): The primary objective of this review is to conclude the Contract and to confirm
the Service and related infrastructure and database were correctly delivered by the Contractor. The
milestone shall be held at the end of the Contract.
IMPORTANT NOTE: In case the Contractor opts for conducting a demonstration, it shall provide to GSA a
fully functional demonstrator including prototype(s), additional hardware/software, IPRs licencing (if
necessary), and any related documentation.
2.6

Conditions for the transition from Stage 1 to Stage 2

The conditions for the transition from Stage 1 to Stage 2 and the consequences in case they will not be
fulfilled are set out in the Draft Contract under Article 4.
2.7

Contract overview

The following figure presents the tasks and milestone plan overview:
Q1 Q2 Q3 Q4 Q5 Q6 Q7 Q8 Q9 Q10 Q11 Q12 Q13 Q14 Q15 Q16
Overview of public authorities and maintenance of the DB
Service Requirement Review
Final Review (FR)
Mission requirements
Critical Design Review
Service and interface requirements
Test Readiness Review
Service design
Close-Out Review (CR) + KOM2
Acceptance Review
Service development
Service test, verification and validation
Dissemination of the project information
Preliminary Design Review (PDR)
Pre-operational testing mode
Strategy handover definition (Indicative)
Operational Readiness Review (ORR)
Service handover (Indicative)

Handover Review (HR)

Figure 4: Overview plan
2.8

Deliverables list

The Contractor shall deliver the deliverables at the following milestones:
IMPORTANT NOTE: Depending on the sensitivity of the info contained in the documents security
classification may apply.
Deliverable
Project Management Plan
Risk Management Document
Service Requirements
Specification
Security Risk Assessment
Overview of public
authorities
RF Threats Database

KOM 1

CR

X
X

X

SRR

PDR

CDR

TRR

ORR

AR

HR

X
X

X
X

X
X

X
X

X
X

X
X

X

X
X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

SPRs

FR

X

Page 21/53

GSA/OP/05/19
Annex I – Tender Specifications

UNCLASSIFIED

WF252286

Deliverable
Security Operational
Procedure
GNSS interference reporting
procedure
Design Definition File
Design Justification File
Service Development Plan
Verification and Validation
Plan
Test Plan
Test Procedures
Tests Results Report
(including VCM)
Service’s documentation
Operational management
plan
IPR-related documentation
Benefit assessment for the
activation of the service
Dissemination Plan
Dissemination Report
Monthly SLA reports16
Handover data package
Hand-over protocol
Service Infrastructure
Service database

KOM 1

CR

SRR

PDR

CDR

X

X

X

X

TRR

ORR

AR

HR

X

X

X

X
X
X
X

FR

X

X

X

X
X
X

X
X
X

X
X
X

X
X
X

X
X
X

X

X

X

X

X

X
X

X
X

X
X

X
X

X
X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X
X

X
X

X

X

SPRs

X

X
X
X

X
X
X

X

X
X
X
X

Table 4: Planning for the submission of the deliverables
2.9

Acceptance of deliverables

The Contractor shall organise progress meetings and technical reviews as proposed in the milestones plan
(described in section 2.5). The data package for each meeting/review shall be delivered to GSA at least 2
(two) weeks before the relevant milestone.

16

The SLA reports shall be delivered monthly to the GSA and, at each Service Performance Review, the SLA reports covering the previous 6 months
shall be discussed.
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For each milestone, the Contractor shall organise a review process which shall follow the ECSS Standards17.
At the meeting, the Contractor shall present the documentation, comments and Review Item Discrepancy
(‘RID‘) gathered in advance to the meeting. The minutes of the meeting shall clearly state whether the
milestone was successfully achieved or there are still substantial elements to be revised beforehand. In the
latter case, the update of documentation shall be presented at the closeout meeting. If the revised
documents are considered acceptable the minutes of the closeout meeting shall state the achievement of
the milestone. GSA reserves the right to nominate a panel of experts for the review of deliverables and board
for making the final decision on accepting or rejecting a milestone.
2.10 Applicable and Reference documentation
In this section, all applicable documents and reference documents are reported. Tenderers shall identify all
other applicable documents and submit adjustments in their tender for tailoring the application process that
leads to the development of a marketable product.
The applicable documents are listed in the following table.
#
AD.1
AD.2
AD.3

Document
Version
COMMISSION DECISION (EU, Euratom)
13 March
2015/444
2015
PROGRAMME SECURITY INSTRUCTION (PSI)
4.1
Tailored version of Security Classification
1.0
Guide v2.1
Table 5: Applicable documents

Remark
The security rules for protecting
EU classified information
Galileo Security Classification
Guide

The reference documents are listed in the following table.
#
RD.1
RD.2

Document
Version
Galileo Initial Service - Open Service - Service
1.0
Definition Document (OS SDD)
STRIKE3 Reporting Standards Document
2.1
Update
Table 6: Reference documents

Remark
Available on the GSA/GSC
website18
Available on the STRIKE3 H2020
project website19

2.11 Legal and contractual terms of reference
2.11.1 Place of performance
The GSA headquarters are located in Janovskeho 438/2, 170 00, Prague 7 – Holesovice, Czech Republic.

17 The European Cooperation for Space Standardisation (ECSS), established in 1993, is an organisation which works to improve standardisation
within the European space sector. The ECSS frequently publishes standards, to which contractors working for ESA must adhere to. More info:
http://ecss.nl/
18 https://www.gsc-europa.eu/electronic-library/programme-reference-documents
19

http://www.gnss-strike3.eu
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The Contractor shall perform the Contract in the location most suitable to fulfil its tasks considering the need
to interact with GSA staff (or designated third parties) while aiming at minimising costs. Accordingly, the
nominal place of performance of the Contract shall be the Contractor’s premises for Contract Stages 1 and
2, unless differently requested by GSA. Other locations can be accepted if agreed in advance by GSA.
In particular, the Contractor will be notified in writing by GSA the place of delivery of the Service, in case
GSA requests the Service to be delivered at handover at any other destination than the GSMC-FR20.
Milestone reviews (including Kick-Off meetings) are expected to be held at the GSA headquarters unless
differently requested by GSA. Progress meetings will be held by videoconference.
2.11.2 Volume of the Contract
The maximum price of the Contract is EUR 3,200,000 (three million two hundred thousand Euro),
considering the following split between tasks:
a. The maximum price for Contract Stage 1 is EUR 300,000 (three hundred thousand euro)
b. The maximum price for Contract Stage 2 is EUR 3,200,000 (three million two hundred thousand
euro)
The tenderers are free to address the shortcoming of EUR 300,000 (three hundred thousand euro) to be
balanced between the a) and b) above, according to their preferences. Any tender providing a higher total
price than EUR 3,200,000 (three million two hundred thousand euro) or a higher price per Contract Stage
than above-mentioned than above will be rejected.
2.11.3 Project payment plan
Payments shall be made in accordance with the provisions specified in the draft Contract (Annex II to the
invitation to tender) and the following draft payment plan reflecting the prices for Tasks performed, and
deliverables planned to be submitted within the time period covered by the respective Project Milestone:
Project Milestone
Close-out Review
(Contract Stage 1)
Service Requirements
Review
(Contract Stage 2)
Preliminary Design
Review
(Contract Stage 2)

Review

Payment Schedule
(indicative)

Payment (%)

Conditions for Payment

CR

T0+3M

Price for Task 1 as
per the Financial
Offer

SRR

T0+9m

20% of the Price for
SRR successfully passed.
Task 2-6

PDR

T0+12m

20% of the Price for PDR successfully passed
Task 2-6
and deliverables accepted.

CR successfully passed

20

Would that be the case, the necessary amendment to the Contract will have to be put in place in order to cover any additional costs the Contractor
may suffer.
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Project Milestone

Review

Critical Design Review
(Contract Stage 2)

CDR

Acceptance Review
(Contract Stage 2)

AR

Service Performance
Reviews
(Contract Stage 2)

SPR

Handover Review
(Contract Stage 2)

HR

Final Review
(Contract Stage 2)

FR

Payment Schedule
(indicative)

Payment (%)

20% of the Price for
Task 2-6
 40% of the Price
for Task 2-6, plus
 50% of the Price
T0+27m
of Task 7 as per
the Financial
Offer
Service Fee
T0+33m
(corresponding to
T0+39m
25% of the Price of
T0+45m
Task 8)
Price attached to
T0+44m
Task 9 as per the
Financial Offer
 Service Fee (25%
of the Price of
Task 8), plus
 Price for Task 10,
T0+48m
plus
 50% of the Price
of Task 7 as per
the Financial
Offer
Table 7: Project payment plan
T0+15m

Conditions for Payment
CDR successfully passed
and deliverables accepted.

AR successfully passed and
deliverables accepted.

Successful closure of the
respective SPR.

HR successfully passed and
deliverables accepted.

FR successfully passed and
acceptance of all
deliverables.

2.11.4 Duration
The maximum duration of the Contract shall be 48 months considering:



The maximum duration of Stage 1 shall be 3 months.
The maximum duration of Stage 2 shall be 45 months.
2.11.5 The language of the Contract

Unless specified otherwise by GSA, English shall be the working language of the Contract.
2.11.6 Sub-contracting
For the purposes of Article 26(2) of the GNSS Regulation, the contractor must overall subcontract a
minimum share of 5% of the overall Contract value by competitive tendering outside its group. Beyond this
range other subcontractors may be selected (the requirements for competitive tendering and non-belonging
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to the group set above shall not apply) with no restrictions in terms of percentage of the Total Contract
Value.
Competitive tendering outside the tenderer’s group is considered to have taken place when more than one
offer from an entity outside the group has been requested by the tenderer.
Each tenderer is responsible for organising its own competitive tender(s) aimed at finding necessary subcontracting respecting the following procurement principles:





Fair competition & equality of treatment
Transparency
Proportionality
Best value for money

Tenderers shall clearly indicate in their tenders which tasks, allocated to which activities and to which
proportion (in %) in relation to the overall contract value they intend to subcontract, demonstrating
compliance with the above-mentioned requirements. As proof of competitive subcontracting tender(s),
including thorough visibility of technical and financial offer of consulted entities outside the group
(envisaged subcontractors), shall be provided together with the offer.
If the tenderer does not manage to complete the competitive tender(s) required by the time of tender
submission, it shall submit a signed undertaking presenting credible tendering plan it intends to carry out.
If the competitive tenders are completed only during contract execution, the concluded subcontracts shall
not lead to a change of the Contract unless it is in favour of GSA as the Contracting Authority.
The tenderer shall request the GSA’s prior written authorisation to introduce any newly selected
subcontractor(s) according to the Contract provisions. In case of failure to respect the undertaking of
subcontracting or obtaining the said authorisation, the Contract may be terminated for tenderer’s default.
In the case where no or not the required minimum share of competitive tendering is planned to be
undertaken, the tenderer shall submit a justification providing compelling reasoning for the non-compliance
with the above-mentioned requirement. Failure to provide such justification may lead to the rejection of
the tender.
Tenderers may at any time after tender submission or during the Contract execution be requested to submit
supporting evidence of their application of competitive tendering for the selection of subcontractors and
their compliance with the principles established above. Tenderers can be subject to possible auditing
according to contractual provisions.
Without prejudice to the above, GSA may reject the proposed subcontractor(s) and ask for another
subcontractor(s) to be proposed as part of the tender. Such rejection shall be justified in writing by GSA and
may be based only on the criteria used for the selection of tenderers for the main Contract.
Sub-contracting shall not relieve the tenderer from its obligations under the Contract. In this respect, the
tenderer shall remain the sole partner and person legally and financially responsible vis-à-vis GSA.
In the evaluation, particular attention will be paid by GSA to the approach proposed by the tenderer for the
management of its subcontractors.
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2.11.7 Participation of consortia
Subject to section 2.10.8, consortia may submit a tender on the condition that it complies with the rules of
competition.
A consortium may be a permanent, legally-established grouping or a grouping which has been constituted
informally for a specific tender procedure.
Such grouping (or consortium) must specify a single legal entity heading the project (of submission of the
tender / Contract) (the leader), which is the sole point of contact, and must also submit necessary relevant
document(s) proving authorisation of this legal entity to (i) submit the tender, and (ii) to sign the ensuing
contract and any amendment thereof in case of award on behalf of the consortium.
All members of a consortium (i.e. the leader and all other members, except subcontractors unless
performing a major part of the Contract) shall be jointly and severally liable to the Contracting Authority.
In addition, each member of the consortium must provide the required evidence for the exclusion and
selection criteria (see section 3). Concerning the selection criteria “economic and financial capacity” as well
as “technical and professional capacity”, the evidence provided by each member of the consortium will be
checked to ensure that the consortium as a whole fulfils the criteria.
The participation of an ineligible entity will result in the automatic exclusion of that entity. If that ineligible
entity belongs to a consortium, the whole consortium will be excluded.
NOTE: For a full overview of the documents required for submission by consortia please refer to the list of
Annexes under Section 6.
2.11.8 Participation conditions
For reasons related to the protection of the essential interests of the security of the European Union,
including that of its Member States and/or to public security, the participation to this procurement
procedure as a prime contractor, or as a subcontractor where its activities present security aspects, is limited
to economic operators which, at the moment of the submission of their request to participate or tender and
during the entire period of the Contract or subcontract if it is awarded to them, are established within the
European Union or, only for subcontractors, in a third country which has entered into a special agreement
with the European Union in the field of public procurement, applicable to the GSA under the conditions laid
down in that agreement.
An economic operator is considered established within the European Union or in such third country when it
meets all of the following conditions:
a) the economic operator is formed in accordance with the law of an EU Member State or such third
country and has its central administration, registered office and principal place of business within
the European Union or in such third country if it is a legal person, or is a national of and resident in
an EU Member State or such third country if it is a natural person;
b) If it is a legal person, the economic operator’s decision-making centre(s) comply with the conditions
specified in point a) of this subparagraph (in case of a legal person) or are nationals of an EU Member
State or in such third country (in case of a natural person). Decision-making centre shall be
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understood as a legal or natural person which is, with respect to the economic operator, in one or
more of the situations set out in article 22(1) of Directive 2013/34/EU21;
c) the facilities (for manufacturing of goods and/or supplying of services) which the economic operator
would use for the execution of the Contract or the subcontract are located within the European
Union or in such third country.
In duly justified circumstances related to the nature, cost or availability of specific goods and/or services and
on the basis of a duly motivated waiver request submitted in writing by an economic operator, GSA shall be
entitled to waive:
a) one or more conditions specified in points b) or c) above if it concerns a prime tenderer; or
b) any of the conditions specified in points a) – c) above if it concerns a subcontractor;
On the condition that the economic operator demonstrates the implementation of sufficient measures in
order to guarantee the protection of the essential interest of the security of the European Union including
that of its Member States and/or public security.
To fulfil this condition the economic operator requesting a waiver may provide from the relevant National
Security Authority of a Member State the assurance that sufficient measures have been implemented and
are in place in relation to the subject matter of the Contract to guarantee the protection of the essential
interests of the security of the European Union including that of its Member States and public security.
GSA may require the economic operator to present a duly signed security deed containing appropriate
security undertakings, including the assurance from the National Security Authority if any, where the
tenderer/subcontractor will handle information classified at the level CONFIDENTIEL UE/EU CONFIDENTIAL
or above.
When deciding on the waiver, GSA shall take into consideration the nature, cost or availability of specific
goods and/or services. It shall also take the utmost account of the assurance issued by the National Security
Authority presented by the economic operator.
2.11.9 Notice on the United Kingdom’s withdrawal from the EU (complementing
the participating conditions)
The United Kingdom submitted on 29 March 2017 the notification of its intention to withdraw from the
European Union, pursuant to Article 50 of the Treaty on European Union. This means that, unless a ratified
withdrawal agreement22 establishes another date, all Union primary and secondary law will cease to apply
to the United Kingdom from 31 October 2019, 00:00h (CET (“the withdrawal date”23). Should the United
Kingdom ratify the Withdrawal Agreement at any stage before 31 October 2019, the withdrawal shall take

21 Directive 2013/34/EU of the European Parliament and of the Council of 26 June 2013 on the annual financial statements, consolidated financial
statements and related reports of certain types of undertakings, amending Directive 2006/43/EC of the European Parliament and of the Council and
repealing Council Directives 78/660/EEC and 83/349/EEC. OJ L 182, 29.6.2013, p. 19–76
22 Negotiations are ongoing with the United Kingdom with a view to reaching a withdrawal agreement.
23 Furthermore, in accordance with Article 50 (3) of the Treaty on European Union, the European Council, in agreement with the United Kingdom,
may unanimously decide that the Treaties cease to apply at a later date.
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place on the first day of the month following the completion of the ratification procedures. The United
Kingdom will then become a “third country”24.
Subject to any transitional agreement that may be contained in a possible withdrawal agreement, as of the
withdrawal date, tenderers and – where they carry out activities related to the protection of essential
interests of the security of the European Union or to public security, including the security of the EU Member
States – also their subcontractors, which are no longer established in the European Union as a result of the
withdrawal of the United Kingdom, will no longer comply with the participating conditions as mentioned in
section 2.11.8. Therefore, subject to the following paragraph, those prime contractors and subcontractors
will no longer be in a position to carry out their activities under the contract or the subcontract, respectively.
In as far as the tenderer and/or their subcontractors are in the situation described in the previous paragraph,
tenderers shall provide in their tender adequate explanations, assurances and commitments on how they
will ensure that, as from the withdrawal date, they and/or their subcontractors will continue to comply with
the participating conditions set out in section 2.10.8. Such adequate explanations, assurances and
commitments may involve substantiated requests for waivers as stated in section 2.11.8, in accordance with
those participating conditions. Failure by tenderers to provide such adequate explanations, assurances and
commitments will lead to rejection of the proposal.
More specifically,
The proposal shall, therefore, contain adequate explanations, assurances and commitments on how the
tenderers will ensure that, as from the withdrawal date, they and/or their subcontractors(s) will continue to
comply with those participating conditions. This is hereinafter referred to as “Mitigation Plan” and will be
evaluated as an integral part of the tenderer’s proposal.
The tenderer shall note the following cases or combination of cases, if/as applicable:
1. UK Prime:
The Mitigation Plan shall contain:
a) a firm, irrevocable and unconditional commitment by the tenderer to assign the contract at the latest
as from the withdrawal date to another economic operator satisfying the participating conditions (the
“Proposed Assignee”), as well as a firm, irrevocable and unconditional commitment and acceptance by
the Proposed Assignee to be bound by all ITT requirements, rights and obligations; and
b) shall provide, as a minimum, the following information and documents:
 The tenderer shall clarify and justify that the schedule of this activity will not be affected and
shall submit relevant information supporting such a statement;




The tenderer shall clarify and justify how it will continue to ensure compliance with the Security
Aspect Letter(s) (Annex I.J ) after the withdrawal date;
The tenderer shall confirm and justify that the implementation of the Mitigation Plan will not
cause any additional cost for this activity;
The tenderer shall provide evidence of compliance of the Proposed Assignee with the
participating conditions and additionally, the Proposed Assignee shall state in a duly signed
declaration its compliance to section 2.11.8 (participating conditions), if applicable;

24 A third country is a country which is not a member state of the EU.
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The tenderer shall assume full responsibility, ensure and confirm all formalities which are
required for such an assignment to be legal, valid and enforceable under the applicable law it
adheres to;
The tenderer and the Proposed Assignee shall explicitly state their compliance with Art. II.9 of
the Contract (Annex II to ITT).
In order to substantiate the assignment, the tenderer is further expected to elaborate the
Mitigation Plan to a full extent as an integral part of the proposal, including complete technical,
management and administrative, implementation, financial and contractual volumes as defined
in the tender specifications.

2. UK Subcontractor (if the subcontractor carries out activities related to the protection of the essential
interests of the security of the European Union or to public security, including the security of the EU Member
States):
The tenderer (Prime) shall provide a Mitigation Plan. The tenderer shall flow down to the subcontractor(s)
as a minimum the mitigation plan bullets under b) above as applicable and ensure that its subcontractor(s)
meet(s) the participating conditions as of the withdrawal date. This is without prejudice to any substantiated
written waiver request that may be granted as per the applicable ITT participating conditions (section
2.11.8).
3. UK Parent Company of tenderer/subcontractor (if the subcontractor carries out activities related to the
protection of the essential interests of the security of the European Union or to public security, including
the security of the EU Member States):
The Mitigation Plan shall contain a substantiated written waiver request as described in the applicable ITT
Participating Conditions (section 2.11.8).
Where applicable, the tenderer shall be assigned in whole or in part to the Proposed Assignee no later than
on the withdrawal date, to ensure that the participating conditions as stated in section 2.11.8 are met. Such
assignment is subject to Art. 16 of the Contract.
2.11.10 Confidentiality and security
2.11.10.1 Confidentiality
The tenderers undertake to treat in the strictest confidence and not make use of or divulge to a third party
any proprietary information or documents which are linked to the performance of the Contract. The
Contractor shall continue to be bound by this undertaking after the completion of the tasks.
The tenderer shall further be ready for its service personnel to provide a written statement that they will
respect the confidentiality of any proprietary information which is linked, directly or indirectly, to
execution of the tasks and that they will not divulge to third parties or use for their own benefit or that of
any third party any document or information not available publicly, even after completion of the tasks.
GSA reserves further rights to ask the tenderer (including any member of a consortium and any
subcontractor and any member of their staff performing the Services) to sign a declaration regarding
confidentiality, non-disclosure and/or declaration regarding precise obligations of processing of personal
data.
2.11.10.2 Security requirements
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The tenderer shall commit towards GSA to ensure through adequate arrangements with its service providing
personnel that they are bound to follow any security rules as may be set by GSA from time to time for anyone
entering into or staying in the premises of GSA – any such rules shall be provided to the tenderer.
The contractor may have to deal with classified information in execution of the Contract at level of
maximum SECRET UE / EU SECRET, not necessarily restricted to the GSA’s premises.
Therefore, the contractor (including any consortium member) and subcontractors need to be holder of a
Facility Security Clearance (FSC) of the level relevant for the performed activities and in accordance with
the Security Classification Guide when submitting the tender, to be maintained throughout the duration
of the Contract, unless the tenderer/contractor can demonstrate to the GSA’s satisfaction in writing the
absence of that consortium member’s, or subcontractor’s need to access classified information for
performing the tasks under the respective Contract outside the GSA’s premises.
Any person planned to access classified information above RESTREINT UE / EU RESTRICTED under the
Contract shall have a Personal Security Clearance (PSC) of SECRET UE / EU SECRET level, to be maintained
throughout the duration of the Contract. Upon request by the GSA, the relevant entity’s LSO shall provide
proof by appropriate means regarding the required clearance of the person in question.
Entities handling information classified RESTREINT UE / EU RESTRICTED and above under the Contract,
must have appointed a Local Security Officer, to be maintained throughout the duration of the Contract.
The security principles contained in Commission Decision 2015/444/EC, as last modified, shall govern the
execution of the Contract. They are supplemented by other Commission’s rules as well as the GSA rules
and requirements as necessary more specifically with regard to contractor's staff and way of working.
If required, the activities under the Contract may entail production of documents classified up to SECRET
UE / EU SECRET level. Contractor’s staff may access areas or data classified up to SECRET UE / EU SECRET
while performing their tasks.
Economic operators (all members of the consortium and subcontractors) submit as part of their
declaration of honour (Annex I.B) their declaration for full compliance with the security aspects letter
(referred to as “SAL” – Annex I.J of the draft contract) and provide evidence of compliance where
requested.
Any classified information should be treated according to the instructions set out in the SAL – Annex I.J.
2.11.11 Use of Background IPR
Tenderers are reminded that use of Background IPR as defined in the draft Contract will be subject to the
provisions of the draft Contract. Tenderers should therefore carefully consider these provisions when
drafting their tender.
2.11.12 Request for accessing Proprietary Information (classified and unclassified)
information as per section 2.2
In order to be given access to the Proprietary Information as defined in section 2.2 the interested economic
operators / potential tenderers shall submit a request to GSA via email to tenders@gsa.europa.eu including
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a scan of a duly signed Non-Disclosure Undertaking according to template provided in Annex I.K (the original
to follow by mail) with attached to it:
a) filled and signed Legal Entity Form in the form25 and the attachments requested in, evidence
demonstrating compliance with the requirement set in section 2.11.8 (annex A to the NDU), and
b) proof of Local Security Officer appointment, the latter needed for accessing the classified part of the
Proprietary Information according to the requirements of the SAL (annex I.J).
Important notes:
 The interested economic operators / potential tenderers shall submit individual NDUs for prime
tenderer / each consortium member (in case of a consortium)
 Before disclosure of Proprietary information to their subcontractors, the tenderers shall
ensure that such subcontractors:
 Have proven need to know for the purpose of participation / supporting tenderer’s offer
for the present tender
 Are bound by provisions equally onerous to those of the NDU signed by them, and
 Fulfil the conditions of the present tender specifications
The GSA may request submission of the NDU, signed by the subcontractors for verification.
 In case the interested economic operators / potential tenderers have not completed the procedure
of the appointment of a Local Security Officer at the time of the tender launch, they may not submit
with their request annex B to the NDU (proof for a Local Security Officer appointment) and shall be
therefore granted access only to the unclassified part of the Proprietary Information. In any case,
they shall have the procedure of Local Security Officer appointment completed and annex B to the
NDU submitted by the deadline for tender submission defined in section 1.3 in order to be eligible
for participation in the tender.
 Previously signed NDUs giving access to the same proprietary information to economic operators
shall not be regarded as fulfilling the NDU requirements under the present procurement procedure.

The GSA endeavours to deliver the documentation within 7 working days from the date of the request.
The following restrictions apply:
 The GSA reserves the right to refuse access to documentation if the conditions for access are not
fulfilled.
 The GSA reserves the right to further inquire about any request in case of doubt of eligibility for
access.

25

Available here: http://ec.europa.eu/budget/contracts_grants/info_contracts/legal_entities/legal-entities_en.cfm
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3

Assessment of tenders

All tenders submitted will be assessed in view of the requirements under section 2.2 and the admissibility
criteria described in section 4.
The assessment of the tenders of this procurement procedure is further carried out in successive stages
against the exclusion, and selection criteria, as well as the minimum requirements and the award criteria,
set out below.
(1) Exclusion stage – to verify, on the basis of the exclusion criteria, as defined in section 3.1,
whether tenderers (including consortium members and subcontractors) can take part in the
tendering procedure.
(2) Selection stage – to verify whether each tenderer that has passed the exclusion stage, on the
basis of the selection criteria as defined in section 3.2, fulfils:
a. the required legal capacity;
b. the required economic and financial capacity; and,
c. the required technical and professional capacity.
(3) Minimum requirements stage – to verify whether the tender of each tenderer that has passed
the exclusion and selection stages is compliant with the minimum tender requirements as
defined in section 3.3.
(4) Award stage – to evaluate, on the basis of the award criteria, as defined in section 3.4, the
tender of each tenderer that has passed the exclusion, selection and minimum requirement
stages.
This is without prejudice that the Contracting Authority may, in line with section 29.1 of Annex I to FR,
decide that the tenders will only be evaluated on the basis of award criteria as defined in section 3.4,
provided that the minimum requirements are met. In such a case, the exclusion and selection criteria shall
be evaluated by other appropriate means guaranteeing the absence of conflicts of interests.
3.1 Exclusion criteria
This procurement process is only open to tenderers (all entities participating, including subcontractors) who
are able to sign the ‘Template declaration of honour on exclusion and selection criteria’ attached as Annex
I.B in relation to the criteria indicated for exclusion or rejection26 (hereinafter ‘Declaration of Honour’).
Failure to provide a duly completed, signed and dated Declaration of Honour in relation to the criteria
indicated for exclusion or rejection for every entity participating in the tender will lead to the exclusion of
the tenderer from the procurement procedure.
Before the signature of the Contract, the successful tenderer shall submit supporting documents to the
Declaration of Honour (listed therein). Subcontractors with the expected participation in the Contract

26 I.e. all items in Annex I.B indicated as “situations for exclusion” or “grounds for rejection from this procedure” with no remedial measure appli‐
cable.
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below 5% of the Total Price shall not be obliged to submit supporting documents until their actual
participation exceeds such limit.
3.2 Selection criteria
To be assessed in the selection stage, the tenderers must have passed the exclusion stage described above.
Tenderers must fulfil all the legal, economic and financial capacity as well as the technical and professional
capacity criteria required in these tender specifications to be evaluated.
3.2.1

Legal capacity

The tenderers (including all entities participating (consortium members and subcontractors) in their
Declaration of Honour shall confirm their compliance with the legal capacity criteria.
Legal capacity shall be demonstrated by:
Ref.
#
L1.

Legal capacity criteria

To be evidenced by

General requirement

Submission of a duly filled in and
signed Legal Entity Form
Authorisation to perform the
alongside a copy of the trade or
Contract under the national laws.
professional register excerpt of
the entity and the supporting
documents required in the form,
i.e. copy of the value-added tax
(VAT) registration document.

Applicable to
Each
entity
participating in the
tender (i.e. the
tenderer, and any
consortium
members
and
subcontractors)

Where an entity has already
signed another contract with the
GSA, it may provide instead of
the legal entity file and its
supporting documents a copy of
the legal entity file provided on
that occasion, unless a change in
its legal status occurred in the
meantime or the legal entity file
or its supporting documents are
older than twelve (12) months.
L2.

Compliance
Conditions

with

Participation Submission of a duly filled in and
signed Declaration of Honour
(see Annex I.B), in particular
The tenderer (including consortium section 9.
members) without limitation, and
Official documentary evidence
any subcontractor where its
proving fulfilment of the specific
activities present security aspects,
have to fulfil the specific

Each
entity
participating in the
tender (i.e. the
tenderer, and any
consortium
members,
and
subcontractors)
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Ref.
#

L3.

Legal capacity criteria

To be evidenced by

participation requirements under participation conditions under
section 2.10.8, without prejudice to section 2.10.8.
the possibility of a waiver
addressed in that section.
FSC Requirement
Tenderers
(including
all
consortium members and any
All
economic
operators
proposed subcontractor) subject
participating in this procurement,
to the requirement L3. shall
i.e. tenderers (including any
submit official documentation
consortium
member
and
proving their FSC at SECRET
subcontractor) must have a Facility
UE/EU SECRET level, maintained
Security Clearance (‘FSC’) at least at
throughout the duration of the
SECRET UE / EU SECRET level to be
Contract.
maintained
throughout
the
duration of the Contract, unless the Otherwise, tenderers shall
tenderer/contractor
can submit to the GSA’s satisfaction
demonstrate the absence of that in writing the absence of that
consortium
member’s,
or
consortium
member’s,
or
subcontractor’s need to handle
subcontractor’s need to access classified information above
classified
information
for RESTREINT UE/EU RESTRICTED
performing the tasks under that for performing the activities
Contract outside the GSA’s under that Contract outside the
GSA’s premises.
premises.

L4.

PSC requirement

L5.

Security Aspect Letter

Applicable to

Each
entity
participating in the
tender (i.e. the
tenderer, and any
consortium
members,
and
subcontractors)

Official documentation proving Each
entity
their PSC up to SECRET UE / EU participating in the
All persons (i.e., from the tenderer,
SECRET, maintained throughout tender (i.e. the
a consortium member and the duration of the Contract.
tenderer, and any
subcontractors) planned to access
In case of no PSC the tenderer consortium
classified
information
above
shall, with its tender, submit a members,
and
RESTREINT UE / EU RESTRICTED plan
providing
sufficient
under the Contract must have a confidence to the GSA that the subcontractors)
Personal Security Clearance (‘PSC’) relevant PSC should be obtained planned to access
of SECRET UE / EU SECRET level to within the next 5 (five) months classified
information above
be maintained throughout the from the submission deadline.
RESTREINT UE / EU
duration of the Contract.
RESTRICTED under
the Contract.
entity
Signature of the Declaration of Each
Each economic operator i.e. the Honour, Annex I.B – each participating in the
tenderer, consortium members, economic operator i.e. the tender (i.e. the
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Ref.
#

Legal capacity criteria

To be evidenced by

and subcontractor(s), if any, tenderer, consortium members,
planned to access information and subcontractor(s), if any.
classified RESTREINT UE / EU
RESTRICTED and above under the
Contract must duly confirm its
compliance with the Security
Aspects Letter.

L6.

Applicable to
tenderer, and any
consortium
members,
and
subcontractors
planned to access
information
classified RESTREINT
UE / EU RESTRICTED
and above under the
Contract.

Appointed, available Local Security Proof of the appointment of Each entity (i.e., the
Officer
their respective LSO.
tenderer,
any
Any entity (i.e., the tenderer, any A declaration signed by an consortium
consortium
member
and authorised representative of the member
and
subcontractors)
handling entity shall be sufficient.
subcontractors)
information classified RESTREINT
handling
UE / EU RESTRICTED and above
information
under the Contract, must have
classified
appointed a Local Security Officer
RESTREINT UE / EU
(LSO), to be maintained throughout
RESTRICTED
and
the duration of the Contract
above under the
Contract.
Table 8: Legal Capacity Criteria
3.2.2

Economic and financial capacity criteria

The following criteria shall be fulfilled by the tenderer for confirming its economic and financial capacity for
the performance of the Contract. The tenderers in their Declaration of Honour shall confirm their compliance
with the economic and financial capacity criteria.
The tenderer may rely on the economic and financial capacity of subcontractors in which case it must
provide the required evidence of capacity for these subcontractors which shall then also confirm their
compliance with the relevant capacity criteria in their Declaration of Honour.
The following economic and financial capacity shall be demonstrated:
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Ref.
#
F1.

Economic and Financial
capacity criteria
Stable financial capacity to
sustain its business and
perform the Contract.

To be evidenced by
Duly filling in and submitting the
Financial Statements relating to the
Selection Stage in Annex I.C.
Submitting a full copy of the tenderer’s
annual accounts (balance sheet, profit
and loss account, notes on the
accounts and auditors' remarks when
applicable (with reference to Annex I.C)
Submitting a statement of overall
turnover and turnover relating to the
relevant services) of the last 3 (three)
years, as approved by the competent
body of the company and, where
applicable, audited and/or published
(with reference to Annex I.C).

Applicable to
Tenderer, – in
case of
consortium each consortium
member
individually and
any proposed
subcontractor,
whose capacities
are used to
demonstrate
compliance to
criteria F2 and
/or F3

F2.

Proven minimum general
turnover of 500,000 EUR (five
hundred thousand euro) per
year by submitting a copy of
the official balance sheets of
the last 3 (three) years.

Submitting a copy of the balance
sheets and profit and loss accounts for
the last three (3) financial years for
which accounts have been closed (as
described for criteria F1)

Tenderer
cumulatively
(including all
consortium
members and
any proposed
subcontractor,
on which the
tenderer may
rely on fulfilling
the criterion)

F3.

Proven minimum specific
turnover related to the
activities subject to the
Contract of 100,000 EUR (one
hundred thousand euro) per
year. Specific turnover shall be
from the provision of services
similar to those subject to this
procurement (in terms of SaaS,
and not GNSS interference
services only).

Submitting a copy of the balance
sheets and profit and loss accounts for
the last three (3) financial years for
which accounts have been closed (as
described for criteria F1)

Tenderer
cumulatively
(including all
consortium
members and
any proposed
subcontractor,
on which the
tenderer may
rely on fulfilling
the criterion)

Table 9: Economic and Financial Capacity Criteria
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3.2.3

Technical and professional capacity criteria

The following criteria shall be fulfilled by the tenderer for confirming its technical and professional capacity
for the performance of the Contract. The tenderers in their Declaration of Honour shall confirm their
compliance with the technical and professional capacity criteria.
The tenderer may rely on the technical and professional capacity of subcontractors in which case it must
provide the required evidence of capacity for these subcontractors which shall then also confirm their
compliance with the relevant capacity criteria in their Declaration of Honour.
The following technical and professional capacity shall be demonstrated:
Ref.
#
T1.

Technical and professional
capacity criteria
Relevant experience in
management of complex
research and technical
development projects.

T2.

To be evidenced by

Applicable to

Description of at least 3 (three)
projects of justified similar
complexity during the last 3
(three) years.

Tenderer, – in case of
consortium - at least
1 member
individually

Relevant experience in GNSS
related products and/or
applications regarding all the
areas listed below:
(1) Design,
(2) Development and
Integration.

Description of at least 3 (three)
projects during the last 3 (three)
years.

Tenderer, – in case of
consortium - at least
1 member
individually

T3.

Relevant experience in
development and/or designing
Software as a Service (SaaS).

Description of at least 1 (one)
projects of justified similar
complexity performed during the
last 3 (three) years.

Tenderer, – in case of
consortium - at least
1 member
individually

T4.

Relevant experience in analysing
and characterising GNSS
interferences.

Description of at least 1 (one)
projects of justified similar
complexity performed during the
last 3 (three) years.

Tenderer, – in case of
consortium - at least
1 member
individually

T5.

Relevant experience in the use
of Android devices, especially
the processing of raw
measurements.

Description of at least 1 (one)
project of justified similar
complexity performed during the
last 3 (three) years.

Tenderer, – in case of
consortium - at least
1 member
individually

Each project shall cover both
areas.

Table 10: Technical and Professional Capacity Criteria
IMPORTANT NOTE: In case an economic operator relies on the capacities of other entities to fulfil the
selection criteria, regardless of the legal nature of the links which it has with them, it must prove to the GSA
that it will have at its disposal the resources necessary for performance of the contract, by producing a
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Subcontractor Letter of Intent (in the form provided in Annex I.I) by the relevant entities supporting the
capacity in question.
Note: Tenderers applying as a consortium or relying on subcontractors for capacity criteria SHALL clearly
indicate the relevant consortium member or subcontractor in the evidence for each criterion
3.3

Minimum requirements

In order to be further evaluated, the tenderers shall be compliant with the following minimum requirement
(in the meaning of Article 166(2) of FR):
Ref. #
M1.

Minimum
capacity
criterion
Compliance with
applicable environmental,
social and labour law
obligations established by
European Union law,
national legislation,
collective agreements or
the applicable
international social and
environmental
conventions listed in
Annex X of Directive
2014/24/EU.

To be evidenced by

Applicable to

A written statement of
compliance dated and
signed by the tenderer’s
(including consortium’s)
duly authorised
representative.

Tenderer, – in case of
consortium - each consortium
member individually

Table 11: Minimal Capacity Criterion
Failure to comply with the minimum requirements shall lead to the rejection of the tender.
3.4

Award criteria

For a tender to be evaluated in the award stage, the respective tenderer must have passed the exclusion,
selection and minimum requirements stage described above.
All tenders will be assessed in the light of criteria set out in these tender specifications including all annexes
to the invitation to tender.
The assessment of the tenders in the award stage is carried out in 3 (three) successive steps against the
Technical and Financial Award Criteria set out below.
3.4.1

Qualitative award criteria

In the first step, the technical quality of the tender will be evaluated on the basis of the tenderer's technical
proposal. The technical quality will be awarded a maximum score out of 100 (one hundred).
IMPORTANT NOTE: Tenders receiving fewer points than the minimum individual threshold per criterion
stated in the table of qualitative award criteria or a minimum total score of 60 (sixty) points shall be rejected.
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The technical points will be assigned according to the qualitative award criteria stated hereafter, which will
be evaluated by reference to the following sub-criteria (with equal relevance):
Ref #

Award Criteria

Q1.

ADEQUACY AND APPROPRIATENESS OF THE PROJECT MANAGEMENT
APPROACH
- Adequacy of the proposed team (including the proposal for
replacement of UK entities if applicable) with respect to the
proposed scope and modalities of work and allocation/distribution
of the tasks within the proposed team, including the proposed
organisational breakdown structure (OBS), the work breakdown
structure (WBS).
- Adequacy of the allocation/distribution of the effort to each
WP/WBE (as per Annex I.F) including allocation of the relevant and
adequate expertise to each task.
CREDIBILITY, ADEQUACY AND RELEVANCE OF PROPOSED TECHNICAL
SOLUTION FOR ACHIEVING THE OBJECTIVES OF THE TENDER
SPECIFICATIONS
- The credibility of the design and development plan.
- Quality of the analysis and the proposed solution to ensure
compliance with personal data protection when providing the
Service.
- Quality of the security risk assessment and the proposed
requirements to protect the Service and its data
- Completeness and credibility of the validation and relevant testing
strategy and tools (including security).
- The quality of the event characterisation and the reporting
procedure.
CREDIBILITY AND COHERENCE OF THE PRE-OPERATIONAL TESTING
PHASE
- possibility and flexibility to increase the capacity of the Service.
- credibility of the approach to achieve a critical mass of
contributors to contribute to the Service.
- Quality of the methodology proposed for the handover approach
CREDIBILITY AND COHERENCE OF THE DISSEMINATION ACTIVITIES
- Appropriateness of the methodology of the dissemination
activities, including demonstrations, to attract visibility towards
stakeholders.
COMPLIANCE TO THE SLA
- Full compliance to the SLA proposed in Annex I.I shall correspond
to 0 point. Any improvement of the KPIs by the tenderer will be
positively assessed.

Q2.

Q3.

Q4.

Q5.

Minimum
Points

Maximum
Points

15

20

20

40

15

20

10

15

0

5
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Ref #

Award Criteria

3.4.2

Minimum
Points
Total Min/Max technical score:
60
Table 12: Qualitative award criteria

Maximum
Points
100

Financial award criteria

In the second step, the tenders having passed the threshold of the qualitative evaluation will be evaluated
with regard to the price which shall be provided by filling in and signing the Financial Proposal and the Cost
Statement Forms (Annex I.G27). A price shall be indicated and substantiated for each element of Annex I.G
and must not amount to zero.
Price elements of Annex I.G shall be fully aligned and supported by the percentage figures presented in
Annex I.F with no discrepancies, otherwise, the tender may be rejected.
IMPORTANT INFORMATION: The total overall price of all tasks (Total Price), to be indicated in Annex I.G
shall not exceed EUR 3,200,000 (three million two hundred thousand euro), as otherwise the tender will
be rejected (see section 2.10.2). The prices quoted per task shall cover all costs incurred by the tenderer
in relation to the performance of each task and any activity related to the implementation of the Contract.
The price index will be calculated as follows: for each element (A to D) the tender with the least expensive
Total Price will receive 100 points and the other tenders shall receive points according to the ratio between
the least expensive offer and their one, multiplied by 100. The overall financial score of the tender weights
the price index for each element A to D as shown in the formula below:
𝑨 = 𝑭𝒊𝒏𝒂𝒏𝒄𝒊𝒂𝒍 𝑺𝒄𝒐𝒓𝒆 𝒐𝒇 𝑻𝒆𝒏𝒅𝒆𝒓 𝑿 𝒇𝒐𝒓 𝑪𝒐𝒏𝒕𝒓𝒂𝒄𝒕 𝑺𝒕𝒂𝒈𝒆 𝟏
𝑪𝒉𝒆𝒂𝒑𝒆𝒔𝒕 𝑻𝒐𝒕𝒂𝒍 𝑷𝒓𝒊𝒄𝒆 𝒓𝒆𝒄𝒆𝒊𝒗𝒆𝒅 𝒇𝒐𝒓 𝑪𝒐𝒏𝒕𝒓𝒂𝒄𝒕 𝑺𝒕𝒂𝒈𝒆 𝟏
= (
) ∗ 𝟏𝟎𝟎
𝑻𝒐𝒕𝒂𝒍 𝑷𝒓𝒊𝒄𝒆 𝒐𝒇 𝒕𝒉𝒆 𝑻𝒆𝒏𝒅𝒆𝒓 𝑿 𝒇𝒐𝒓 𝑪𝒐𝒏𝒕𝒓𝒂𝒄𝒕 𝑺𝒕𝒂𝒈𝒆 𝟏
𝑩 = 𝑭𝒊𝒏𝒂𝒏𝒄𝒊𝒂𝒍 𝑺𝒄𝒐𝒓𝒆 𝒐𝒇 𝑻𝒆𝒏𝒅𝒆𝒓 𝑿 𝒇𝒐𝒓 𝑪𝒐𝒏𝒕𝒓𝒂𝒄𝒕 𝑺𝒕𝒂𝒈𝒆 𝟐
𝑪𝒉𝒆𝒂𝒑𝒆𝒔𝒕 𝑻𝒐𝒕𝒂𝒍 𝑷𝒓𝒊𝒄𝒆 𝒓𝒆𝒄𝒆𝒊𝒗𝒆𝒅 𝒇𝒐𝒓 𝑪𝒐𝒏𝒕𝒓𝒂𝒄𝒕 𝑺𝒕𝒂𝒈𝒆 𝟐
= (
) ∗ 𝟏𝟎𝟎
𝑻𝒐𝒕𝒂𝒍 𝑷𝒓𝒊𝒄𝒆 𝒐𝒇 𝒕𝒉𝒆 𝑻𝒆𝒏𝒅𝒆𝒓 𝑿 𝒇𝒐𝒓 𝑪𝒐𝒏𝒕𝒓𝒂𝒄𝒕 𝑺𝒕𝒂𝒈𝒆 𝟐
𝑪 = 𝑭𝒊𝒏𝒂𝒏𝒄𝒊𝒂𝒍 𝑺𝒄𝒐𝒓𝒆 𝒐𝒇 𝑻𝒆𝒏𝒅𝒆𝒓 𝑿 𝒇𝒐𝒓 𝑶𝒑𝒕𝒊𝒐𝒏 𝟏
𝑪𝒉𝒆𝒂𝒑𝒆𝒔𝒕 𝑻𝒐𝒕𝒂𝒍 𝑷𝒓𝒊𝒄𝒆 𝒓𝒆𝒄𝒆𝒊𝒗𝒆𝒅 𝒇𝒐𝒓 𝑶𝒑𝒕𝒊𝒐𝒏 𝟏
= (
) ∗ 𝟏𝟎𝟎
𝑻𝒐𝒕𝒂𝒍 𝑷𝒓𝒊𝒄𝒆 𝒐𝒇 𝒕𝒉𝒆 𝑻𝒆𝒏𝒅𝒆𝒓 𝑿 𝒇𝒐𝒓 𝑶𝒑𝒕𝒊𝒐𝒏 𝟏

𝑭𝒊𝒏𝒂𝒏𝒄𝒊𝒂𝒍 𝑺𝒄𝒐𝒓𝒆 𝒐𝒇 𝑻𝒆𝒏𝒅𝒆𝒓 𝑿 = 𝟎. 𝟖 · (𝟎. 𝟑 · 𝑨 + 𝟎. 𝟕 · 𝑩) + 𝟎. 𝟐 · 𝑪
IMPORTANT NOTE: Aside from the inclusion of additional sheets to accommodate all entities included in the
offer (including any consortium member and subcontractors), no element provided in Annex I.G may be
omitted or added by the tenderer, unless such is unequivocally authorised in the instructions; an alteration
not authorised under the instructions may lead to the rejection of the tender.

27 All tables in Annex I.G labelled as “PCS”.
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3.4.3

Calculation of final score and ranking of tenderers

The Contract will be awarded to the tenderer having passed Step 2 and offering the best value for money,
i.e. the highest final score in the third step (final evaluation), weighting each tenderer’s total technical score
against the respective tenderer’s financial score on a 60/40 basis with the following formula:
The final score of Tender X= Total technical score of Tender X *0.6 + Financial score of Tender X *0.4

4

Conditions for submission of tenders

4.1 Disclaimers
This invitation to tender is in no way binding on GSA. The GSA's contractual obligation commences only upon
signature of the Contract with the successful tenderer.
Up to the point of signature of the Contract, GSA may either abandon the procurement or cancel the award
procedure, without tenderers being entitled to claim any compensation. This decision must be substantiated
and the tenderers notified.
Submission of a tender implies acceptance of all the terms and conditions set out in the invitation to tender,
in the tender specifications and in the draft Contract which shall be binding on the tenderer to whom the
Contract is awarded during its duration. Where appropriate, submission of a tender further implies
unconditional waiver of the tenderer's own general or specific terms and conditions.
In drawing up your tender, the provisions of the draft Contract (see Annex II to the invitation to tender)
should be kept in mind. In particular, the draft Contract indicates the method and the conditions for
payments to the tenderer as well as the provisions on intellectual property rights.
4.2 Visits to GSA premises
Visits to GSA’s premises during the procurement process are not foreseen.
4.3 Variants
Variants are not permitted under this procurement procedure, therefore, tenderers should not deviate from
the tasks and activities requested.
Any variant submitted aside from the regular tender will be disregarded.
Any changes to the tender documents, requirements or structure not clearly marked or distinguishable as
a variant may lead to the rejection of the entire tender.
4.4 Preparation costs for the tender
Costs incurred in preparing or submitting the tender are borne by the tenderers alone and will not be
reimbursed.
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4.5

Form and content of the tender to be submitted
4.5.1

Presentation of the Tender

It is strictly required that tenders are presented in the correct format and include all documents necessary
to enable GSA to assess them. Failure to respect these requirements constitutes a formal error and may
result in the rejection of the tender.
4.5.2

General

The tender must consist of:
A. The Administrative files, including the Cover Letter, dated and signed by the authorised
representative of the tenderer, declaring full and unconditional acceptance of the requirements and
conditions in these tender specifications and annexes, and the draft Contract and its annexes; the
tenderer's commitment to provide the services proposed in the tender and listing all the
documentation included/enclosed in the tender.
In the case of sub-contracting, the tenderer shall indicate for which elements of the services and
to which overall proportion of the tender sub-contracting is planned.
If the tender is presented by a consortium or group of service providers, it must be accompanied by
a letter signed by each member undertaking to provide the services proposed in the tender and
specifying each member's own role and qualifications.
B. The Technical Offer
C. The Financial Offer
In addition to the above, in general, the tender must be:





signed by the tenderer or its duly authorised representative;
perfectly legible so that there can be no doubt as to words and figures;
(if necessary) drawn up using the templates annexed;
clear and concise, with continuous page numbering and assembled in a coherent fashion (e.g. bound
or stapled).

Since tenderers will be evaluated on the content of their submitted tenders, they must make it clear that
they are able to meet the requirements of the specifications.
GSA reserves the right to request additional evidence in relation to the tender submitted for evaluation or
verification purposes.
4.5.3

Administrative file

The Administrative File which shall consist of the elements listed under section 4.6.
4.5.4

Technical offer

In the technical offer, the tenderer shall provide input as to its approach for performing the services required
under the Contract as described in these tender specifications. The details provided should be such as to
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provide a comprehensive and concise level of information but avoiding verbose and lengthy elaborations
which do not support the subject or even lose sight of the actual topic at hand.
The technical offer should contain all necessary information to allow evaluation of the technical and
professional selection criteria and all the qualitative award criteria specified in section 3.4.1. It shall consist
of the elements listed under section 4.6. In particular, the technical proposal shall address the following
topics:
1. The tenderers in their proposals shall provide a methodology for requirements identification,
design, development, testing, verification and validation of the Service.
2. In case hardware development is foreseen by the tenderer, it shall be detailed in the tender.
3. The tenderers in their proposals shall provide a preliminary Dissemination Plan.
4. All tenderers in their proposal shall provide an Overall Breakdown Structure (OBS), clearly defining
the organisational structure and role of the entities participating in their proposal for implementing
the Contract. For consortia, the OBS shall clearly indicate the consortium leader and all members.
For subcontractors, the OBS shall clearly indicate the subcontracting entity on tenderer level.
5. All tenderers in their proposals shall provide the Work Breakdown Structure (WBS) following the
requirements detailed in this document.
6. All tenderers shall define in their proposals a preliminary Project Management Plan, also including
the schedule (Project Gantt chart) reflecting the planning of tasks/WBEs/WPs.
7. All tenderers shall define in their proposals, by WP/WBE and by a member of the consortium (if any),
the percentage of the Total Price allocated to the performance of each individual task or WP or WBE
in Annex I.F. Such distribution shall be consistent with that presented for Annex I.G.
8. All tenderers shall provide in their proposal the CVs of personnel and their respective allocation to
the corresponding task in the Contract.
9. The tenderers shall clarify their standard working schedule over one year, including in particular the
list of bank holidays, and the working hours of a standard working day.
4.5.5

Financial offer

The financial offer shall consist of the Financial Proposal and the Cost Sheets Forms (Annex I.G), as detailed
under section 4.6.
4.5.5.1 Prices
All prices shall be quoted in euro without VAT. The price quotes given are binding for the tenderer for the
whole duration of the Contract and they are not subject to revision or indexation.
4.5.5.2 VAT exemption
As GSA is exempt from all taxes and dues, including Value Added Tax (VAT), pursuant to Articles 3 and 4 of
the Protocol on the privileges and immunities of the European Communities, these must not be included in
the price.
4.5.5.3 Currency and exchange rates
The price tendered must be all-inclusive and expressed in euro, including for countries which are not part of
the Eurozone. For tenderers in countries which do not belong to the Eurozone, the price quoted may not be
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revised in line with exchange rate movements. It is for the tenderer to select an exchange rate and assume
the risks or the benefits deriving from any fluctuation.
4.6 Presentation of the tender
Tenders must be submitted in accordance with the double envelope system.
The outer envelope or parcel should be sealed with adhesive tape, signed across the seal and carry the
following information:


the ref. number of the invitation to tender GSA/OP/05/19



the project titled “Development of an advanced interference detection and robustness capabilities
system”



the name of the tenderer



the indication “Tender - Not to be opened by the internal mail service”



the address for submission of the tender as indicated below



the date of posting (if applicable) should be legible on the outer envelope

The outer envelope must contain one (1) inner envelope, further containing three envelopes whose content
must be as follows:
Ref
#

ENVELOPE 1 – ADMINISTRATIVE DOCUMENTS and DOCUMENTS RELATING TO EXCLUSION and
FINANCIAL AND ECONOMIC SELECTION CRITERIA

(1)

A cover letter, dated and signed by the authorised representative of the tenderer, with the content
pointed out under section 4.5.2 A. If the tender is submitted by a consortium or grouping, it must
be accompanied by a letter signed from each member undertaking the tender and specify each
member's own role and qualifications.

(2)

The duly filled in, signed and dated identification sheet of the tenderer using the template in Annex
I.A (One per legal entity involved in the tender, including all consortium members and
subcontractors).

(3)

The duly filled in, signed and dated Legal Identity Form using the template available here:
http://ec.europa.eu/budget/contracts_grants/info_contracts/legal_entities/legal-entities_en.cfm
(One per legal entity involved in the tender, including all the consortium members and
subcontractors).

(4)

A duly signed and dated statement of authorisation containing the name and position of the
representative/signatory and official documentary evidence on the person‘s legal authority to
validly sign the tender and the Contract on behalf of the organisation, should it be awarded it (one
per tenderer and each signatory of a Power of Attorney).

(5)

In case of consortia, the Power of Attorney for submission of the tender and signature of the
Contract should be awarded to the consortium, designating the entity that will sign on behalf of the
consortium duly signed and dated by the authorised representative of each group/consortium
member using the template provided in Annex I.D.
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(6)

For the proposed subcontractors, duly filled in, signed and dated subcontractor Letter of Intent
using the template in Annex I.E.

(7)

The duly filled in, signed and dated Financial Identification Form using the template available here:
http://ec.europa.eu/budget/contracts_grants/info_contracts/financial_id/financial-id_en.cfm. (In
case of consortia, only one Financial Identification Form for the whole consortium, nominating the
bank account into which payments are to be made under the Contract.).

(8)

The duly filled in, signed and dated Financial Statement relating to the selection stage as requested
in section 3.2.2, including the standard template in Annex I.C.

(9)

The duly filled in, signed and dated Declaration(s) of Honour relating to exclusion criteria and
selection criteria using the template in Annex I.B - one per economic operator (i.e. tenderer, all
consortium members, all subcontractor(s), if any).

(10)

Proof of the appointment of the entity’s Local Security Officer: One per economic operator i.e.
the tenderer, consortium members, and subcontractor(s), where so required under section 3.2.1,
L6.)

(11)

Official proof that economic operators’ (the tenderer, consortium members, and subcontractor(s),
if any) personnel planned to access classified information above RESTREINT UE / EU RESTRICTED
have a PSC to handle classified information up to Secret UE /EU Secret, where so required under
section 3.2.1, L4.

(12)

Official document proving that economic operators (including all consortium members and any
proposed subcontractors) has a FSC to handle classified information up to SECRET UE/EU SECRET
where so required under section 4.6.1, L3.
ENVELOPE 2 – TECHNICAL OFFER

(1)

Duly filled in, signed and dated Executive Summary (max 2 pages) on the Technical Offer.

(2)

Technical Proposal including all the elements listed in section 4.5.4, which, in case containing
classified information up to RESTREINT UE / EU RESTRICTED shall be marked accordingly.

(3)

All the information required for the fulfilment of the technical and professional selection criteria,
as presented in section 3.2.3.

(4)

The duly filled in, signed and dated Effort Distribution table provides as Annex I.F, with the
presentation of the percentage amounts incurred by WBE.

(5)

Duly filled in, signed and dated Declaration of Background IPR using the template in Annex I.H
ENVELOPE 3 – FINANCIAL OFFER

(1)

Financial Proposal, as provided in Annex I.G, duly dated and signed by the tenderer’s authorised
representative, and substantiated by submitting detailed cost element data in the forms provided
in Annex I.G (i.e. the tables labelled “PCS”).

The tenderer shall submit the documents as one (1) original which must be marked “ORIGINAL and one (1)
electronic copy on USB stick.
Tenders shall be drafted in one of the official languages of the European Union, preferably ENGLISH.
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Nota bene:




It is strictly required that tenders are presented in the correct format and include all documents
necessary to enable the evaluation committee to assess them. Failure to respect these requirements
will constitute a formal error and may result in the rejection of the tender.
GSA retains ownership of all documents received under this procedure. Consequently, tenderers
shall have no right to have their tender documents returned to them.

4.7 Submission
Tenders sent by express mail, commercial courier or post mail are to be sent not later than on date specified
in section 1.2, in which case the evidence of the date of dispatch shall be constituted by the postmark or the
date of the deposit slip, to the following physical address:
European GNSS Agency
Legal and Procurement Department
Tender ref: GSA/OP/05/19 – “Development of an advanced interference detection and
robustness capabilities system for GSA”
Janovskeho 438/2
170 00 Prague 7
Czech Republic
Tenders sent by hand-delivered should be addressed to the same postal address not later than 17.00 (CET)
on the date specified in section 1.2. In this case, a receipt must be obtained as a proof of submission, signed
and dated by the reception desk officer.
The reception is open from 08.00 to 17.00 Monday to Thursday, and from 8.00 to 16.00 on Fridays. It is
closed on Saturdays, Sundays, European Commission holidays and some Czech national holidays.
WHEN THE TENDER IS SUBMITTED TO A DELIVERY SERVICE, THE TENDERER IS REQUESTED TO SEND AN
EMAIL NOTE TO tenders@gsa.europa.eu DECLARING THE DATE OF HAND-OVER, THE DELIVERY SERVICE
USED AND THE ESTIMATED TIME OF DELIVERY, IF KNOWN.
4.8

The opening of the tenders

Tenders will be opened at 11.00 a.m. on the date indicated in section 1.2 at the following location:
Office address:
European GNSS Agency
Janovskeho 438/2
170 00 Prague 7 – Holesovice
One authorised representative of each tenderer may attend the opening of the tenders. Companies wishing
to attend are requested to notify their intention by sending an e-mail at least 48 hours in advance to
tenders@gsa.europa.eu. This notification must be signed by an authorised officer of the tenderer and
specify the name of the person who will attend the opening of the tenders on the tenderer's behalf.
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4.9 Period of validity of the tender
Period of validity of the tender, during which tenderer may not modify the terms of its tender in any respect:
nine (9) months from the closing date for the reception of the tender.
4.10

Contact with tenderers

Contacts between the contracting authority and tenderers are prohibited throughout the procedure save in
exceptional circumstances and under the following conditions only:
Before the final date for submission of tenders:





At the request of the tenderer, the contracting authority may provide additional information solely
for the purpose of clarifying the nature of the Contract.
Any requests for additional information must be made in writing only to tenders@gsa.europa.eu.
The subject line of the e-mail has to quote the reference of the procurement procedure.
Requests for additional information received after the deadline specified in section 1.2 will not be
processed (for practical reasons).
GSA may, on its own initiative, inform interested parties of any error, inaccuracy, omission or any
other clerical error in the tender documents. Operators are invited to regularly monitor the GSA’s
website to that effect.

After the opening of tenders:


4.11

If, after the tenders have been opened, some clarification is required in connection with a tender,
or if obvious clerical errors in the submitted tender must be corrected, GSA may contact the
tenderer, although such contact may not lead to any alteration of the terms of the submitted tender.
Information of tenderers

The tenderer will be informed of the outcome of this procurement procedure by e-mail only, sent to the
point of contact indicated in Annex I.A. It is the tenderer’s responsibility to provide a valid e-mail address
together with its contact details in the Annex I.A. and to check this e-mail address regularly.
GSA will inform tenderers of decisions reached concerning the award of the Contract in due course, including
the grounds for any decision not to award a contract or to recommence the procedure.
If a written request is received, GSA will inform all rejected tenderers of the reasons for their rejection and
all tenderers submitting an admissible tender of the characteristics and relative advantages of the selected
tender and the name of the successful tenderer.
However, certain information may be withheld where its release would impede law enforcement or
otherwise be contrary to the public interest, or would prejudice the legitimate commercial interests of
economic operators, public or private, or might prejudice fair competition between them.
4.12 Data Protection
Any personal data that may be included in the tenders received during the present procedure will be
processed in accordance with (1) the applicable rules on the protection of natural persons with regard to

Page 48/53

UNCLASSIFIED

GSA/OP/05/19
Annex I – Tender Specifications
WF252286

the processing of personal data by the EU institutions, bodies, offices and agencies (currently Regulation
(EU) 2018/1725) and (2) the modalities of the following privacy statement:
Identity of the controller and Data Protection Officer:
 Controller: European GNSS Agency (GSA), Head of Market and Development Department,
Janovskeho 438/2 170 00 Prague 7, Czech Republic, market@gsa.europa.eu
 Data Protection Officer: GSA Data Protection Officer, Janovskeho 438/2 170 00 Prague 7, Czech
Republic, dpo@gsa.europa.eu
Purpose of the processing:
 the management and administration of the tender procedure
 additionally and only with regard to the personal data of the awarded tenderer(s), the preparation
of the contract
Data concerned:
 Contact information of tenderers, e.g. name and last name of authorised representatives, email
address, postal address, telephone numbers, company/agency/body and department, country of
establishment, position
 Financial information of tenderers, e.g. bank account number, IBAN and BIC codes, address of
respective bank branch
 Information that may be included in CVs of experts proposed by tenderers: name and last name of
proposed experts, educational background, professional experience including details on current and
past employment, technical skills and languages etc.
 Data related to criminal convictions and offences of: (1) members of the administrative,
management or supervisory body of tenderers, (2) natural persons who have powers of
representation, decision or control of the tenderer, (3) owners of the tenderers as defined in Article
3(6) of Directive (EU) 2015/849, (4) natural persons assuming unlimited liability for the debts of the
tenderers, (5) natural persons who are essential for the award or the implementation of the
contract; such data are collected through the submission of the declaration of honour (Annex I.B)
It is specifically noted that:
 the abovementioned processing operations will not entail the processing of any special
categories of personal data. If, however, a tenderer submits such data at its own volition and
without any specific request, it is implied that the data subject has given its consent to the
processing of such data.
 the provision of personal data by the tenderers is a requirement necessary to enter into the
FWC
Legal bases: Article 5(1)(a), 5(1)(c), 10(2)(a) and 11 of Regulation (EU) 2018/1725
Lawfulness of the processing:
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Article 5(1)(a): the processing is necessary for the performance of a task carried out in the public
interest, specifically the management and functioning of the GSA through the launching of tender
procedures.
Article 5(1)(c): the processing is necessary for the performance of a contract to which the data
subject is party or in order to take steps at the request of the data subject prior to entering into a
contract; the GSA processes the personal data of the tenderers at their request (through the
submission of their tenders) in order to take the necessary steps prior to enter into the contract with
the awarded tenderer(s).
Article 11: the processing of personal data relating to criminal convictions and offences shall be
carried out only when authorised by Union law; such processing, in the form of an extract from the
judicial record or declaration of honour, is explicitly foreseen in the Financial Regulation28 (Articles
136-140)
Article 10(2)(a): as explained above, in case any tenderer submits special categories of data at its
own volition and without any specific request, it is implied that the data subject has given its consent
to their processing

Recipients of the data processed:
 a limited number of staff of the GSA managing this tender procedure
 data processors:
o a limited number of staff of GSA contractors assisting GSA staff in the management of this
tender procedure
o a limited number of staff of GSA contractors in charge of the provision of hosting services
for the GSA’s servers
 bodies charged with a monitoring or inspection task in application of Union law (e.g. internal audits,
Financial Irregularities Panel, European Anti-fraud Office – OLAF)
 members of the public: the winning entities will be announced to the public, which may also entail
the announcement of the personal data of the representatives of such entities (e.g. name, last
name)
Information on the retention period and storage locations of personal data:
 any information pertaining to this tender procedure shall be kept for up to 7 years following the end
of the year when the contract(s) has been awarded as a result of the tender procedure; files may
also have to be retained until the end of a possible audit if one started before the end of the above
period;
 all collected data may be stored:
o electronically on GSA servers with access control measures (i.e. one or two factor
authentication) hosted by GSA contractors which are located in the EU and abiding by the
necessary security provisions
o physically in secure storage cupboards in the GSA HQ in Prague

28

Regulation (EU, Euratom) 2018/1046
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o

electronically and physically on the servers/cupboards of the processors identified above
(all of which are established in an EU Member State)

The data subjects’ rights:
 Data subjects have the right of access, rectification and erasure of their personal data or restriction
of processing at any time, provided that there are grounds for the exercise of this right, as per the
applicable rules
 Data subjects have the right to object, on grounds relating to his or her particular situation, at any
time to the processing of personal data concerning him or her. Requests shall be addressed to the
GSA Market Development Department at market@gsa.europa.eu by describing the request
explicitly. It is noted that pursuant to such a request, the Controller shall no longer process the
personal data unless the Controller demonstrates compelling legitimate grounds for the processing
which override the interests, rights and freedoms of the data subject or for the establishment,
exercise or defence of legal claims
 Data subjects may obtain their personal data, submitted to the GSA, in a structured, commonly used
and machine-readable format and transmit them to another controller, provided that there are
grounds for the exercise of this right, as per the applicable rules
 Data subjects are entitled to lodge a complaint at any time with the European Data Protection
Supervisor (http://www.edps.europa.eu; EDPS@edps.europa.eu) if they consider that their rights
under the applicable rules on the protection of individuals with regard to the processing of personal
data by the Union institutions, bodies, offices and agencies and on the free movement of such data
have been infringed as a result of the processing of their personal data by the GSA
 Only in cases where the data subjects’ consent is used as the legal basis for the processing of
personal data (i.e. in case they have submitted special categories of data at their own volition and
without any specific request), they can withdraw their consent at any time, without affecting the
lawfulness of the processing before the withdrawal

Any request for the exercise of any of the abovementioned rights shall be addressed to the GSA Market
Development Department at market@gsa.europa.eu; data subjects are kindly requested to describe their
requests explicitly.
5

List of acronyms and abbreviations used
Acronym /
Abbreviation

Complete Designation

3GPP
API
AR
CDR
CET
Contractor
COTS

Third Generation Partnership Project
Application Program Interface
Acceptance Review
Critical Design Review
Central European Time
The tenderer to whom the Contract will be awarded.
Commercial off-the-shelf
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Acronym /
Abbreviation

Complete Designation

CSF
CV
DPO
EC
ECSS
EGNOS
ESA
EU
Galileo
GDPR
GNSS
GPS
GSA
GST
HR
HW
ITT
KOM
KPI
OBS
OLAF
ORR
OS
OS SDD
OS-NMA
PCS
PDR
PSI
PVT
RID
SaaS
SiS
SLA
SPR
SRR
SW
TRL
TRR
UK

Cost Statement Forms
Curriculum Vitae
Data Protection Officer
European Commission
European Cooperation for Space Standardisation
European Geostationary Navigation Overlay Service
European Space Agency
European Union
European Global Navigation Satellite System
General Data Protection Regulation
Global Navigation Satellite System
Global Positioning System
European GNSS Agency
Galileo System Time
Handover Review
Hardware
Invitation to Tender
Kick-Off Meeting
Key Performance Indicator
Organisational Breakdown Structure
European Anti-Fraud Office
Operational Readiness Review
Open Service
Open Service - Service Definition Document
Navigation Message Authentication for the Open Service
Price Cost Sheet
Preliminary Design Review
Programme Security Instruction
Position, Velocity and Time
Review Item Discrepancy
Software as a Service
Signal in Space
Service Level Agreement
Service Performance Review
System Readiness Review
Software
Technology Readiness Level
Test Readiness Review
United Kingdom of Great Britain and Northern Ireland
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Acronym /
Abbreviation
VAT
VPN
WBE
WBS
WP

6

Complete Designation
Value added Tax
Virtual Private Network
Work Breakdown Element
Work Breakdown Structure
Work Package
Table 13: List of acronyms and abbreviations used

List of Annexes

Annex I.A – Template Identification Sheet of the Tenderer
Annex I.B – Template Declaration of Honour for exclusion and selection criteria
Annex I.C – Financial Statements relating to the Selection Stage
Annex I.D – Template Power of Attorney
Annex I.E – Template Subcontractor Letter of Intent
Annex I.F – Effort distribution
Annex I.G – Financial Offer and Cost Statement Forms
Annex I.H – Declaration of Background IPR
Annex I.I – Service Level Agreement
Annex I.J – Security Aspect Letter
Annex I.K – Template Non-Disclosure Agreement
Annex I.L – RF Threat Database Sample
Annex II – Draft Contract
END OF DOCUMENT
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