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[bookmark: _Toc242358748]Overview
The present Tender Specifications (TS), attached to the Invitation to Participate, complement the information contained in the relevant Contract Notice.
In addition to the terms defined in the present TS, additional abbreviations and definitions are included in section 16.
[bookmark: _Ref156838771][bookmark: _Toc242358749]Context of the Tender
The European Union Agency for the Space Programme (hereinafter ‘EUSPA’, ‘the Agency’ or ‘the Contracting Authority’)[footnoteRef:2] is a European Union agency established by REGULATION (EU) No 2021/696 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 28 April 2021 establishing the Union Space Programme and the European Union Agency for the Space Programme and repealing Regulations (EU) No 912/2010, (EU) No 1285/2013 and (EU) No 377/2014 and Decision No 541/2014/EU (hereinafter the “Space Regulation”) to accomplish specific tasks related to the European GNSS components (Galileo and EGNOS), Copernicus, GOVSATCOM, and Space Situational Awareness as set out in such Regulation. [2:  REGULATION (EU) No 2021/696 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 28 April 2021 establishing the Union Space Programme and the European Union Agency for the Space Programme and repealing Regulations (EU) No 912/2010, (EU) No 1285/2013 and (EU) No 377/2014 and Decision No 541/2014/EU.] 

In accordance with the Space Regulation, with Regulation (EU) 2023/588 establishing the Union Secure Connectivity Programme, and with Commission Decision C(2025) 7650, the Agency has been designated as the security monitoring structure responsible for monitoring security and implementing the relevant security instructions for several components of the Union Space and Secure Connectivity Programme, including Galileo, European Geostationary Navigation Overlay Service (EGNOS), Governmental Satellite Communications (GOVSATCOM), the Union Secure Connectivity (USC) Programme and EU Space Surveillance and Tracking (SST).
Further information can be found on the Agency’s web site at http://www.euspa.europa.eu/.
EUSPA has taken due consideration of the characteristics of the various EU Space components and, in agreement with the European Commission, intends to develop a Multi-Component Security Monitoring System (“MC SECMON”) to provide harmonised capabilities across those components.
MC SECMON would have the merit of leveraging multiple synergies such as providing a standardized concept of operation across the Space Programme. Other major rationalizations would derive from the “pool and share” of part of the operations team roles (e.g., level-one security monitoring operators) with consequent economies of scale and cost savings from the communalization of functions of the infrastructures supporting the MC SECMON.
[bookmark: _Toc318389931][bookmark: _Toc318390113][bookmark: _Ref394482271][bookmark: _Ref549496][bookmark: _Ref550792][bookmark: _Toc519714832][bookmark: _Toc85443306][bookmark: _Toc242358750]Purpose
The objective of this procurement procedure is to conclude a Direct Contract (hereinafter referred to as “the Contract”) for the design, development, deployment, verification and validation and support to accreditation of the MC SECMON, potentially building upon and extending already available infrastructure in EUSPA, in order to ensure the provision of harmonised security monitoring capabilities across relevant components of the Union Space Programme, as further described in the present Tender Specifications.
For the purposes of the procurement, the Contracting Authority will make available to tenderers documentation describing the existing Galileo (GAL) SECMON and Secured Communications (SC) SECMON systems. Such documentation is intended to provide reference information or serve as starting point as a Development Baseline for the design and development of the MC SECMON solution. The tenderers may also choose to develop a new design and architecture to provide an MC SECMON solution.
The Contract may also include optional activities, in particular: 
(1) the maintenance and support to operations of the MC SECMON,
(2) the onboarding of a new constituent (i.e. Space Programme Component monitored system) and the production, deployment, verification and validation of additional MC SECMON enclaves, and
(3) Integration of an AI-based solution to support MC SECMON operation, by implementing an overlay function to automate the exploitation of MC SECMON functionalities and to contribute to operator's decision-making,
as further described in the Statement of Work to be provided in Phase II of the procurement procedure.
The activities to be performed under the Contract are described in Section 3.1.
The successful tenderer will be responsible for performing the above activities in accordance with the Contract to be concluded and its annexes.
The detailed Statement of Work, together with additional technical and reference documentation, will be made available to the shortlisted candidates during Phase II of the procurement procedure.
[bookmark: _Toc242358751]Name and form of procurement procedure

Name:		EUSPA/CP/08/26 – Multi-Component Security Monitoring System (MC SECMON).
Procedure:	Competitive procedure with negotiations for the signature of a direct contract in accordance with art.  167(1)(f) of the Regulation 2024/2509 (hereinafter ‘Financial Regulation’ or ‘FR’)[footnoteRef:3]. [3:  	Regulation (EU, Euratom) 2024/2509 of the European Parliament and of the Council of 23 September 2024 on the financial rules applicable to the general budget of the Union (recast) repealing REGULATION (EU, Euratom) 2018/1046 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 18 July 2018 on the financial rules applicable to the general budget of the Union.] 

Lots:																																																																																																																											Not applicable.

[bookmark: _Ref179476539][bookmark: _Toc242358752]General Conditions
· Candidate/Tenderers are required to accept all the terms and conditions set out in the Invitation to Participate, Tender Specifications, and Statement of Work. The requests to participate (RtP)/Tenders will have to fulfil the conditions of submission set out in Section 15 below.
· Any attempt by a Candidate/Tenderer to obtain confidential information, enter into unlawful agreements with competitors, or influence the evaluation committee or the Contracting Authority during the process of examining, clarifying, evaluating, and comparing RtP/tenders will lead to rejection of its RtP/tender and may result in administrative penalties.
· The Invitation to Participate and its annexes and any subsequent document for this activity to be issued by the Contracting Authority in the course of this procurement procedure are in no way binding on the Contracting Authority. The contractual relationship with the Contracting Authority commences only upon signature of the Contract with the successful Tenderer.
· Until the signature of the Contract, the Contracting Authority may decide to abandon the procurement or cancel the award procedure. Such actions shall not entitle the Candidates/Tenderers to claim any compensation.
· By submitting a RtP/Tender, the Candidate/Tenderer provides its unconditional and irrevocable consent to the Contracting Authority:
· To use any information contained in the RtP/Tender in legal proceedings related to the procurement regardless of the parties involved to the extent necessary or appropriate for due protection of the Contracting Authority’s rights. Should the Contracting Authority use the content of the RtP/Tender for this purpose, the Candidate/Tenderer waives any claim for any compensation of any kind whatsoever or any claim related to confidentiality and/or data protection.
· To make available (any part of) the RtP/Tender to its staff and the staff of other Union institutions, bodies and agencies, as well to other persons and entities working for the Contracting Authority or cooperating with it, including Contractors or subcontractors and their staff, provided that they are bound by non-disclosure obligation and for the purpose of evaluating the RtP/Tender and, if applicable, implementing the Contract, performing audits, benchmarking, etc.

· The Contracting Authority reserves the right to supplement, vary, terminate or otherwise amend the tendering process, to the extent allowed under applicable procurement rules and without any liability for financial compensation to the Candidates/Tenderers.

[bookmark: _Toc224813440][bookmark: _Toc224813441][bookmark: _Toc224813442][bookmark: _Toc224813443][bookmark: _Ref176931484][bookmark: _Toc242358753]Establishment of fair competition conditions
To ensure fair competition conditions within this procurement, the following measures are being put in place:
i. A comprehensive description of the activities to be undertaken;
ii. A due diligence process is foreseen to ensure an equal level of information and fair competition conditions for all Candidates/Tenderers (see section 2.5.2.1);
iii. A lengthy time limit for the submission of offers is provided, considering the technical complexity of the procurement and the need for Candidates/Tenderers to analyse the Development and Requirements Baselines and perform the necessary due diligence activities;
iv. neutralisation of elements that may affect impartiality and objectivity of the award within the limits and according to the principles elaborated by the case law.
The Contracting Authority expects fair and reasonable access by all possible Candidates/Tenderers to the supply/services needed for the purpose of participating to the present procurement and submit a competitive proposal. Should these conditions be proven as not adequately ensured in the course of the procurement procedure, the contracting authority, without prejudice to the enforcement of applicable provisions of law, reserves the right to put in place measures to re-establish fair and competitive conditions, including by procuring directly supply/services and making them available to all Candidates/Tenderers at fair and equal conditions, either as contracting authority undertaking vis-à-vis the Contractor or as assigned contract for which the Contractor will be requested to assume responsibility.
[bookmark: _Toc242358754]Applicable Rules
The following rules are applicable to the present procurement. The list is provided for information purposes, it Is not exhaustive, and it is without prejudice to other applicable laws.
· Regulation (EU) No 2021/696 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 28 April 2021 establishing the Union Space Programme and the European Union Agency for the Space Programme and repealing Regulations (EU) No 912/2010, (EU) No 1285/2013 and (EU) No 377/2014 and Decision No 541/2014/EU (hereinafter “the Space Regulation”);
· Commission Decision (EU, Euratom) 2015/443 of 13 March 2015 on Security in the Commission and its Implementing Rules such as COMMISSION DECISION (EU, Euratom) 2019/1961 of 17 October 2019 on implementing rules for handling CONFIDENTIEL UE/EU CONFIDENTIAL and SECRET UE/EU SECRET information, COMMISSION DECISION (EU, Euratom) 2019/1962 of 17 October 2019 on implementing rules for handling RESTREINT UE/EU RESTRICTED information, COMMIS-SION DECISION (EU, Euratom) 2019/1962 of 17 October 2019 on implementing rules for handling RESTREINT UE/EU RESTRICTED information, made applicable through the Security Aspects Letter (SAL);
· Commission Decision (EU, Euratom) 2015/444 of 13 March 2015 on the security rules for protect-ing EU classified information and its Implementing Rules such as COMMISSION DECISION (EU, Eur-atom) 2019/1961 of 17 October 2019 on implementing rules for handling CONFIDENTIEL UE/EU CONFIDENTIAL and SECRET UE/EU SECRET information, COMMISSION DECISION (EU, Euratom) 2019/1962 of 17 October 2019 on implementing rules for handling RESTREINT UE/EU RESTRICTED information, made applicable through the Security Aspects Letter (SAL);]
· Commission Implementing Decision (EU) 2016/413 of 18 March 2016 determining the location of the ground-based infrastructure of the system established under the Galileo programme and setting out the necessary measures to ensure that it functions smoothly, and repealing Implementing Decision 2012/117/EU; as amended by Commission Implementing Decision (EU) 2018/115 of 24 January 2018 as regards the location of the Galileo Security Monitoring Centre and Commission Implementing Decision (EU) 2019/488 of 25 March 2019 as regards the GSS stations of Ascension and the Falkland Islands;
· EUSPA Financial Regulation: European GNSS Agency Financial Regulation 2019 adopted by its Administrative Board on 16 August 2019 (Ref.: GSA-EDA-AB-DEC-252663, version 1.0)[footnoteRef:4]; [4:  https://www.euspa.europa.eu/sites/default/files/gsa_financial_regulation_2019_signed.pdf] 

· Decision of EUSPA Administrative Board on the Security Rules for protecting EU Classified Information (Ref; EUSPA-SEC-AB-DEC-A22114, version 1.0)[footnoteRef:5], made applicable through the Security Aspects Letter (SAL); [5:  https://www.euspa.europa.eu/sites/default/files/euspa-sec-ab-dec-a22114_security_rules_for_protecting_euci.pdf] 

· Commission Decision (EU, Euratom) 2019/1963 of 17 October 2019 laying down implementing rules on industrial security with regard to classified procurement contracts, made applicable through the Security Aspects Letter (SAL) – Annex I.M to this document;
· Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying down harmonised rules on artificial intelligence and amending Regulations (EC) No 300/2008, (EU) No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and Directives 2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (“Artificial Intelligence Act”).
The procurement procedure will be carried out in accordance with the rules of:
· Regulation (EU, Euratom) 2024/2509 of the European Parliament and of the Council of 23 September 2024 on the financial rules applicable to the general budget of the Union (recast);
In the general implementation of its activities and for the processing of tendering procedures in particular, regarding confidentiality, personal data treatment and public access to documents, the EUSPA observes the following rules: 
· Regulation (EU) No 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the protection of natural persons regarding the processing of personal data by the Union institutions, bodies, offices and agencies and on the free movement of such data, and repealing Regulation (EC) No 45/2001 and Decision No 1247/2002/EC
· ITT Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation);
· Regulation (EC) No 1049/2001 of the European Parliament and of the Council of 30 May 2001 regarding public access to European Parliament, Council and Commission documents
Important note: The legal acts listed above are provided to set the overall framework; however, it shall be the Contractor’s duty and corresponding sole responsibility to comply and ensure full compliance with all applicable laws, regulations and legal acts of any part of performance under the Contract contemplated to be awarded as a result of the current procurement procedure.
[bookmark: _Ref93418077][bookmark: _Ref93418733][bookmark: _Ref161679962][bookmark: _Ref161679976][bookmark: _Ref174698989][bookmark: _Toc242358755] Procurement procedure and timeline
[bookmark: _Ref233819609][bookmark: _Toc242358756]Timeline
	Phase
	Action
	Date
	Applicable conditions and further comments

	Phase I Selection Phase
(Request for participation and selection of Candidates)
	Submission of Contract Notice for publication in OJ
	14th October 2026
	All documents of the Invitation to Participate will be available via the F&T Portal, as well as on EUSPA website at https://www.euspa.europa.eu/opportunities/procurement. 

	
	Industry Day
	4th November 2026
	Organisational details will be published on the EUSPA website and social media as per section 15.9

	
	Last date for submission of requests for clarifications on Phase I to EUSPA
	30th November 2026 17:00 local time at Prague
	Please refer to section 15.10 of these Tender Specifications.
Requests to be sent in writing only through the abovementioned F&T Portal link in the “Question and answers” tab,
by clicking “Create a question”. 

	
	Last date of publications of clarifications 
	2nd December 2026 17:00 local time at Prague
	Please refer to section 15.10 of these Tender Specifications.
All clarifications will be published at the above-mentioned F&T
Portal link.
Tenderers are invited to check the above-mentioned F&T Portal
link on a regular basis.

	
	Deadline for submission of requests to participate
	8th December 2026 23:59 local time at Prague
	According to conditions of submissions set out in section 15 of these Tender Specifications.


	
	Evaluation process of Phase I
	Estimated
February 2027
	Please note: during this period of time the Candidate may be requested to answer clarification questions posed by the Evaluation Committee, with short deadlines for responses.

	Phase II –
Initial Tenders and negotiation Phase

(Submission of Initial Tenders and negotiations)
	Invitation to participate in Phase II (dispatch of tender documents to the preselected Candidates);
Notification to unsuccessful Candidates
	Estimated
February-March 2027
	

	
	Contemplated due diligence period
	Estimated
April 2027 
	As described in Section 2.5.2 below.
Exact period will be confirmed in the Tender Specifications of Phase II of the procurement procedure

	
	Last date for submission of requests for clarifications on Phase II to EUSPA
	Estimated
May 2027
	Requests to be sent in writing only to:
tenders@EUSPA.europa.eu 

Exact period will be confirmed in the Tender Specifications of Phase II of the procurement procedure

	
	Last date of publications of clarifications 
	Estimated
May 2027
	All clarifications will be sent to the pre-selected Candidates

Exact period will be confirmed in the Tender Specifications of Phase II of the procurement procedure

	
	Deadline for reception of Initial Tenders
	Estimated
May 2027
	Exact period will be confirmed in the Tender Specifications of Phase II of the procurement procedure

	
	Period of evaluation of Initial Tenders
	Estimated
June 2027
	

	
	Negotiations 
	Estimated
July 2027

	Please note that EUSPA reserves the right to have further stages of negotiations and further iterative tendering as specified in Section 2.4.2 above.

	Phase III

Best And Final Offer phase and award of the Contract
	Invitation to submit Best And Final Offers (BAFOs)
	Estimated
August 2027
	

	
	Submission deadline for BAFO
	Estimated
October 2027
	Exact period will be confirmed in the
Tender Specifications of Phase III of the procurement procedure

	
	Evaluation and Award decision
	Estimated
November-December 2027
	

	
	Signature of Contract
	Estimated
January 2028
	

	
	Start of Contract (Kick-off meeting)
	Estimated
January 2028 
	


[bookmark: _Toc242358757]Multi-baseline approach
For the design, development, deployment, verification, validation, accreditation and maintenance of the MC SECMON, the Contracting Authority has identified three possible technical approaches:
· Development Baseline A: adaptation and evolution of the existing Galileo SECMON solution to ensure compliance with MC SECMON Requirements.
· Development Baseline B: adaptation and evolution of the SC SECMON solution, being developed under the GOVSATCOM Hub contract (GSA/IP/10/20), to ensure compliance with MC SECMON Requirements.
· An independent solution, developed to ensure compliance with MC SECMON Requirements.
The present procurement does not express a preference for any approach. All approaches are considered technically viable for the implementation of MC SECMON.
The purpose of the competitive procedure with negotiation is, inter alia, to allow economic operators to propose a complete MC SECMON solution taking as reference one of the two Development Baselines described above or an independent compliant solution, based on the documentation made available by the Contracting Authority.
[bookmark: _Toc242358758]Technical Approach Selection by the Tenderers
In Phase II and Phase III of the procedure, each Tenderer shall select one of the defined approaches as the foundation of its proposed MC SECMON solution.
The selection of the Technical Approach:
· shall be made at the sole discretion and responsibility of the Tenderer;
· shall define the overall technical architecture of the proposed solution;
· shall be clearly and unequivocally indicated in the Initial Tender, and, where applicable, reiterated in any subsequent tender submissions and in the Best and Final Offer (BAFO), should the Contracting Authority invite the submission of such offers.
Combined approaches shall not be admitted.
[bookmark: _Toc242358759][bookmark: _Toc242358760]Allocation of risk associated with baseline selection
The selection of one of the three approaches shall be made under the exclusive technical and commercial responsibility of the Tenderer.
By submitting its tender, the Tenderer shall be deemed to:
· have assessed all approaches;
· have evaluated the associated technical complexity, integration risks, accreditation implications, schedule impact and cost structure;
· accept responsibility for the technical and commercial consequences of the approach within the framework of the procurement documentation and the Contract.
No claim for additional compensation, extension of time, or contractual adjustment shall arise solely from the inherent characteristics, complexity or constraints of the approach selected by the Tenderer, provided that the Contracting Authority has complied with its disclosure obligations as defined in the procurement documentation.
Detailed contractual provisions reflecting this allocation of risk are included in the Draft Contract to be provided in Phase II of the procurement procedure.
[bookmark: _Toc242358761]Phases of the procurement procedure
The procurement procedure will be structured in the following phases described in the following sub-sections. Candidates/Tenderers are reminded that each of the successive phases of the procurement will be accompanied by a specific set of additional tender documentation.
[bookmark: _Toc53384582][bookmark: _Toc94016698][bookmark: _Ref175048124][bookmark: _Ref176421199][bookmark: _Ref177719341][bookmark: _Ref178949726][bookmark: _Toc242358762]Phase I: Request to participate and selection phase
In Phase I of this procurement, EUSPA aims at selecting Candidates according to the exclusion and non-rejection criteria, access to procurement rules, selection criteria and minimum requirements specified in the present document and its annexes. These documents aim at providing Candidates with sufficiently detailed information on the scope and main driving requirements of the procurement.
In line with the confidential nature of certain proprietary and security-sensitive information contained in the documents relevant to this procedure, such documents will be provided only to Candidates/Tenderers invited to Phase II of the procurement procedure, in accordance with Annex I, point 25.1 of the Financial Regulation (see section below for the list of documents). The draft Contract will also be made available at that time according to Annex I, point 16.1 of the Financial Regulation.
In Phase I of this procurement procedure the following documents are made available to the Candidates:
a) Contract Notice 
b) Invitation to Participate
c) Annex I to Invitation to Participate - “Tender Specifications – Phase I” with its annexes:
· [bookmark: _Hlk18591936]Administrative Annexes
· Annex I.A 	Template Identification Sheet of the Candidate
· Annex I.B 	Template Declaration of Honour
· Annex I.C 	Template Power of Attorney
· Annex I.D.1 	Template Sub-contractor Letter of Intent
· Annex I.D.2	 Template Non-sub-contractor Letter of Intent
· Annex I.E 	Financial Statements relating to the Selection Stage
· Annex I.G	 Non-Disclosure Undertaking (reinforced) and template Declaration on CIS Accreditation Annexed to it
· Annex I.H Part I	 Criteria for Assessment of Participation Conditions
· Annex I.H Part II	 Excel Spreadsheet – Declaration of Ownership and Control
· Annex I.H Part III	 Additional Information Regarding the Assessment of Participating Conditions
· Annex I.K	 SPIDER Networks - Letter of Commitment Sample
· Annex I.L	 Crypto Custodian - Contact Form
· Annex I.M 	Security Aspects Letter
[bookmark: _Hlk42872101][bookmark: _Hlk42872187]In Phase I, any interested economic operator may submit a Request to Participate (RtP) to EUSPA. The RtP shall be submitted within the deadline specified in Section 2.1 and satisfy the conditions of submission defined in Section 15 below. 
Together with the request to participate, a duly signed (reinforced) Non-Disclosure Undertaking (RNDU) shall be submitted according to the requirements specified in Section 10.1.3.5.
[bookmark: _Hlk42872224][bookmark: _Hlk18592223]The Evaluation Committee will select the Candidates to be invited to Phase II based on the exclusion, non-rejection and selection criteria, rules on the access to procurement and minimum requirements pertaining to Phase I.
[bookmark: _Toc389586518][bookmark: _Ref404269248][bookmark: _Toc2078637][bookmark: _Toc17302152][bookmark: _Ref176253349][bookmark: _Ref176425627][bookmark: _Ref176877248][bookmark: _Ref177650778][bookmark: _Ref177719392][bookmark: _Ref178337307][bookmark: _Ref179475431][bookmark: _Toc242358763]Phase II: Due diligence, submission of Initial Tenders and negotiations
Following the evaluation in Phase I, pre-selected Candidates will be invited to submit an Initial Tender for Phase II, while unsuccessful Candidates will be notified of the outcome of Phase I evaluation.
 The invitation to Phase II will include: 
· The invitation to submit Initial Tenders in reply to the requirements mentioned below;
· Detailed rules of procedure for the negotiations including the organisation of relevant stages and an overview of the schedule;
· Technical specifications of the activities to be contracted with the Contract; 
· Draft Contract and its annexes;
· Detailed description and documentation on Galileo SECMON;
· Detailed description and documentation on SC SECMON;
· Financial proposal template and Cost Sheets;
· Any additional documents that may be necessary.
[bookmark: _Ref233819008][bookmark: _Toc242358764]Due diligence
During Phase II, a due diligence process is foreseen to ensure an equal level of information and fair competition conditions for all Tenderers. As part of the due diligence process, it is envisaged to include a visit to one of the two Galileo Security Monitoring Centre sites (either in France or Spain, as will be indicated in Phase II).
Together with the site visit above, information sessions will be performed to provide relevant and up to date information on the tender activities and the Galileo SECMON and SC SECMON systems as foreseen in Phase II tender documentation.
[bookmark: _Toc242358765]Initial tenders
Initial Tenders will be evaluated by the Evaluation Committee based on the award criteria in Section 12 below for the purposes of:
i. selecting the best Tenderer in case negotiations turn out not to be needed as further specified below; or
ii. establishing the list of Tenderers with whom negotiations will be carried out.
Candidates/Tenderers are informed that the outcome of the Initial Tenders evaluation is not aimed at establishing the preferred proposal and it is without prejudice to the evaluation of any further Proposal, including the Best and Final Offer (BAFO). 
[bookmark: _Toc242358766]Negotiations
Candidates/Tenderers are hereby informed that:
a. The negotiation meetings will be initiated based on the evaluation of the Initial Tender and by taking stock of its contents. No negotiation shall be held on the minimum requirements. 
b. As a result of the evaluation of the Initial Tender the Agency reserves the right not to invite Tenderers to the negotiation phase.
c. EUSPA reserves the right to have further stages of negotiations and further iterative tendering, including the right to reduce the number of tenders to be negotiated by applying the award criteria specified herein pursuant to Point 6.5 of Annex I of the Financial Regulation.
d. If there is only one Candidate invited to Phase II, EUSPA may choose to proceed in the negotiation even with such single Candidate/Tenderer, being understood that this does not warrant or imply that any Contract will be finally awarded.
e. On the basis of the development of the negotiation phase, EUSPA will declare at its own discretion the closure of Phase II and launch of Phase III (described in Section 2.5.3).  
f. Principles of equal treatment and non-discrimination will be strictly followed.
g. [bookmark: _Ref177650782]EUSPA reserves the right to award a contract based on the initial tender without negotiation according to the second subparagraph of the Art 167 (4) of the FR., or based on the subsequent tender without launching phase III of the procurement
[bookmark: _Toc389586519][bookmark: _Ref403481715][bookmark: _Ref404269266][bookmark: _Toc2078638][bookmark: _Ref8997057][bookmark: _Toc17302153][bookmark: _Ref176425636][bookmark: _Ref177719528][bookmark: _Ref177719915][bookmark: _Ref233821462][bookmark: _Toc242358767]Phase III: Best and Final Offer and award of the Contract 
Following the negotiation in Phase II, Tenderers will be requested to submit their Best and Final Offer (BAFO) based on the final Tender Specifications issued by EUSPA. Where Phase III is launched, Tenderers may change the Development Baseline or independent solution indicated in their Initial Tender when submitting their BAFO, provided that the revised approach complies with the final procurement documentation applicable to Phase III.
The Phase III BAFO versions of the Tender and Technical Specifications and Draft Contract might differ from the Phase II versions to take into consideration:
· The outcome of the negotiations held in Phase II;
· Changes to the technical baseline and/or deployment schedule of the Galileo SECMON or SC SECMON, that may occur during the conduct of the tender (and not related to the tender per se) as follows:
· Evolution of the applicable or reference documentation (e.g., technical requirement documents) that are to be implemented/followed during the execution of the Contract. This documentation is regularly updated following the evolution (e.g. design, qualification) and lessons learnt processes to ensure that they are fully aligned with evolving security needs of the Agency in its role as the security monitoring structure, including the expected evolution of MC SECMON and of the relevant Union Space Programme components. 
· Changes to EUSPA process documentation (e.g. for what concerns security or accreditation documentation). This documentation is routinely updated to ensure that the processes being applied are adequate and tailored to the needs, reflect the roles of the different entities involved, and incorporate lessons learnt.
· Changes to the MC SECMON implementation and deployment schedule due to issues encountered in the EU Space Programme which may affect the scope and duration of the procurement process.
· Changes triggered by request for clarifications (e.g. clarifications of requirements) and/or due diligence (e.g. additional reference documentation required) during Phase II.
Considering the potential changes on the Phase III, the possibility to conduct a due diligence will be evaluated by EUSPA and might be proposed as part of the Phase III tender documentation.
Candidates/Tenderers are hereby informed that: 
a. The BAFOs shall contain all the elements required and necessary for the performance of the Contract. 
b. At the request of EUSPA, BAFOs may be clarified and specified provided this does not involve substantial changes to the tender or to the procurement documents, and/or result into variations which could distort competition or have a discriminatory effect. 
c. The Evaluation Committee will evaluate the BAFOs based on the award criteria laid down in the Tender Specifications and the award decision and rejection will be communicated to the Tenderers. 
d. The award decision is subject to standstill period lasting until 10 calendar days have elapsed from the day after the simultaneous dispatch of the rejection and award notification letters. Following the elapse of stand-still, EUSPA and the successful Tenderer may enter into Contract. 
e. The Contract award notice will be published in the Official Journal of European Union following the signature of the Contract.
[bookmark: _Toc233185742][bookmark: _Toc233185851][bookmark: _Toc233185853][bookmark: _Toc233185854][bookmark: _Toc233185855][bookmark: _Toc233185856][bookmark: _Toc233185857][bookmark: _Toc233185858][bookmark: _Toc233185859][bookmark: _Toc233185860][bookmark: _Toc233185861][bookmark: _Toc233185862][bookmark: _Toc233185863][bookmark: _Toc233185864][bookmark: _Toc233185865][bookmark: _Toc233185866][bookmark: _Toc233185867][bookmark: _Toc233185868][bookmark: _Toc233185869][bookmark: _Toc233185870][bookmark: _Toc233185871][bookmark: _Toc233185872][bookmark: _Ref178063191][bookmark: _Ref178338130][bookmark: _Ref178946933][bookmark: _Toc242358768]Scope and Envisaged Contractual Approach 
The objective of this procurement is to conclude a direct contract with a maximum duration of fifty-four (54) months, including options, as described in Section 3.1.2.
The Contract shall follow a phased approach consisting of: 
· a design, development, deployment, verification, validation, and support-to-accreditation phase of up to eighteen (18) months, covering the evolution/ definition of the MC SECMON system for the establishment of the capacity appropriately dimensioned to accommodate the expected monitoring workload related to identified constituents (EGNOS, EU SST and IRIS2), and the full onboarding of the EU SST constituent; and
· where the relevant options are exercised,
1. a maintenance and support phase of up to thirty-six (36) months;
2. full onboarding of additional constituents, including the development of constituent-specific detection capabilities and the production, deployment, integration, and validation of additional MC SECMON enclaves at the monitored entities' sites; 
3. integration of AI-based functionalities into the MC SECMON.
In direct contracts, all the terms governing the provision of the services, supplies or works are defined at the outset. Once signed, they can be implemented directly without any further contract procedures.
The Contract shall include a firm scope covering the design, development, deployment, verification and validation and support to accreditation of the MC SECMON and optional activities, including maintenance and support to operations, the development of additional enclaves, and the integration of AI-based functionalities, where the relevant option is exercised.
[bookmark: _Ref226134980][bookmark: _Toc242358769]Scope 
The present section provides a high-level overview of the envisaged scope and objectives of the procurement in order to enable economic operators to assess their interest and suitability for participation in Phase I of the procedure.
Given the security-sensitive and proprietary nature of the activities, the detailed technical requirements, Statement of Work, draft Contract and supporting technical documentation will be made available only to the Candidates selected for Phase II. 
[bookmark: _Toc242358770]Objective
The purpose of the procurement procedure is to award a contract for the implementation of a system to support the cybersecurity operations to be performed by the Agency in its role of Security Monitoring Structure for IRIS2 and other components of the EU Space Programme.
The Agency operates a Security Monitoring (SECMON) system dedicated to the Galileo Space Programme Component (Galileo SECMON – GAL SECMON). In addition, another SECMON system is being procured for the GOVSATCOM Space Programme Component under the ongoing contract GSA/IP/10/20 (Secure Connectivity SECMON – SC SECMON).
However, IRIS2 and other Components of the EU Space Programme, i.e. EGNOS and EU SST, require security monitoring services too. To fulfil its Security Monitoring Structure responsibilities, the Agency intends to implement a Multi-Component SECMON (MC SECMON), by either new design or by building on the technical requirements of SC SECMON or GAL SECMON, which shall be complemented to meet the objectives of MC SECMON. The evolution of these technical requirement baselines consists of, but is not limited to:
· Inclusion of additional new functions that shall allow the security monitoring system to implement multi-tenancy, as per the requirements defined in the Technical Specifications, to be provided in Phase II of the procurement procedure.
· Implementation of the necessary system capacity increase to meet the MC SECMON performance requirements.
· Modernization of the technical requirements baseline to ensure innovation and alignment with state-of-the-art practices.
[bookmark: _Ref233821508][bookmark: _Toc242358771]Scope of Activities
The scope of the activities under the procurement procedure, is:
· Design, development, deployment, verification, validation, and support-to-accreditation of the MC SECMON system for the establishment of the capacity appropriately dimensioned to accommodate the expected monitoring workload related to identified constituents (EGNOS, EU SST and IRIS2).
· Onboarding of the EU SST constituent, by integration, development and tuning of the tenant-specific detection capabilities to ensure compliance to the related detection objectives. 
· Provided that the relevant contractual options are exercised:
1. Maintenance and support to operations of the MC SECMON, including but not limited to:
i. Provision of L2/ L3 maintenance services
ii. Maintenance In operational conditions
iii. Maintenance in detection condition
iv. Maintenance of the security posture
v. Support to maintain the accreditation certificates
vi. Implementation of minor evolutions
2. Onboarding of new constituents, e.g. EGNOS or IRIS2:
i. Integration, development and tuning of the tenant-specific detection capabilities, to ensure compliance to the related detection objectives, 
ii. Production, deployment to selected constituent sites, verification and validation of additional MC SECMON enclaves.
3. Integration of an overlay AI function, supporting the operators in the exploitation of MC SECMON functions.
The activities shall follow a phased approach consisting of design, development, deployment, verification and validation and support to accreditation phases of up to the defined period of eighteen months and, where the relevant options are exercised, a maintenance and support phase of up to the defined period of additional thirty-six months and production, deployment, verification and validation of additional enclaves, during the length of the contract. 
I. Design, development, deployment, verification and validation and support to accreditation
The objective of this task is to provide an MC SECMON, verifying and demonstrating the compliance to the MC SECMON technical specifications and demonstrating the capacity for monitoring workload related to identified constituents (EU SST, EGNOS V2 and SDAF, EGNOS V3, and IRIS2), and to support its security accreditation activities.
The activities encompass:
· Design of the MC SECMON system architecture, functional features and system’s interfaces;
· Development and integration of the MC SECMON;
· Deployment, verification and validation of the MC SECMON in the operational sites of the security monitoring structure (SMS) – i.e., GSMC sites in Spain and France;
· Demonstration of the required technical capacity for the identified constituents (EU SST, EGNOS V2 and SDAF, EGNOS V3, and IRIS2)
· Onboarding of EU SST constituent;
· Support to accreditation activities up to the successful accreditation decisions obtained by the Agency;
· Preparation of the hand-over of MC SECMON to EUSPA for the final acceptance of the system.
I.i. Maintenance and support to operations
While the Agency is directly in charge of the level one maintenance, system administration and operation of the MC SECMON, the Contractor shall provide second and third level maintenance services and support to the operation for MC SECMON. This task also includes all necessary supporting activities to maintain the accreditation authorisation, and the provision of spares and consumables.
These activities to be executed by the Contractor shall include, but not be limited to: 
· Level 1 maintenance plans updates, in accordance with the MC SECMON operator lessons learned inputs to the plan;
· Support and implementation of minor evolutions requested by the Agency based on MC SECMON operator identified needs;
· Level 2 and 3 maintenance support and obsolescence management provision, with the provision of required spare parts and consumables;
· Maintenance in security conditions (including patch management, vulnerability management, support to security audits and penetration tests);
· Support to the training and certification of operators and support in the refining and update of monitoring capabilities, within the remit of Contractor responsibilities.
I.ii. Onboarding of a new constituent and production, deployment on selected ME sites, verification and validation of additional MC SECMON enclaves and other system evolutions
The scope of activities is summarised as follows:
· production of enclaves, their delivery and deployment at Monitored Entities (ME) site/s, as directed by Agency, and integration with the MC SECMON core system,
· the sub-system validation (enclave level), non-regression demonstration, security monitoring service validation, and 
· the maintenance of the enclaves at ME, until the end of the Contract.
I.iii. Integration of an overlay AI function
The scope of activities, divided in two blocks, is summarised as follows:
· Design, deployment and integration of the necessary HW to host the AI system proposed for the implementation of the overlay AI function of MC SECMON, 
· Deployment and integration of the overlay AI function, to be based on an AI system that has already been placed on the EU Market under the applicable Provider’s name or trademark,
· Verification and validation of the use cases applicable to the overlay AI function, e.g., analysis of vulnerabilities, enrichment of incident tickets, support to response decision-making,
· Provision of a training specifically focused on the use of the overlay AI function,
[bookmark: _Toc242358772][bookmark: _Ref178063156][bookmark: _Toc242358773]Main Contractual provisions
[bookmark: _Toc242358774]Language of the Contract
English shall be the working language of the Contract including all correspondence with the Contracting Authority.
[bookmark: _Toc224813463][bookmark: _Toc224813464][bookmark: _Toc224813465][bookmark: _Toc224813466][bookmark: _Toc224813467][bookmark: _Toc242358775][bookmark: _Ref138943911]Volume and value of the Contract
The maximum total value of all purchases under the Contract is EUR 45,000,000.00 for the whole duration of the Contract including options. Please note that financial offers exceeding the aforementioned maximum total value will lead to an automatic rejection of the tender.
Within three years following the signature of the Contract, EUSPA reserves the right to launch an exceptional negotiated procedure for new services with the same contractor in case of need, as foreseen in Article 167(5)(f) according to point 11.1(e) of Annex I of FR. The maximum additional value of new services would be 50% of the initial value of the Contract.

[bookmark: _Toc242358776]Place of Performance
The places of performance of the tasks defined in the baseline and in Options 1 and 3, shall be the Contractor's premises and at EUSPA GSMC facilities (France and Spain).
Regarding Option 2, the same places of performance apply, except for the deployment of MC SECMON Enclaves, at locations to be made available in the next Phases of the procedure, as relevant. 
[bookmark: _Toc242358777]Duration 
The expected duration of the Contract is of eighteen (18) months for the implementation of the baseline tasks, and where the relevant options are exercised, up to an additional thirty-six (36) months following the completion of the baseline tasks (i.e. Final Acceptance milestone).
[bookmark: _Toc242358778]Ownership 
All tangible and intangible assets developed under the contract will be owned by the European Union.
The detailed terms and conditions related to the ownership of tangible and intangible assets are provided in the Draft Contract which will be shared in Phase II.
[bookmark: _Toc242358779]Subcontracting requirements
The Draft Contract contains specific principles that the Contractor will have to comply with when concluding subcontracts.
[bookmark: _Toc242358780]Consents
For the performance of activities under the Contract, the Contractor will have to obtain, maintain and renew authorisation/consents such as for example:
· Facility Security Clearance, issued by national authorities for relevant sites.
· Communications Security (COMSEC) clearances as required.
· Any other, as required by applicable legislation.
The Draft Contract which will be provided in Phase II of this procurement, contains specific obligations for the Contractor to obtain all the necessary consents.
For the performance of the activities under the Contract, the Contractor will have to manage EUCI up to the level of S-UE/EU-S including cryptographic items and will have to comply with the Programme PSI. A detailed security classification guide (SCG) will be provided in Phase II.
[bookmark: _Toc242358781]Key Performance Indicators (KPI) and Liability
The Draft Contract, to be provided in Phase II of the procurement procedure, will contain specific provisions in relation to:
· Key performance indicators and liquidated damages with related liquidated damages cap;
· Contractor’s liability and overall Contractor liability cap. 
[bookmark: _Toc242358782][bookmark: _Toc224726092]Agency Undertakings 
The Draft Contract contains specific provisions in relation to Agency Undertakings, which are mainly related to:
· Access to and right of use of sites;
· Provision of the Customer Furnished Items (CFIs) identified in the Statement of Work.
All Agency Undertakings will be specified in the Draft Contract and the Statement of Work.
[bookmark: _Toc242358783][bookmark: _Toc224726093]Handover Assets 
The Draft Contract contains specific provisions in relation to assets that will be handed over to the Contractor.
The procurement is structured on the basis that no physical assets or platforms will be handed over to the Contractor at the outset of the Contract. The Contractor will therefore be expected to design and propose a complete monitoring platform as part of the MC SECMON solution based on an evolution of one of the Development Baselines defined in the documentation provided (i.e., Galileo SECMON or SC SECMON design) and compliant to MC SECMON Requirements baseline or define a solution which is not based on any Development Baseline, but shall still comply with the MC SECMON Requirements.
Nonetheless, the Agency may, at its sole discretion and subject to availability, make available to the Contractor certain Handover Assets and grant the Contractor the right to use such Handover Assets for the purposes of the Contract, as provided in in the Draft Contract to be published in Phase II. 	Should the Agency notify this intention, the Contractor shall run a due diligence, submit an assessment as to the changes in the scope of the Contract, the performances of the MC SECMON and the relevant price,	 and undertake negotiations in good faith with the Agency in order to agree upon an amendment of the Contract to reflect 	the integration of the Handover Assets and any resulting adjustment to the scope, schedule and price of the Contract.
[bookmark: _Toc179475166][bookmark: _Toc179561880][bookmark: _Toc179475167][bookmark: _Toc179561881][bookmark: _Toc179475168][bookmark: _Toc179561882][bookmark: _Toc179475169][bookmark: _Toc179561883][bookmark: _Toc179475170][bookmark: _Toc179561884][bookmark: _Toc179475171][bookmark: _Toc179561885][bookmark: _Toc179475172][bookmark: _Toc179561886][bookmark: _Toc179475173][bookmark: _Toc179561887][bookmark: _Toc179475174][bookmark: _Toc179561888][bookmark: _Toc179475175][bookmark: _Toc179561889][bookmark: _Toc179475176][bookmark: _Toc179561890][bookmark: _Toc179475177][bookmark: _Toc179561891][bookmark: _Toc179475178][bookmark: _Toc179561892][bookmark: _Toc179475179][bookmark: _Toc179561893][bookmark: _Toc179475180][bookmark: _Toc179561894][bookmark: _Toc179475181][bookmark: _Toc179561895][bookmark: _Toc179475182][bookmark: _Toc179561896][bookmark: _Toc179475183][bookmark: _Toc179561897][bookmark: _Toc179475184][bookmark: _Toc179561898][bookmark: _Toc179475185][bookmark: _Toc179561899][bookmark: _Toc179475186][bookmark: _Toc179561900][bookmark: _Toc179475187][bookmark: _Toc179561901][bookmark: _Toc179475188][bookmark: _Toc179561902][bookmark: _Toc179475189][bookmark: _Toc179561903][bookmark: _Toc179475190][bookmark: _Toc179561904][bookmark: _Toc179475191][bookmark: _Toc179561905][bookmark: _Toc179475192][bookmark: _Toc179561906][bookmark: _Toc179475193][bookmark: _Toc179561907][bookmark: _Toc179475194][bookmark: _Toc179561908][bookmark: _Toc179475195][bookmark: _Toc179561909][bookmark: _Toc179475196][bookmark: _Toc179561910][bookmark: _Toc179475197][bookmark: _Toc179561911][bookmark: _Toc179475198][bookmark: _Toc179561912][bookmark: _Toc169612786][bookmark: _Toc179475201][bookmark: _Toc179561915][bookmark: _Toc179475202][bookmark: _Toc179561916][bookmark: _Toc179475203][bookmark: _Toc179561917][bookmark: _Toc179475204][bookmark: _Toc179561918][bookmark: _Toc179475205][bookmark: _Toc179561919][bookmark: _Toc233185888][bookmark: _Toc233185889][bookmark: _Toc233185890][bookmark: _Toc242358784]Background Intellectual property rights
The Draft Contract contains specific provisions in relation to Candidates/Tenderers owned and pre-existing Intellectual Property (i.e. Background IPRs or BIPRs). 
[bookmark: _Toc242358785]Foreground Intellectual Property Rights 
The Draft Contract contains specific provisions in relation to Foreground Intellectual Property Rights (i.e. Foreground IPRs or FIPRs).
[bookmark: _Toc179475210][bookmark: _Toc179561924][bookmark: _Toc179475211][bookmark: _Toc179561925]
[bookmark: _Toc224813478][bookmark: _Toc138922457][bookmark: _Toc138922613][bookmark: _Toc145688640][bookmark: _Toc153198975][bookmark: _Toc138922458][bookmark: _Toc138922614][bookmark: _Toc145688641][bookmark: _Toc153198976][bookmark: _Toc138922460][bookmark: _Toc138922616][bookmark: _Toc145688643][bookmark: _Toc153198978][bookmark: _Toc138922461][bookmark: _Toc138922617][bookmark: _Toc145688644][bookmark: _Toc153198979][bookmark: _Toc138922479][bookmark: _Toc138922635][bookmark: _Toc145688662][bookmark: _Toc153198997][bookmark: _Toc138922530][bookmark: _Toc138922686][bookmark: _Toc145688729][bookmark: _Toc153199067][bookmark: _Toc138922533][bookmark: _Toc138922689][bookmark: _Toc145688732][bookmark: _Toc153199070][bookmark: _Toc242358786][bookmark: _Ref226998777]Organisation of the Candidate/Tenderer
[bookmark: _Toc242358787]Introduction 
Economic operators can submit an RTP/tender either as a sole economic operator (sole Candidate/Tenderer) or as a group of economic operators (joint tender)[footnoteRef:6]. In either case subcontracting is permitted. [6:  Each economic operator participating in the joint tender is referred to as “group member”.] 

The submitted Tenders and the conduct of the involved entities in the present procurement procedure must be autonomous and independent, including cases where entities belonging to the same Undertaking submit separate Tenders.
No more than one Tender can be submitted by the same legal entity when acting as a sole Tenderer / group Leader / group Member. In the event that a legal entity submits more than one Tender  as a Tenderer / group Leader / group Member, all Tenders in which that entity has participated in such roles will be rejected.
Economic operators linked by a relationship of control or of association (e.g. belonging to the same Undertaking) are allowed to submit different and separate Tenders [provided that each tenderer is able to demonstrate that its tender was drawn independently and autonomously.
Subcontractors can participate in several Tenders as long as the tenders are drawn and submitted in complete independence and autonomously from each other and upon condition that sufficient measures to avoid collusive tendering are implemented and evidence of such implementation are provided together with the Tenders. The Contracting Authority reserves the right to request clarifications directly from subcontractors in relation to such measures and evidence. However, cross subcontracting among Tenderers is forbidden, more precisely an entity “A” may participate as Tenderer (either as sole tenderer or as member of a group of economic operators) and as subcontractor to another tenderer “B” within the same procurement procedure. However, in this case it is forbidden that Tenderer “B” (or any of its participating members in case of a group of economic operators) is at the same time subcontractor for Tenderer “A” (or for the group of economic operators in which “A” participates) within the same procurement procedure. In this case, both tenders A and B shall be rejected.
EUSPA reserves the right to reject any Tender if it is demonstrated that collusive tendering / anticompetitive behaviours were put in place by the Tenderer / subcontractors.
In order to fulfil the selection criteria, set out in Section 10, the Tenderer can rely on the capacities of subcontractors or other entities that are not subcontractors (see Section 5).
[bookmark: _Toc224726100][bookmark: _Toc242358788]Core Team
Tenderers are required to present their Core Team (i.e. the Prime Contractor, including, where relevant, all group members, and those entities/subcontractors, which are essential in order for the Tenderer to meet the selection criteria under Section 10), including the roles and responsibilities of the respective entities for the purpose of this procurement as well as a description of the Undertaking to which they belong. 
Tenderers shall prove that they will have at their disposal the resources necessary for performance of the Contract by providing Annex I.D.1 (Subcontractor Letter of Intent) on the part of every subcontractor on whose resources it relies in order to fulfil the selection criteria (i.e. all subcontractors that are members of the Core Team), confirming the latter’s irrevocable undertaking to make such resources available to the Tenderer in case of being awarded the Contract.
In order to fulfil the selection criteria a Tenderer may also rely on the capacities of other entities (that are not subcontractors), regardless of the legal nature of the links it has with them. It must in that case prove that it will have at its disposal the resources necessary for the performance of the Contract by providing Annex I.D.2 (Non-Subcontractor Letter of Intent), signed by the authorised representative of such an entity, and the supporting evidence that those other entities have the respective resources.[footnoteRef:7] [7:  This does not apply to subcontractors on whose capacity the tenderer relies to fulfil the selection criteria – for these the documentation required for subcontractors must be provided.] 

The above rules apply also where the economic operators on whose capacities the tenderer relies to fulfil the selection criteria belong to the same Undertaking as the sole Tenderer or a member of the group submitting a joint tender.
[bookmark: _Ref190942155][bookmark: _Toc224726101][bookmark: _Toc242358789]Joint Tenders
A joint tender may be submitted by a group (with or without legal form) of economic operators on the condition that they comply with the rules of competition. The group may be a permanent, legally-established grouping or a grouping, which has been constituted informally for a specific tender procedure. 
Such group must specify the company or person heading the project (the leader). All members of the group must sign a Power of Attorney authorising the leader to submit a tender on behalf of the group, as well as to act in connection with all relevant questions, clarification requests, notifications, etc. that may be received during the evaluation, award and until the contract signature, to sign the contract should the join tender be successful and to represent the group for any contract execution issue, including amendments of the Contract. The template of this Power of attorney is provided in Annex I.C. 
All members of such group (i.e. the leader and all other members) are jointly and severally liable to the Contracting Authority for the performance of the Contract.
Each member of the group must provide the required evidence for the Access to Procurement, exclusion, non-rejection and selection criteria (see Sections 7, 8, 9 and 10 below). Concerning the selection criteria “Economic and Financial Capacity” as well as “Technical and Professional Capacity”, the evidence provided by each member of the group will be assessed to ensure that the group, as a whole, fulfils the criteria.
The participation of an ineligible entity (entity not meeting exclusion criteria/non-rejection criteria/selection criteria/access to procurement conditions will result in rejection of that entity from the procurement procedure. If that ineligible person belongs to a group, the whole group may be rejected, unless the composition of the group is changed as per the subsequent paragraph.
Changes in the composition of the group during the procurement procedure (i.e., after the deadline for submission of the tender and before contract signature) are in principle not accepted.
The Contracting Authority reserves however the right to approve such changes provided the following cumulative conditions are fulfilled:
· The remaining group members have been already assessed or are assessed as not being in an exclusion situation, and/or rejection situation;
· The remaining group members have been already assessed or are assessed as meeting the selection criteria, which have to be met individually (see Section 10), and complying with the Access to Procurement conditions;
· The change must not make the tender non-compliant with the procurement documents;
· The terms of the originally submitted tender are not altered substantially;
· The continuation of the participation of the remaining group members in the procurement procedure does not put the other Tenderers in a competitive disadvantage;
· The remaining group members undertake to implement the Contract, in case of an award, without the rejected group member.
In cases where the proposed change depends on a group member who,
· is in an exclusion situation or ground for rejection or does not meet the selection criteria (see Section 10) or does not comply with the Access to Procurement conditions, or
· is relied upon by the other group members for the fulfilment of selection criteria,
the Contracting Authority, subject to the above-mentioned conditions being met, reserves the right to authorise the change in the group, provided that
· if new group member(s) is/are NOT proposed (mere removal), the remaining group members have been already assessed or are assessed as meeting the selection criteria, which have to be met cumulatively, or
· if new group member(s) is/are proposed, the latter are assessed as meeting the selection criteria, which have to be met individually and complying with the Access to Procurement conditions, exclusion criteria and rejection criteria, and the newly formed group is assessed as meeting the selection criteria, which have to be met cumulatively.
Changes in the composition of the group, during the procurement procedure, due to universal succession (e.g. merger or takeover of a group member) are in principle accepted, subject to the above-mentioned conditions being met and the authorisation of the Contracting Authority being granted. 
Changes in the composition of the group after signature of the Contract are governed by the provisions of the Draft Contract.
[bookmark: _Toc224726102][bookmark: _Toc242358790]Compliance with competition laws in case of joint bidding
[bookmark: _Hlk156311242]Groups of economic operators (within the meaning of section 4.3 above) may submit a Tender on the condition that their joint bid does not result in the restriction or elimination of competition. For detailed information regarding the applicable competition law principles, Tenderers are invited to consult the Commission’s Horizontal Guidelines[footnoteRef:8] (“Guidelines“). [8:  Communication from the Commission – Guidelines on the applicability of Article 101 of the Treaty on the Functioning of the European Union to horizontal co-operation agreements, available at: https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.C_.2023.259.01.0001.01.ENG ] 

Restriction or elimination of competition may occur when the members of the group are (even potentially) competing on the same market and one (or more) member(s) of the group would be realistically capable to carry out the contract individually, i.e. the group includes more members than what is strictly necessary in order to carry out the contract.[footnoteRef:9]   [9:  See points 352 to 357 of the Guidelines.] 

For this reason, joint bidding by entities that could have otherwise competed for the performance of the Contract may restrict or eliminate competition on the market. Joint bidding by a group composed of potential and/or actual competitors may still be allowed if the joint bid provides significant efficiencies compared to the potential individual bids (see below).[footnoteRef:10] [10:  See point 358 and 359 of the Guidelines.] 

In case of a joint bid, the Tenderer shall therefore assess whether its bid does or does not fall within one of the situations described above, and provide a justified assessment in the cover letter as to the reasons why (cumulatively): 
1) none of the group members could have performed the contractual activity individually, and
2) the participation of all members is necessary to perform the contractual activity.
Or, failing that, why the joint bid (cumulatively):[footnoteRef:11]  [11:  See point 358 of the Guidelines.] 

3) increases efficiency (in particular offering a better value for money to the Contracting Authority) as compared to the potential individual bids (e.g. lower prices, better quality, greater choice, faster realisation), and
4) is indispensable, and 
5) does not eliminate competition and/or is unlikely to produce anticompetitive effects.
EUSPA reserves the right to request additional information from the Tenderer to be able to conduct an internal evaluation of the submitted assessment. EUSPA reserves the right to reject any Tender that reveals not to comply with the applicable competition laws.
[bookmark: _Toc224726103][bookmark: _Toc242358791]Change in the Composition of Tenderer / Core Team
Tenderers are informed that no change in the composition of the Tenderers/Core Team will be allowed for the purposes of the present procurement process and/or subsequent Contract, unless specifically authorised by EUSPA in writing.
No changes will be authorised after submission of the Tender and before award of the Contract, unless depending on exceptional circumstances beyond the control of the Tenderer and provided that they do not have a substantial impact on the terms and conditions of the Tender.
For changes of subcontractor please refer to Section 5. 
[bookmark: _Toc224726104][bookmark: _Toc242358792]Industrial Organisation
[bookmark: _Toc224726105][bookmark: _Toc242358793]Sub-contracting
[bookmark: _Toc224726106][bookmark: _Toc242358794] General provisions
Subcontracting is the situation where the Contractor enters into legal commitments with other economic operators, which will perform part of the Contract on its behalf. The Contractor retains full liability towards the Contracting Authority for performance of the Contract as a whole remaining the sole entity legally and financially responsible vis-à-vis the Contracting Authority. 
The following shall not be considered subcontracting: 
a) Use of workers posted or temporarily transferred to the Contractor by another company belonging to the same Undertaking.
b) Use of workers hired out to the Contractor by a temporary employment undertaking or placement agency.
c) Use of staff without employment contract (“self-employed persons working for the contractor”), without the tasks of the self-employed persons being particular well-defined parts of the Contract.
d) Use of suppliers and/or transporters by the Contractor, in order to perform the Contract at the place of performance, unless the economic activities of the suppliers and/or the transporting services are within the subject of this call for tenders (see Section 1). 
The persons mentioned in points a), b), and c) above will be considered as “personnel” of the Contractor as defined in the Contract.
All contractual tasks may be subcontracted unless the procurement documents expressly reserve the execution of certain critical tasks to the sole Tenderer itself, or in case of a joint tender, to a group member.
The following shall apply to subcontracting:
(i) When subcontracting, the Tenderer shall ensure the subcontractor’s (all levels of subcontractors: N-X) compliance with the exclusion, non-rejection and selection criteria and the Access to Procurement conditions set out in the present Tender Specifications. Tenderers shall provide all the documents requested from subcontractors as per the relevant provisions of these Tender Specifications. 
(ii) Where no subcontracting is indicated in the Tender, the activities will be assumed to be carried out directly by the Tenderer.
(iii) Any change in subcontracting (all levels of subcontractors: N-X) during the procurement procedure (i.e., after the submission deadline and before contract signature) is not permitted unless specifically authorised in writing by EUSPA as per below.
(iv) If the Tenderer requests a subcontractor to be removed or replaced, then the Contracting Authority must verify the following conditions:
1. Whether the new subcontractor (if any) is not in an exclusion situation or ground for rejection;
2. Whether the new subcontractor (if any) fulfils the Access to Procurement conditions (see Section 7); 
3. Whether the Tenderer still fulfils the selection criteria with the new subcontractor, if any, (see Section 10) as compared to the Tender originally submitted and whether the new subcontractor fulfils the selection criteria applicable to it, if any; 
4. Whether the change in subcontracting does not entail a substantial change in the Tender. This condition is met as long as:
a) All the tasks assigned to the former subcontractor are taken over by another entity involved (a new subcontractor or a member of the group or the sole Tenderer itself, subject to relevant aforementioned conditions);
b) The change in subcontracting does not make the Tender non-compliant with the Tender Specifications;
c) The change in subcontracting does not modify the evaluation of award criteria of the Tender as originally submitted.
(v) In the case where, during the procurement procedure, a subcontractor is affected by an exclusion situation or ground for rejection or is rejected due to failure to comply with selection criteria or with the conditions described in the Access to Procurement chapter, the Contracting Authority will:
· Notify the rejection to the Tenderer;
· Request whether and by whom all the tasks assigned to the rejected entity are taken over (it may be a new subcontractor or a member of the group or the sole Tenderer itself);
· Inform about the applicable conditions, as per above.
The Tenderer shall respond to such a request within the deadlines prescribed by the Contracting Authority. Failure to reply within such deadline may imply the rejection of the subcontractor.
The Contracting Authority must then proceed with the same verifications, as described above in the case a change in subcontracting was to be initiated at the request of the Tenderer.
(vi) Signature of the Contract entails acceptance of the subcontractors confirmed to having been selected as subcontractors in the Tender, unless those have been explicitly rejected during the procedure as per the foregoing process.
No changes will be authorised after submission of the Tender and before award of the Contract, unless depending on exceptional circumstances beyond the control of the Tenderer and provided that they do not have a substantial impact on the terms and conditions of the Tender.
Changes of subcontractors (all level of subcontractors: N-X) after the signature of the Contract, shall be governed by the Contract.
[bookmark: _Toc224726107][bookmark: _Toc242358795] Use of Commercial Off-The-Shelf products
Suppliers of Commercial Off-The-Shelf (COTS) products shall not be considered subcontractors to the extent that they are engaged by the Tenderer / Contractor to perform tasks or provide services that are not specifically part of the scope of this Contract.[footnoteRef:12] [12:  In accordance with Article 2(67) of the Financial Regulation, “subcontractor” means an economic operator that is proposed by the tenderer or contractor to perform part of a contract. Please also refer to section 4.6 of these Tender Specifications.] 

For the purpose of these provisions, the term “suppliers” (of COTS) encompass:
a. Original Equipment Manufacturers (hereinafter “OEMs”)[footnoteRef:13]; and [13:  The term “OEMs” refers to companies that design or formulate a product (determining its essential characteristics) and produce, either through a contracted manufacturer or directly, the product which the OEM then either brands as its own or incorporates into its own branded product. The OEMs sell their branded products either directly to independent buyers, the latter being end-users or to Re-Sellers.] 

b. Re-Sellers. [footnoteRef:14] [14:  The term “Re-Sellers” refers to suppliers selling the COTS to end-users or other intermediaries, typically adding a margin of profit and encompassing: (i) vendors of new products distributing or purchasing them from OEMs or other intermediaries; and (ii) second-hand market providers purchasing used products from previous end-users or other intermediaries.] 

The Tenderer / Contractor shall submit, as part of its technical proposal, a list of COTS to be used for the purpose of the Contract, clearly identifying:
a. Their intended use within the scope of the tender or the Contract; and 
b. Whether the suppliers thereof are OEMs or Re-Sellers. 
Tenderers’ attention is drawn to the fact that should the list of COTS not be known at the moment of tender submission, it should be provided during contract execution as part of the contractor’s obligations under the contract.  Equally, during contract execution, the list shall be regularly updated and any update shall be notified to the Contracting Authority for approval.
Where the use or the incorporation of specific COTS in the operational systems of the Union involves aspects or presents risks relevant to the  security, integrity and resilience of such Systems (“security-relevant COTS”), the following provisions shall apply:
(a) The Tenderer / Contractor shall submit for each of the security-relevant COTS, as identified in the list, an analysis of the aspects possibly affecting the security, integrity and resilience of the Union systems, depending on the use of the specific proposed COTS. 
(b) The Contracting Authority reserves the right to issue specific requests for clarifications in relation to such analysis.
(c) The Contracting Authority, as part of its discretion in evaluation and in compliance with the applicable law, reserves the right to qualify a proposed COTS as security-relevant and to provide prompt notification thereof to the Tenderer.
The suppliers of security-relevant COTS as identified according to the above-described process, shall comply with the Participation Conditions as defined under Section 7 (Access to Procurement). For this purpose, the Tenderer/Contractor shall submit as part of its administrative proposal the supporting evidence as required under Section 7.1.4.
[bookmark: _Ref194417780]Should the supplier of security-relevant COTS not be compliant with any of the Participation Conditions, it shall submit a declaration of such non-compliance, explaining the aspects of non-conformity, accompanied by a request for a waiver as provided under Section 7 (Access to Procurement). Please note that, regardless of the rules applicable under Section 7, the possibility of requesting/granting a waiver is always open for suppliers of security-relevant COTS, on any of the Participation Conditions, i.e. on any of those under points a), b), c) (see Section 7).
Compliance with the Participation Conditions of suppliers of security-relevant COTS shall be maintained throughout the execution of the Contract. During contract execution, the same information and supporting evidence as required under paragraph (iii) above shall be provided as part of the contractual obligations of the Contractor, in all cases of inclusion of additional OEMs and/or Re-Sellers or substitution of existing ones.
[bookmark: _Toc224726108][bookmark: _Toc242358796]Supply Chain
Tenderers shall clearly indicate in their Tenders which (part(s) of) activities they intend to subcontract as well as their approach for implementing such subcontracting to demonstrate compliance with the below mentioned requirements.
In accordance with Article 17(1)(a) of the Space Regulation, EUSPA intends to promote the widest and most open participation possible by economic operators, in particular start-ups, new entrants and SMEs. On this basis and for the purposes of Article 17 of the Space Regulation, as will be set out in the Draft Contract, the Contractor shall have to achieve, in the course of the execution of the contract, a minimum 30% share of sub-contracting to be awarded in competitive tendering outside the Undertaking[footnoteRef:15].  [15:  For definition, see Section 7, Table 9: Definitions.] 

The Tenderer shall provide in its Tender in Phase II a detailed plan on how to achieve the above-mentioned target and the relevant milestones and/or, if applicable, including a detailed justification for derogating from the above-mentioned target. Such justification shall explain the objective reasons supporting the proposed level of subcontracting, including, where relevant, any objective difficulty or impossibility of subcontracting certain activities, or the impact that subcontracting would have on the technical solution, security, performance, schedule, allocation of responsibilities or the overall implementation of the Contract. The quality of the plan, the target percentage and the relevant commitments, or, if applicable, the completeness and robustness of the provided justification for any derogation will be subject to the assessment under award criterion Q5.1.
The Tenderers’ attention is drawn to the fact that the participation of startups[footnoteRef:16], new entrants and Small and Medium Size Enterprises (SMEs)[footnoteRef:17] represents a specific objective of the Space Programme pursuant to Article 4(1)(b) and (f) of the Space Regulation and an objective of the present procurement. A dedicated plan shall be submitted by the Tenderers to describe in detail the approach and the means undertaken to achieve the widest and most open participation of start-ups, new entrants and SMEs and to comply with this requirement. Attention is drawn to the fact that the plan to maximise participation of SMEs and start-ups from across the Union in the delivery of the scope of the Contract will be evaluated against the qualitative award criterion 	Q5.2 as per section 12.1. [16:  We define startups as young firms with high growth ambitions. Startups are a specialised subset of SMEs, which are less than ten years old, are often tech-enabled, in general combine fast growth, high reliance on innovation of product, processes and utmost attention to new technological developments and extensive use of innovative business models, and, often, collaborative platforms.]  [17:  Small or Medium Size Enterprise shall be interpreted according to Commission Recommendation of 6 May 2003 concerning the definition of micro, small and medium-sized enterprises (notified under document number C(2003) 1422) (2003/361/EC)] 

The compliance with the plan shall be part of the Contractor’s obligations under the Contract and its breach will entitle the Agency to the remedies specified therein.
For the purpose of evaluation, the target share of subcontracting as referred above shall be considered in relation to total Tender price. 
Competitive tendering outside the Tenderer’s group is considered to have taken place when more than one offer from an entity outside the group has been requested by the Tenderer. When subcontracting via competitive tendering is required as per this Section, the Tenderer will be responsible for organising its own competitive tendering procedure(s) aimed at finding the necessary subcontracting respecting the following procurement principles:
· Fair competition & equality of treatment;
· Transparency;
· Proportionality;
· Best value for money.
Tenderers are explicitly requested to raise to the attention of EUSPA any issues they may have in fulfilling the competitive subcontracting requirement as early as possible during the procurement process. 
Tenderers shall clearly indicate in their Tenders:
· The tasks they intend to subcontract;
· The level of subcontracting for each task;
· The start-ups, new entrants, and SMEs (see section 5.2 above) involved and their place of establishment;
· The competitive tendering performed;
· The proportion for each subcontracted task (in %) in relation to the Total Tender Price in order to demonstrate compliance with the above-mentioned requirements.
As a proof of competitive subcontracting, tender(s), including a thorough visibility of the technical and financial offer of consulted entities outside of the Undertaking (envisaged subcontractors), shall be provided together with the Tender. If the Tenderers do not manage to complete the competitive procurement procedure(s) necessary to achieve the required percentage by the time of tender submission, they shall submit a signed undertaking presenting a credible tendering plan that they intend to carry out to achieve compliance.
Without prejudice to the above, EUSPA may reject the proposed subcontractor(s) and ask for (an)other subcontractor(s) to be proposed as part of the Tender. Such rejection shall be justified in writing by EUSPA and may be based only on the criteria used for the selection of Tenderer for the performance of the Contract.
If the competitive procurement procedures are completed only during contract execution, the concluded subcontracts shall not lead to a change of the Contract unless it is in favour of the EUSPA as the Contracting Authority.
Tenderers may, at any time after Tender submission or during contract execution, be requested to submit supporting evidence of their use of competitive tendering for the selection of subcontractors and their compliance with the principles established above. In addition, the Contractor can be subject to auditing in accordance with the Contract.
[bookmark: _Toc242358797]	Legal Terms of Reference
[bookmark: _Toc242358798]Use of Artificial Intelligence (AI): General requirements
Without prejudice to the scenarios explicitly covered by the subject-matter of the procurement referred to in Section 3.1.2, in case the use of Artificial Intelligence (AI) systems[footnoteRef:18] or GPAI models[footnoteRef:19] is envisaged for the provision of the services under the Contract at the initiative of the Tenderer, such Tenderer shall provide, as part of the technical proposal in Phase II (Section 15.7.4 below): [18:  For the definition of AI system please refer to Article 3 “Definitions” of Regulation (EU) 2024/1689.]  [19:  For the definition of GPAI model please refer to Article 3 “Definitions” of Regulation (EU) 2024/1689.] 

a. The identification of the AI tool and the classification whether this is an AI System or GPAI Model in accordance with Regulation (EU) 2024/1689.
b. The description of the scope of the intended use / purpose of the AI tool within the Contract. 
c. A risk assessment of the AI tool according to the principles of Regulation (EU) 2024/1689. For the purposes of elaborating the risk assessment, Tenderers are invited to consider the check list under Annex I.R. Such check list is provided for indicative purposes only and is not supposed to affect the responsibility for the risk assessment which remains with the tenderers.
d. The identification of the relevant roles (i.e. Provider, Deployer, etc.) with respect to the AI tool in accordance with Regulation (EU) 2024/1689.
e. Any other information or justification relevant to demonstrate and substantiate compliance with Regulation (EU) 2024/1689, including from the perspective of data protection according to Regulation (EU) 2016/679 (General Data Protection Regulation) and fundamental rights impact.
Tenderers are required to include the above-mentioned information in a dedicated section of the Technical Proposal.
NOTA BENE: Compliance with the provisions of the Artificial Intelligence Act, with the applicable security requirements and with the data protection obligations shall be ensured by the Contractor throughout the duration of the Contract.
[bookmark: _Toc242358799]Protection of Union Budget against breach of the principle of the rule of law in Hungary
Notice on the Council Implementing Decision (EU) 2022/2506 on measures for the protection of the Union budget against breaches of the principles of the rule of law in Hungary (complementing the participating conditions): 
In accordance to the Council Implementing Decision (EU) 2022/2506 adopted on 15 December 2022 on measures for the protection of the Union budget against breaches of the principles of the rule of law in Hungary it’s been established that, where Union budget is implemented in direct or indirect management pursuant to of Article 62(1) points (a) and (c) of the Financial Regulation, no legal commitments shall be entered into with any public interest trust established on the basis of the Hungarian Act IX of 2021 (or any other entity maintained by such a public interest trust).
Please see also Declaration of Honour (Annex I.B) hereto applicable and to be provided completed and duly signed by to all Candidate/Tenderer, Core Team members and Subcontractors.
[bookmark: _Toc242358800]Applicable Law and Jurisdiction
The procurement procedure and the subsequent Contract are governed by European Union law complemented, where necessary, by the law of Belgium.
The parties shall endeavour to settle amicably any dispute or complaint relating to the interpretation, application or validity of the procurement procedure or Contract.
With regard to the procurement procedure, any dispute which cannot be settled amicably shall be submitted to the jurisdiction of the General Court or on appeal to the Court of Justice of the European Union.
With regard to the Contract, the dispute resolution clause will be provided therein.
[bookmark: _Ref177992560][bookmark: _Ref178021477][bookmark: _Toc242358801][bookmark: _Ref93418509][bookmark: _Ref98959869][bookmark: _Ref113010753][bookmark: _Ref113011153][bookmark: _Ref113011163]Access to Procurement  
Tenderers must continue to fulfil the conditions on Access to Procurement throughout the entire duration of this procurement procedure and for the entire duration of the ensuing Contract.
In case of any change in the situations regarding the below-mentioned criteria and requirements, Tenderers / Contractors shall inform the Contracting Authority without delay.
[bookmark: _Ref177721644][bookmark: _Ref177983460][bookmark: _Ref177993665][bookmark: _Toc242358802]Participation Conditions 
[bookmark: _Toc113535422][bookmark: _Ref104496959][bookmark: _Toc242358803]Eligibility and participation conditions for tenderers (prime contractors, core team members and subcontractors) 
In order to protect the essential security interests of the Union and its Member States, in accordance with Article 24 of Regulation (EU) 2021/696[footnoteRef:20], the participation to this procurement procedure is open to economic operators fulfilling the following three cumulative conditions (the eligibility and participation conditions as per Art. 24, hereafter, the “Participation Conditions”): [20:  Regulation (EU) 2021/696 of the European Parliament and of the Council of 28 April 2021 establishing the Union Space Programme and the European Union Agency for the Space Programme and repealing Regulations (EU) No 912/2010, (EU) No 1285/2013 and (EU) No 377/2014 and Decision No 541/2014/EU, OJ L 170, 12.5.2021, p. 69–148.] 


a) the legal entity is established in a Member State and its executive management structures are established in that Member State.
· An economic operator is considered to be established in a Member State when it is formed in accordance with the law of a Member State, and it has its central administration, registered office and principal place of business in a Member State (if legal persons) or it is a national of one of the Member States (if natural persons);

· ‘Executive management structure’ means the body of the legal entity appointed in accordance with national law, and which, where applicable, reports to the chief executive officer or any other person having comparable decisional power, and which is empowered to establish the legal entity's strategy, objectives and overall direction, and oversees and monitors management decision-making;

b) the legal entity commits to carry out all relevant activities in one or more Member States; and

c) the legal entity is not subject to control by a third country or third country entity. For the purpose of this paragraph, ‘control’ means the ability to exercise a decisive influence over a legal entity directly, or indirectly through one or more intermediate legal entities.
Participation Conditions shall be met at the moment of submission of the request to participate and throughout the whole duration of the resulting Contract, if awarded, and will be checked by the contracting authority at the moment of the request to participate. In case of any changes related to the compliance with Participation Conditions, the economic operator, which was awarded the Contract, is obliged to inform the contracting authority about the changes without delay.
The criteria for the assessment of Participation Conditions has been laid out in Annex I.H (Parts 1, 2 and 3), including in a dedicated Annex I.H - Part 2 to be filled by the Candidates. Please note that for the assessment of control the filling-in, signature and submission of the Declaration of Ownership and Control in Annex I.H- Part 2 is required. 
The document entitled “Criteria for Assessment of Participation Conditions” available in Annex I.H-Part 1 describes the information to be provided by the Candidates (including prime contractors, Core Team members and subcontractors) which will be used to assess compliance with Participation Conditions.
Additional guidelines on the criteria which will be applied and the circumstances which will be taken into account by the contracting authority and the competent evaluation boards to assess the situation of decisive influence in connection with the assessment of criterion c) above are contained in Annex I.H – Part 3.
Candidates (including prime contractors, Core Team and subcontractors) which have formally submitted the information/documents/supporting evidence requested in Annex I.H in another procedure of the European Commission or EUSPA to which the Space Regulation and its Art. 24 apply, may be exempted from repeating the exercise, if the information/documents/supporting evidence provided in the other procedure are still valid and up-to-date at the date of submission of the request to participate to this procurement procedure.
In this case, the Candidates shall declare on its honour that the documentary evidence has already been provided in a previous procedure as per the above, provide reference to that procedure (in Annex to the Cover letter) and confirm that there has been no change in the situation as to the Participation Conditions indicated above under points a), b) and c) above.
Notwithstanding the above, upon request of the contracting authority, the information/documents/supporting evidence already submitted as per the above, shall be resubmitted.
Participation Conditions shall apply individually to legal entities belonging to the group of economic operators which submitted the request to participate, as follows:
· to each prime contractor (including Group members, if any);
· to each Core Team member;
· to each subcontractor involved in security-sensitive activities.
For the purpose of Participation Conditions, “security sensitive activities” means any and all activities to be performed pursuant to the Contract.
[bookmark: _Toc242358804]Participation conditions for prime contractors and core team members – No waiver
Due to the security dimension and essential interests related to the activities under the Contract, the Contracting Authority will not accept requests for waiver of the conditions laid down in points a), b) and c) of section 7.1.1 above for prime contractors and core team members.
[bookmark: _Toc242358805]Participation conditions for subcontractors, not part of Core Team, involved in security sensitive activities - Waiver
In this procurement the contracting authority may decide, upon a motivated and justified request, to waive the condition laid down under point c) of paragraph 7.1.1 above with regard to any entity, which applies as a subcontractor involved in security sensitive activities (other-than core team members).
The request for waiver on point c) of paragraph 7.1.1 shall include the assessment from a competent authority of a Member State in which the entity is established guaranteeing that:
a) control over the entity is not exercised in a manner that restrains or restricts its ability to:
(i) carry out the procurement; and
(ii) deliver results, in particular through reporting obligations;
 b) the controlling third country or third country entity commits to refrain from exercising any controlling rights over or imposing reporting obligations on the entity in relation to the procurement; and
c) the entity in question has taken all the necessary measures to comply with Article 34(7) of Regulation 2021/696 in particular with regards to the protection of EU classified information.
The request for waiver shall be made at the moment of the submission of the request to participate.
The decision on the waiver shall be taken having regard to the objectives laid down in Article 24 (1) of the Regulation 2021/696.
[bookmark: _Toc224813484][bookmark: _Toc224813485][bookmark: _Toc224813486][bookmark: _Toc224813487][bookmark: _Toc224813488][bookmark: _Toc224813489][bookmark: _Toc224813490][bookmark: _Toc224813491][bookmark: _Toc224813492][bookmark: _Toc224813493][bookmark: _Toc224813494][bookmark: _Toc224813495][bookmark: _Toc242358806]Evidence to be provided
To evidence compliance with the Participation Conditions, all economic operators specified above shall submit the same evidence as for the Selection Criterion pertaining to the Legal Entity Authorisation Requirement, i.e.:
1. Identification Form (template available at: Business partners – legal entities and bank accounts - European Commission),[footnoteRef:21] and [21:  Where a Tenderer has already signed another Contract with EUSPA, it may provide instead of the Legal Entity File and its supporting documents a copy of the legal entity file provided on that occasion, unless a change in its legal status occurred in the meantime or the legal entity file/its supporting documents are older than one year.] 

2. Extract of the inclusion in a trade or professional register, or certificate, membership of a specific organisation, or equivalent.
Furthermore, all economic operators specified above shall submit a duly completed Declaration of Ownership and Control in Annex I.H – Part 2 signed by an authorised representative and all evidence required in Annex I.H – Part 1 and 2.
NOTA BENE: In case of request of a waiver, the relevant economic operator must submit all necessary evidence to demonstrate and justify the request in accordance with the conditions indicated above.
The Agency reserves the right to request further supporting evidence demonstrating compliance to the Participation Conditions if it considers this necessary, before award.
[bookmark: _Ref176421918]All economic operators shall also fill-in the dedicated Section in the Declaration of Honour (Annex I.B).
[bookmark: _Ref177993772][bookmark: _Toc242358807]EU Restrictive Measures
The Candidate/Tenderer and its Core Team members and subcontractors and respective relevant persons shall not be subject to EU restrictive measures described below in this Section.
[bookmark: _Hlk113022410]The Candidate/Tenderer shall provide a statement in the Cover Letter of their Request to Participate/Tender (on its own behalf and on behalf of its Core-Team members, subcontractors) guaranteeing that the Candidate/Tenderer, and its Core Team members, subcontractors and respective relevant persons[footnoteRef:22] are not being a Restricted Person and do not fall under the scope of subject to EU Restrictive Measures in the list published at https://www.sanctionsmap.eu. In case of discrepancies between the website and the restrictive measures published in Official Journal of the EU, the latter prevails. [22:  Respective relevant persons are meant the natural or legal persons indicated in section 4 of the Declaration of Honour (Annex I.B).] 

For any subcontractors not yet known at the time of the RtP/Tender submission, the fulfilment of this criterion needs to be evidenced upon the Candidate’s/Tenderer’s proposal of the said subcontractor.
Funds under this procurement procedure shall not be made available, directly or indirectly, to, or for the benefit of any Restricted Person.
Please see also the Declaration of Honour (Annex I.B) hereto applicable and to be provided completed and duly signed by to all Candidate/Tenderer, Core Team members and Subcontractors.
To evidence compliance with the EU Restrictive Measures, 
1. Tenderers shall provide the relevant statement in the Cover Letter (see above); and
2. All economic operators shall fill-in the dedicated Section in the Declaration of Honour (Annex I.B).
[bookmark: _Toc229756432][bookmark: _Toc242358808]Exclusion Criteria 
The Candidates/Tenderers must continue to fulfil the Exclusion Criteria throughout the entire duration of this procurement procedure and for the entire duration of the ensuing Contract.
In case of any change in the situations regarding the below-mentioned criteria and requirements, Tenderers / Contractors shall inform the Contracting Authority without delay.
The objective of the exclusion criteria is to assess whether the Candidate/Tenderer is in any of the exclusion situations listed in Article 138(1) of the Financial Regulation. The Tenderers, group members and subcontractors shall not be in any exclusion situation described in the Declaration of Honour included in Annex I.B, which they shall be able to sign. Candidates/Tenderers found to be in an exclusion situation will be rejected.
Supporting evidence requested as part of the Declaration of Honour (i.e. a recent extract from the judicial record of the entity or equivalent and recent certificates pertaining to the payment of taxes and social contributions – for further details see the Declaration of Honour) shall be submitted with the RtP (all Candidates/Tenderers, Core Team members and subcontractors whose contribution exceeds the contribution level of 10% - without prejudice to the Contracting Authority’s right to request supporting evidence from any participating entity) 
At any time during the procurement procedure, the Contracting Authority may request information on natural or legal persons that are members of the administrative, management or supervisory body or that have powers of representation, decision or control, including legal and natural persons within the owner-ship and control structure and beneficial owners, and appropriate evidence that none of those persons are in one of the exclusion situations referred to in the Declaration on Honour.
If the Candidate/Tenderer does not provide valid documentary evidence within the deadlines set by the Contracting Authority, the latter reserves the right to reject the Tender. In any event, in case a Candidate/Tenderer proposed for the award of the Contract fails to comply with the above evidence requirement, its Tender will be rejected, unless the Tenderer can justify the failure on the grounds of material impossibility to provide such evidence.
If the entity already submitted the supporting evidence for the purpose of another procedure administered by the Agency (to be identified by the entity), its issuing date is not more than one (1) year before the ten-der submission and it is still valid, such entity may - instead of providing the evidence again - declare on its honour that the documentary evidence has already been provided and confirm that no changes have oc-curred in its situation.
The applicable evidence in each country can be checked on the following site: https://ec.europa.eu/tools/ecertis/#/search. 
To evidence compliance with the Exclusion Criteria, all economic operators shall fill-in the dedicated Section in the Declaration of Honour (Annex I.B) and provide the supporting evidence as detailed above.
[bookmark: _Toc229756433][bookmark: _Toc242358809]Rejection Criteria 
Candidates/Tenderers must fulfil the Rejection Criteria described in the Declaration of Honour (Annex I.B) throughout the entire duration of this procurement procedure and for the entire duration of the ensuing Contract.
In case of any change in the situations regarding the below-mentioned criteria and requirements, Candidates / Tenderers / Contractors shall inform the Contracting Authority without delay.
The Candidates/Tenderers, group members and subcontractors shall not be in any ground for rejection described in the Declaration of Honour included in Annex I.B. Candidates/Tenderers found to be in a rejection situation will be rejected.
To evidence compliance with the Rejection Criteria, all economic operators shall fill-in the dedicated Section in the Declaration of Honour (Annex I.B).
[bookmark: _Toc229756434][bookmark: _Toc242358810]Selection Criteria 
Candidates/Tenderers must continue to fulfil the Selection Criteria throughout the entire duration of this procurement procedure and for the entire duration of the ensuing Contract.
In case of any change in the situations regarding the below-mentioned criteria and requirements, Candidates / Tenderers / Contractors shall inform the Contracting Authority without delay.
The objective of the selection criteria is to assess whether the Candidate/Tenderer has the legal, regulatory, economic, financial, technical and professional capacity to perform the Contract. The selection criteria for this call for tenders, the basis for assessment and the evidence required, are specified in the following subsections. RtPs submitted by Candidates/Tenderers not meeting the selection criteria will be rejected.
In accordance with point 18.6 of Annex I of the FR, the Candidates/Tenderers may, where appropriate, rely on the capacities of other entities. In such case, the Candidate/Tenderer must prove that it has at its disposal the resources necessary for the performance of the Contract by producing a commitment by those entities to that effect in the form of a Subcontractor Letter of Intent (template in Annex I.D.1) or a Non-Subcontractor Letter of Intent (template in Annex I.D.2) signed by every member of the Candidates/Tenderer’s Core Team, confirming their irrevocable undertaking to make such resources available to the Tenderer in case of being awarded the Contract.
The Candidate/Tenderer who intends to rely on the capacities of other entities as subcontractors, must indicate the proportion that it intends to subcontract. 
Candidates/Tenderers must have the capacity below to perform the tasks.
[bookmark: _Toc224726120][bookmark: _Toc242358811]Legal and Regulatory Capacity
[bookmark: _Ref196909039][bookmark: _Toc224726121][bookmark: _Toc242358812]Legal Entity Authorisation Requirement
Tenderers can be natural or legal persons. Tenderers are not obliged to take a specific legal form in order to submit their tenders.  
All economic operators participating in this procurement, i.e. Prime Contractors, group coordinators, each group member and any proposed sub-contractors, must prove that they have legal capacity to perform the Contract and the regulatory capacity to pursue the professional activity necessary to carry out the work subject to this call for tenders.
The legal and regulatory capacity shall be proven by the evidence listed below, to be submitted as part of the tender for each economic operator participating in this procurement:
1. Identification Form (template available at: Business partners – legal entities and bank accounts - European Commission),[footnoteRef:23] and [23:  Where a Tenderer has already signed another Contract with EUSPA, it may provide instead of the Legal Entity File and its supporting documents a copy of the legal entity file provided on that occasion, unless a change in its legal status occurred in the meantime or the legal entity file/its supporting documents are older than one year.] 

2. Extract of the inclusion in a trade or professional register, or certificate, membership of a specific organisation, or equivalent.
3. Extract of the inclusion in a trade or professional register, or certificate, membership of a specific organisation, or equivalent.
[bookmark: _Toc179475226][bookmark: _Toc179561940][bookmark: _Toc179475227][bookmark: _Toc179561941][bookmark: _Toc179475228][bookmark: _Toc179561942][bookmark: _Toc224813498][bookmark: _Toc224813499][bookmark: _Toc224813500][bookmark: _Toc224813501][bookmark: _Toc224813503][bookmark: _Toc224813504][bookmark: _Toc224813505][bookmark: _Toc224813506][bookmark: _Toc224813510][bookmark: _Toc224813511][bookmark: _Toc224813512][bookmark: _Toc224813513][bookmark: _Toc224813514][bookmark: _Toc224813515][bookmark: _Toc224813516][bookmark: _Toc224813517][bookmark: _Toc224813518][bookmark: _Toc224813519][bookmark: _Toc224813520][bookmark: _Toc224813521][bookmark: _Toc224813523][bookmark: _Toc179475236][bookmark: _Toc179561950][bookmark: _Toc242358813][bookmark: _Ref136533821][bookmark: _Ref136260988]Management of Conflicting Interest 
[bookmark: _Toc242358814]Conflicting Interest of the Contractor
At the time of submission of the RtP/ tender and during the term of the Contract, the Candidate/Tenderer/Contractor and the economic operators participating in this procurement and/or the contract execution, i.e. primes, each group member and any proposed subcontractor shall not be in any situation that could compromise the independent, impartial and objective performance of the Contract. For this purpose, Candidate and all economic operators participating in this procurement, i.e. primes, each group member and any proposed subcontractors shall at the time of the RtP:
i. either confirm their absence of professional conflicting interest, or
ii. substantiate the potential, perceived or actual professional conflicting interest, which may negatively affect the performance of the Contract and describe the mitigating measures which remedy such a situation.
For the point (ii) above, the economic operators participating in this procurement and/or the contract execution, i.e. primes, each group member and any proposed subcontractors must provide a comprehensive analysis and justification, with at least the following information:
a) previous and/or current involvement in activities which may have as a result that impartial and objective performance of the present Contract may be compromised; 
b) where applicable, respect of rules on conflict of interest regulating the legal profession, including the professional ethics rules applicable to the respective entity; 
c) description of operational structure and mechanisms for monitoring, preventing and resolving conflicting interests during the execution of the FWC which mitigate or eliminate the potential, perceived or actual professional conflicting interests. Under this requirement, the respective entity shall provide an effective and convincing concept to ensure that the respective entity/-ies, including the individuals belonging to it/them, are in a position to work independently in relation to its/their tasks performed in other projects.
All economic operators shall also fill-in the dedicated Section in the Declaration of Honour (Annex I.B).
[bookmark: _Ref179379569][bookmark: _Toc242358815]Security Requirements
[bookmark: _Ref161390407][bookmark: _Ref179359202][bookmark: _Toc242358816]Local Security Officer
Any entity (including group members and subcontractors) expected to handle EU classified information (EUCI) at the level of RESTREINT UE/EU RESTRICTED or above during the tendering phase and/or during the execution of the Contract, must have appointed, at the moment of submission of the tender, a Local Security Officer (LSO), who will act as the principal point of contact for security matters related to the handling of EUCI. The entity must have an appointed LSO throughout the duration of the Contract.
To this effect, Tenderers shall provide the name of their appointed LSO as part of their Tender, along with a list of all entities (including group members and subcontractors) that will handle classified information.
There is no specific format or template for the evidence of the LSO appointment. A supporting statement from the competent National Security Authority (NSA)/Designated Security Authority (DSA), or a declaration from a company representative appointed in accordance with national legislation will be accepted as a proof.
Compliance with this requirement will be assessed under selection criterion L3 (see Section 13.4.1, List of Legal and Regulatory Capacity Criteria).
[bookmark: _Ref161327077][bookmark: _Ref179359215][bookmark: _Toc242358817][bookmark: _Ref175062133]Facility Security Clearance
Any entity (including group members and subcontractors) expected to handle EUCI during the execution of the Contract at the level of CONFIDENTIEL UE/EU CONFIDENTIAL or above outside of the Contracting Au-thority’s premises, must possess a Facility Security Clearance (FSC) at the required classification level issued by the competent national authority, including provisions for the safeguarding of classified material / information at the same level, and including Communication and Information Systems (CIS) for processing classified information at the same level.
Please note that at least one entity within the group / Prime, Core team subcontractors must possess an FSC at the SECRET UE/EU SECRET level.
The FSC must be maintained throughout the entire duration of the Contract, including any potential extensions. The FSC is necessary to ensure the safeguarding of classified materials and information, including the use of Communication and Information Systems (CIS) for processing such classified information.
The possession of the FSC at the required classification level shall be evidenced to EUSPA as follows: 
1. Official documentation proving the entity’s FSC at the required classification level, along with confirmation of provisions for safeguarding/storing classified materials and the CIS at the same level and their validity and expiration date;
or 
2.  A duly signed and dated statement from the entity’s Local Security Officer (LSO), confirming that the entity holds the abovementioned FSC at the required level and that it complies with the re-quired provisions for safeguarding/storing classified information and CIS at the same level and their validity and expiration date;
or 
3. Written proof that the entity has submitted a request for FSC at the required level including for the two required provisions (see bold part above) before the competent national authorities of the Member States in which it is established. 
In case the abovementioned documentation cannot be obtained (i.e. due to security applicable regulations) or exceptional circumstances (e.g. subcontractor will handle EUCI within the prime’s premises only), the Candidate shall submit detailed explanation accompanied by relevant proof, justifying the reasons why these documents cannot be provided. EUSPA reserves the right to assess such explanation and to reject the relevant entity, should this be found unsatisfactory.
In the cases listed under items 2. and 3. above, the official documentation proving the entity’s FSC must be delivered to EUSPA at the latest before awarding the Contract. Failing the submission of the official documentation within the deadline indicated by EUSPA will lead to the rejection of the Tenderer, unless duly justified as per the paragraph above.
Compliance with this requirement will be assessed under selection criterion L.4 (see Section 13.4.1, List of Legal and Regulatory Capacity Criteria).
[bookmark: _Ref161328400][bookmark: _Ref179359239][bookmark: _Toc242358818]Personal Security Clearance
Any individual (within any entity including group members and subcontractors) who is expected to carry out tasks requiring handling EU classified information at the level of CONFIDENTIEL UE/EU CONFIDENTIAL or above, during the execution of the Contract, must possess, before being granted access to such information during the execution of the Contract, a Personal Security Clearance (PSC) at the required security classification level for handling EUCI. A PSC is required also for those individuals which, during the execution of the Contract, are expected to access tools or systems for the processing of any EU classified information of the Agency (e.g. the so-called “GRUE laptop”).  
The PSC must be issued by the competent national authority of an EU Member State and maintained throughout the entire duration of the Contract, including any potential extensions.
It is important to note that, in some EU Member States, the competent national authorities may require companies to possess a Facility Security Clearance (FSC) before issuing PSCs for their staff.
For the purposes of Phase I, the Candidate shall confirm in the Cover Letter that all personnel who will be required to access EU classified information during the execution of the Contract will hold the required PSC before being granted such access. 
The Candidate shall also confirm that at least five (5) employees within the Prime Contractor, group members and/or Core Team subcontractors designated for the initial execution of activities requiring access to SECRET UE/EU SECRET information will hold the corresponding PSC before Contract award.
Where the identity of such personnel is already known at Phase I and the relevant PSCs have already been granted, the Candidate shall submit the evidence referred to below together with the Request to Participate. 
Where the identity of such personnel is not yet known, or where the relevant PSCs have not yet been granted, the Candidate shall confirm that the necessary PSC procedures have been or will be initiated in due time to ensure the obtainment of the necessary PSCs before award.
For the sole purpose of assessing whether the Candidate may be invited to Phase II, such confirmation shall be sufficient. However, this does not constitute final compliance with selection criterion L5. Full compliance with selection criterion L5 requires the submission of the PSC evidence referred to below before Contract award.
In Phase II, the Tenderer shall submit, as part of the Technical File (ENVELOPE II), a Security Management Plan describing its industrial security organisation for the performance of the Contract. The Plan shall identify the functions requiring access to EU classified information, the personnel foreseen to perform such functions, the corresponding PSC requirements and, where the required PSCs have not yet been granted, the measures and indicative timeline for obtaining them.
The Security Management Plan shall in particular identify the personnel designated for the initial execution of activities requiring access to SECRET UE/EU SECRET information, including at least five (5) employees or consultants within the Prime Contractor, group members and/or Core Team subcontractors.
For the purposes of demonstrating full compliance with selection criterion L5 before Contract award, the Tenderer shall provide one of the following forms of evidence for the personnel referred to above:
1. Submission of an official documentation issued by the relevant national security authority, proving that the concerned personnel possess a valid PSC at the corresponding classification level;
or 
2. Submission of duly signed and dated statement from the entity’s Local Security Officer (LSO), confirming that the personnel possess the required PSC, specifying the classification level and the validity and expiration date.
In case the abovementioned documentation cannot be obtained (e.g., due to specific national security applicable rules) or exceptional circumstances, a detailed explanation must be provided, accompanied by relevant proof, justifying the reasons why the required documents cannot be submitted. EUSPA reserves the right to assess such explanation and to reject the relevant entity, should this be found unsatisfactory.
Failure to submit such evidence within the deadline indicated by EUSPA shall result in the Tenderer being considered non-compliant with selection criterion L5 and may lead to the rejection of the Tenderer, unless duly justified under the paragraph above and accepted by EUSPA.
Compliance with this requirement will be assessed under selection criterion L5 (see Section 13.4.1 List of Legal and Regulatory Capacity Criteria).
[bookmark: _Ref174438090][bookmark: _Toc242358819]Capacity to account for and handle EU COMSEC items
	Definition:
EU COMSEC Item: Item (equipment, data, or information) that contributes through its integrity, confidentiality, authenticity, availability, and non-repudiation properties, to communications security in an information system. This includes all material (e.g. keys, documents, devices, or equipment) which describes, contains, or relates to cryptographic products and is essential to the encryption, decryption or authentication of telecommunications as well as any other item that performs critical COMSEC functions.

Note: The electronic transmission of EUCI over untrusted networks implies the use of EU COMSEC Items (cryptographic products – devices or software - and/or keying material) classified accordingly with the level of classification of the EUCI to be protected.)



Any entity, including group members and subcontractors, foreseen to account for or handle EU COMSEC Items during the execution of the Contract shall ensure that the necessary authorisations, arrangements and personnel qualifications are in place before any such activities are performed and throughout the period during which such activities are carried out.
Any entity foreseen to account for EU COMSEC Items shall obtain and maintain the necessary authorisation granted by the competent national authority before accounting for such items.
Any personnel foreseen to handle EU COMSEC Items shall hold a valid Crypto Authorisation before being granted access to, or handling, such items.
The Candidate shall explicitly state in the Cover Letter (Phase I):
· Which of the entities in its tendering team are foreseen to account for EU COMSEC Items and whether the Tenderer and/or such entities foresee to:
· Operate such EU COMSEC Items – including remotely;
· Host such EU COMSEC Items and ensure their security custody.
· The maximum level of EU COMSEC Items classification.
· A confirmation that, where EU COMSEC Items are to be accounted for or handled during contract execution, the necessary COMSEC arrangements, authorisations and personnel qualifications will be obtained in accordance with the applicable national rules before any such activity is performed.
The Candidate is not required to hold, at Phase I, an existing EU COMSEC account, Facility Crypto Clearance, national Crypto/COMSEC authorisation or individual Crypto Authorisation. The absence of such existing authorisations shall not, as such, constitute a ground for rejection.
Compliance with this requirement will be assessed under selection criterion L6. The assessment will verify only that the Candidate has identified whether EU COMSEC Items are expected to be accounted for or handled during contract execution and has confirmed that the necessary arrangements, authorisations and personnel qualifications will be obtained before the relevant activities are performed.
The Contractor shall ensure that no entity or personnel accounts for, handles, operates, hosts or otherwise accesses EU COMSEC Items unless the required authorisations, arrangements and personnel qualifications have been obtained in accordance with the applicable rules. Evidence thereof shall be submitted to EUSPA before the start of the corresponding activities and within the deadlines defined in the Contract or indicated by EUSPA.
[bookmark: _Ref233821292][bookmark: _Toc242358820]Submission of Non-Disclosure Undertaking (RNDU) in Phase I: Access to EU Classified Information (EUCI) and EU Proprietary Information in Phase II and Phase III of the tender process 
In anticipation of protection of the essential security interest of the Union and its Member States, in accordance with Article 24 of the Space Regulation, only entities (potential Candidates/Tenderers or subcontractors) which, according to the submitted Legal Identification Form and supporting documents, are established in a Member State of the European Union are eligible to receive EUCI and Proprietary Information in Phase II of the procurement procedure. For the avoidance of doubt, this does not constitute the assessment of compliance with the Participation Conditions established in Section 7 and is without prejudice to the outcome of such assessment. The assessment of compliance with the Participation Conditions will be performed against the Candidates/Tenderers after the submission of the requests to participate. In addition, the EUCI and Proprietary Information is only available to potential Tenderers or sub-contractors.
The Candidate/Tenderer (including any Group member(s) and/or subcontractor(s) and/or any Core Team members(s)) participating in this procurement procedure shall treat with confidentiality any information and documents, disclosed in any form, in writing or orally, in relation to the procurement procedure. 
The prime Candidate or the Group coordinator shall submit a Non-Disclosure Undertaking together with the RtP, using the template provided in Annex I.G. The submission of a valid RNDU together with the RtP is a condition for being eligible, if pre-selected at the end of Phase I, to receive EU Proprietary Information and EUCI in Phase II and Phase III of the procedure.
Compliance with the obligation to submit the RNDU shall be assessed under selection criterion L.7 (see section 13.4.1, List of Legal and Regulatory Capacity Criteria).
The prime Candidate or Group coordinator, with the signing of the RNDU, further irrevocably and explicitly declares to ensure that the provisions under the RNDU shall apply wholly and unconditionally to any members of the contractor’s group and/or any of the subcontractors and/or any Core Team member(s) and any personnel he may draw on for the preparation of the RtP/tender.
For this purpose, the prime Candidate or Group coordinator shall each submit:
1. RNDU using the form attached in Annex I.G;
2. Identification Form (the “IF”) and the supporting documents indicated in the IF. The IF and the supporting evidence shall not be older than 1 year from the time of submission of the RNDU provided that no change occurred in the legal status in the meantime. If any change in the legal status occurred, up-to-date documents shall be submitted;
3. Proof that the person signing the RNDU is authorised to represent the Candidate/Tenderer;
4. Evidence of the appointment of a Local Security Officer (see section 10.1.3.1);
5. Further: 
a. evidence that at least one entity within the tendering team has access to a CIS accredited at RESTREINT UE/EU RESTRICTED level, or at a higher level, for the handling of EUCI to be disclosed during Phase II and Phase III of the procurement procedure;
and
b. For such CIS, either
i. the Declaration on CIS Accreditation attached to the RNDU, duly filled in and signed by a person authorised under national laws to make such declaration;
ii. a certificate or decision issued by the relevant competent authority proving the accreditation of the CIS at the required classification level.
Where the accredited CIS is not made available by the prime Candidate or Group coordinator, the entity through which the accredited CIS is made available shall also submit, before any EUCI is disclosed through or to such entity, the RNDU or other non-disclosure undertaking accepted by EUSPA, the Identification Form and supporting documents, proof of authority of the signatory, and evidence of appointment of a Local Security Officer.
For the avoidance of doubt, the prime Candidate or Group coordinator is not required to possess its own accredited CIS, provided that it demonstrates that EUCI disclosed during Phase II and Phase III will be handled through an accredited CIS made available by a group member, subcontractor, partner, competent national authority/administration, or another arrangement accepted by EUSPA. However, at least one such accredited CIS arrangement must be demonstrated before EUCI is disclosed in Phase II.
The documentation shall be submitted as part Phase I submission in accordance with section 15.8 (Submission). 
Before disclosure of EUCI and Proprietary Information to their sub-contractor(s) and/or any Core Team member(s), the Tenderer shall ensure that such sub-contractor(s):
· Have proven need to know for the purpose of participation / supporting Tenderer’s offer in the present procurement procedure;
· Are bound by the same provisions as those of the RNDU signed by them.
Furthermore, before any such disclosure of EUCI, the Tenderer shall:
· Request the authorisation of EUSPA providing an electronic copy of the RNDU signed by such third party (sub-contractor) or of a non-disclosure agreement between the Tenderer and such third party (sub-contractor), as provided in Article 2.4 of the RNDU.
· Provide to EUSPA, together with the authorisation request, the Identification Form (the “IF”) and the supporting documents indicated in the IF (under the same conditions as above, e.g. on validity) of any such third party (sub-contractor).
· Provide to EUSPA, together with the authorisation request, for the purpose of proving the need to know required above, a traceability matrix providing the list of the economic operators to receive the EUCI, which list shall specify the classified documents intended to be disclosed to each entity separately and the associated justification of the need to know for each entity;
· Provide to EUSPA, together with the authorisation request, the evidence of appointment of the Local Security Officer (under the same conditions as above) by any such third party (sub-contractor).
· Further, Tenderers shall ensure that any such third party (sub-contractor) provides:
· evidence that the third party will handle the EUCI disclosed to it through a CIS accredited at RESTREINT UE/EU RESTRICTED level, or at a higher level;
and
· for such CIS, either
i. the Declaration on CIS Accreditation attached to the RNDU, duly filled in and signed by a person authorised under national laws to make such declaration; or
ii. a certificate or decision issued by the relevant competent authority proving the accreditation of the CIS at the required classification level,
 which shall be made available to EUSPA upon request.
The Prime Tenderer’s LSO shall be responsible to ensure traceability of EUCI deliveries to relevant economic operators for control and audit purposes.
The Prime Tenderer’s LSO shall report to EUSPA LSO (LSO@euspa.europa.eu), without delay, in case of security incidents concerning mishandling of EUCI by potential sub-contractors to trigger the associated investigations and possible security mitigation measures.
Without prejudice to further legal measures, exchange of any EUCI and Proprietary Information subject to RNDU with any entity who has not previously signed the relevant RNDU and complied with all the applicable conditions above may lead to rejection from the procurement procedure under the discretion of the Contracting Authority.
Agreements previously signed by economic operators for access to EUCI and Proprietary Information not related to this procurement are not regarded as fulfilling the present requirements for the RNDU. 
Entities having received information under RNDU as described in this Section, which decide not to submit a Tender, must, within 15 (fifteen) working days from the deadline for submission of Tenders, follow the obligations detailed in Article 4 of the RNDU.
Likewise, an unsuccessful Tenderer is required to follow the obligations detailed in Article 4 of the RNDU, within 15 (fifteen) working days after the receipt of notification stating that it has not been selected. Likewise, if the procedure is cancelled, the Tenderer is required to follow the obligations detailed in Article 4 of the RNDU, within 15 (fifteen) working days after the receipt of notification of the cancellation of the procedure.
Further, the Prime Tenderer or group Coordinator must use all reasonable endeavours to ensure compliance with Article 4 of the RNDU by any entity that received EUCI and Proprietary Information as a result of the RNDU signature.
[bookmark: _Toc224726131][bookmark: _Toc242358821]Economic and Financial Capacity
The Tenderer shall demonstrate the financial and economic capacity required for the performance of the Contract as follows:
[bookmark: _Ref196903543][bookmark: _Toc224726132][bookmark: _Toc242358822]Stable Financial Position
The Tenderer must be in a stable financial position and have the economic and financial capacity to perform the Contract.
To evidence compliance with this criterion, the Tenderer shall submit: 
1. Duly filled in Financial Statements relating to the Selection Stage in Annex I.E (for each member of the Core Team, if applicable); and
2. Copy of the Tenderer’s annual accounts (profit and loss account, notes on the accounts and auditors’ remarks when applicable) of the last three years approved by external auditors (for each member of the Core Team, if applicable).
Note: In case the Tenderer intends to rely on the capacity of other entity or entities (Core Team) for the purpose of fulfilment of the present selection criterion, it shall submit the above-listed evidence (separately) for each member of the Core Team, but the assessment by the Contracting Authority will be conducted cumulatively.
[bookmark: _Ref196903667][bookmark: _Toc224726133][bookmark: _Toc242358823]Minimum Yearly Turnover
The Tenderer must have a minimum yearly turnover of EUR 10 000 000.00 in the last three years preceding the year of launch of the present procurement procedure.
To evidence compliance with this criterion, the Tenderer shall submit: 
1. Duly filled in Financial Statements relating to the Selection Stage in Annex I.E (for each member of the Core Team, if applicable); and
2. Copy of the Tenderer’s annual accounts (profit and loss account, notes on the accounts and auditors’ remarks when applicable) of the last three years approved by external auditors (for each member of the Core Team, if applicable).
Note: In case the Tenderer intends to rely on the capacity of other entity or entities (Core Team) for the purpose of fulfilment of the present selection criterion, it shall submit the above-listed evidence (separately) for each member of the Core Team, but the assessment by the Contracting Authority will be conducted cumulatively.
[bookmark: _Toc224726134][bookmark: _Toc242358824]Technical and Professional Capacity
The Tenderer shall demonstrate the technical and professional capacity required for the performance of the Contract as follows:
[bookmark: _Ref196904379][bookmark: _Toc224726135][bookmark: _Toc242358825]Relevant Experience
The Tenderer shall demonstrate experience in performing recent and comparable services encompassing definition, design, assembly, integration and testing of a security operations centre. 
Compliance with this criterion shall be evidenced by reference project(s) performed within the last ten (10) years. For each reference project, the Tenderer shall identify the client, the period of performance, the role of the Tenderer and the activities performed, demonstrating, as applicable:
b. Proven system knowledge and experience of the Candidate in Security Event and Incident Management infrastructure, services, and technologies;
c. Knowledge and experience on the EU Space Programme or Union Secure Connectivity programme;
d. Proven and successful experience in supporting the accreditation of a security monitoring system;
e. Demonstration of relevant experience in conducting the development, integration, deployment and verification and validation of a security monitoring system;
f. Demonstration of relevant experience in managing projects in an international context;
g. Demonstration of relevant experience in the maintenance and support to a security operation centre.
IMPORTANT NOTE: The Tenderer may rely on the capacities of other entities to fulfil the technical and professional selection criteria, regardless of the legal nature of the links which it has with them. The Tenderer must in that case prove to the Agency that it will have at its disposal the resources necessary for performance of the Contract, by producing a Letter of Intent (in the form provided in Annex I.D.1 (for subcontractors) and in Annex I.D.2 (for non-subcontractors)) ensuring that the tasks for which the support will be provided are clearly indicated therein.
[bookmark: _Toc242358826]AI Technical Capacity
The Tenderer shall demonstrate that it has, within the five years preceding the launch of this procurement procedure, successfully developed and/or implemented at least one AI system(s) / GPAI model(s) within the meaning of the Artificial Intelligence Act, comparable in nature and complexity to the system covered by this procurement, specifying: the AI use case, the risk classification (high-risk or non-high-risk), the technical architecture, and the role of the Tenderer (provider, deployer, or both).
To evidence compliance with this criterion, the Tenderer shall submit:
References including client name, description of the AI system(s) / GPAI model(s), dates and value of the contract(s), and contact details of the client for verification.
[bookmark: _Toc224726136][bookmark: _Toc242358827]Minimum Requirements
Tenderers must continue to fulfil the Minimum Requirements throughout the entire duration of this procurement procedure and for the entire duration of the ensuing Contract.
In case of any change in the situations regarding the below-mentioned criteria and requirements, Tenderers / Contractors shall inform the Contracting Authority without delay.
The Tenderer shall demonstrate compliance with Minimum Requirements as follows:
[bookmark: _Ref196905224][bookmark: _Toc224726137][bookmark: _Toc242358828]Compliance with environmental, social and labour laws and regulations
The Tenderer shall comply with applicable environmental, social and labour law obligations established by European Union law, national legislation, collective agreements or the applicable international social and environmental conventions listed in Directive 2014/24/EU.
To evidence compliance with this criterion, all economic operators participating in this procurement (i.e. primes, each group member and any proposed sub-contractors) shall fill-in the dedicated Section in the Declaration of Honour (Annex I.B).
[bookmark: _Toc242358829][bookmark: _Ref219711564][bookmark: _Toc224726138]Compliance with Artificial Intelligence (AI) laws and regulations
The Tenderer shall comply with applicable obligations related to the use of Artificial Intelligence (AI) established by European Union law and/or national legislation.
To evidence compliance with this criterion, all economic operators participating in this procurement (i.e. primes, each group member and any proposed sub-contractors) shall fill-in the dedicated Section in the Declaration of Honour (Annex I.B).
[bookmark: _Toc242358830]Minimum quality thresholds
Minimum quality thresholds (i.e. total minimum score for all the award criteria and individual minimum score for the criteria/sub-criteria), as identified in Section 12.1 below, and compliance to the requirements 3.7 (Ref.: REQ-3.7) and 3.8 (Ref.: REQ-3.8) of the Security Aspect Letter (SAL) shall operate as minimum requirements.
[bookmark: _Ref233821374][bookmark: _Toc242358831]Award Criteria (in Phases II and III)
The objective of the Award Criteria is to evaluate the Tenders with a view to choosing the most economically advantageous tender.
The Qualitative Award Criteria, exposed in Section 12.1 below and the Financial Award Criteria, exposed in Section 12.2 below, will be evaluated pursuant to the Evaluation Method detailed in Section 13.6 below.
[bookmark: _Ref233821340][bookmark: _Toc242358832]Qualitative Award Criteria
The technical quality of the Initial Tender and BAFO proposal will be assessed on the basis of the Tenderer’s Technical Proposal delivered in Phase II and in Phase III respectively. 
Technical offers in Phase II and in Phase III will be evaluated on the basis of the Qualitative Award Criteria in the following table. 
The maximum quality score is 100 points. 
Where an award criterion is divided into subcriteria, all subcriteria shall have equal weighting, except if expressed differently.

	Ref #
	Qualitative Award Criteria
	Minimum Score (Phase II/Initial Proposal)
	Minimum Score (Phase II Subsequent proposal/ Phase III/BAFO)
	Maximum Score

	Q1
	Quality and adequacy of the proposed MC SECMON solution

	10
	12
	20

	Q1
	Level of committed performance and operational efficiency of the proposed design for the MC SECMON solution, as per the Technical Proposal and Statement of Compliance against the applicable requirements (as defined in the SoW, its ADs and Annexes), critical analysis and related justification thereof.
	10
	12
	20

	Q2
	Quality, adequacy and credibility of the design, development, deployment, verification, training and accreditation approach
	10
	12
	20

	Q2.1
	Adequacy, completeness, quality and justification of the proposed plans and schedule for design, development, verification, deployment, and training phases. 
	5
	6
	10

	Q2.2
	Quality and adequacy of the proposed approach for the elaboration of the Security Risks Assessment as per the methodology defined in the SoW, statement of compliance to the SACP, critical analysis and related justification thereof. 
	5
	6
	10

	Q3
	Adequacy, quality and credibility of the maintenance approach  
	6
	8
	13

	Q3
	Level of committed performance and efficiency of the proposed MC SECMON maintenance services as per the applicable requirements (as defined in the SoW, its ADs and Annexes), the critical analysis and related justification thereof, and proposed approach towards maintenance.
	6
	8
	13

	Q4
	Level of stated compliance to the contractual baseline and relevance of justifications where applicable: 

	10
	12
	20

	Q4.1
	Level of stated compliance to draft Contract and relevance of the related justifications where applicable in case of non- or partial compliances are reported, including quality and consistency of possible alternative wording proposed.
	5
	6
	10

	Q4.2
	Level of stated compliance to the SAL and relevance of the related justifications where applicable in case of non- or partial compliances are reported, including quality and consistency of possible alternative wording proposed
	5
	6
	10

	 Q5
	Quality and maturity of the plans required under Section 5.2 of the Tender Specifications:
	5
	6
	10

	Q5.1
	Quality and maturity of the plan to ensure compliance with the Supply Chain requirement under Section 5.2 of the Tender Specifications and relevant commitment to achieve the target percentage of subcontracting with competitive tendering outside the group, or, if applicable, the completeness and robustness of the provided justification for any derogation
	2.5
	3
	5

	Q5.2
	Quality and maturity of the plan to maximise participation of SMEs and start-ups from across the Union in the delivery of the scope of the Contract in terms of technologies, services, processes entrusted to start-ups and SMEs and relevant justifications
	2.5
	3
	5

	Q6
	Credibility and appropriateness of costing
	5
	6
	10

	Q6.1
	
Consistency, justification and traceability of the various elements of the financial proposal and cost sheets with respect to the Tenderer’s technical proposal at prime and subcontractors’ levels.

	2.5
	3
	5

	Q6.2
	Level of compliance of the financial proposal with the requirements of the Tender Specifications and with the requirements / instructions of Annexes I.F.1 and I.F.2 and, where applicable, quality of the related justifications in case of non or partial compliance.

	2.5
	3
	5

	Q7
	Quality, appropriateness and comprehensiveness of solution for the AI integration
	4
	4
	7

	Q7
	Quality, appropriateness and comprehensiveness of the measures and plans guaranteeing compliance of the AI system(s) / GPAI model(s) part of the future solution with the applicable legislation. 
	4
	4
	7

	
	Total
	50
	60
	100



[bookmark: _Toc242358833]Financial Award Criteria (for Phase III)
[bookmark: _Toc242358834]General
Following the assessment of the qualitative award criteria, the tenders will be evaluated with regard to their financial proposals which shall be submitted in Phase II in the form specified in Phase II. 
In order to allow for a comparison of the offers, Tenderers are requested to submit their Financial Proposal following the financial proposal template as specified in Phase II which shall be duly filled in, stamped, initialled, dated and signed by the Tenderer, without any omission or addition with regard to the original format. Omissions or additions with regard to the original format may lead to exclusion from the tender procedure.
Prices presented shall be fixed and binding for the Tenderer/Contractor throughout the duration of the Contract.
0. [bookmark: _Ref178947181][bookmark: _Toc224726143][bookmark: _Toc242358835]Total Price for Evaluation Purposes of the Tender 
For evaluation purposes, the “Total Price for Evaluation Purposes of the Tender” will be computed using the financial table of answers  to be provided in Phase II). 
[bookmark: _Toc242358836]Calculation of Financial Score of the Tender
In case of competing tenders, the financial score will be calculated as follows: 
· the tender offering the cheapest price will receive 100 points. 
· The other tenders will receive points according to the ratio between the cheapest price and their one, and then multiplied by 100, as shown in the formula below:

In case only one valid Tender reaches this stage of the evaluation process (i.e. only one Tender passes in the award stage and/or has scored above the (individual and overall) thresholds for the qualitative award criteria identified in Section 12.1 above), the financial evaluation will be calculated using the following formula:


[bookmark: _Toc224726145][bookmark: _Toc242358837]Evaluation Method
Tenders will be evaluated in the light of the criteria set out in these Tender Specifications.
The evaluation is based solely on the information provided in the submitted Tender and, if applicable, on additional information and evidence provided at the request of the Contracting Authority during the procedure. For the purposes of the evaluation related to exclusion and selection criteria the contracting authority may also refer to publicly available information, in particular evidence that it can access on a national database free of charge.
It involves the following:
1. Verification of the submission requirements (all phases);
2. Verification of compliance with the Access to Procurement conditions (Phase I);
3. Verification of non-exclusion of Tenderers/Subcontractors on the basis of the exclusion criteria (Phase I);
4. Verification of non-rejection of Tenderers/Subcontractors on the basis of the rejection criteria (Phase I);
5. Verification of compliance with the selection criteria (Phase I);
6. Verification of compliance with the minimum requirements (Phase I);
7. Evaluation of tenders on the basis of the award criteria (Phase II and subsequent).
The contracting authority will evaluate the abovementioned elements in the order that it considers to be the most appropriate.
If the evaluation of one or more elements demonstrates that there are grounds for rejection, the tender will be rejected and will not be subjected to further full evaluation. The unsuccessful tenderers will be informed of the ground for rejection without being given feedback on the non-assessed content of their tenders. Only tenderer[s] for whom the verification of all elements did not reveal grounds for rejection can be awarded the contract[s] resulting from this call for tenders.
In order to demonstrate compliance with exclusion criteria, non-rejection criteria, selection criteria, access to procurement conditions and minimum requirements, any participating entity (including group members and subcontractors) must sign the Declaration of Honour (DoH) duly completed, dated and signed (Annex I.B). 
Please note that any non-compliance reported in the DoH, if confirmed, may lead to rejection from the procurement process. This is without prejudice to the possibility to correct clerical errors or omissions in the submitted DoH.
[bookmark: _Toc242358838]Access to procurement (in Phase I)
Tenderers will be evaluated against the requirements detailed in Section 7 above:

	Ref #
	Access to Procurement Conditions 
	To be Evidenced by:
	Applicable to:

	A1
	Participation conditions
Entity must meet the conditions as per Section 7.1 above.
	As per the provisions in Section 7.1

	All economic opera-tors, as provided in Section 7.1

	A2
	EU Restrictive measures 
Entity must meet the conditions as per Section 7.2 above.
	As per the provisions in Section 7.2.
 
	All economic operators, as provided in Section 7.2.



[bookmark: _Toc224726147][bookmark: _Toc242358839]Exclusion Criteria
Tenderers will be evaluated against the requirements detailed in Section 8 above:
	Exclusion Criteria 
	To be Evidenced by:
	Applicable to:

	Exclusion Criteria
Entity must not be in any of the exclusion situations as per Section 8 above.
	As per the provisions in Section 8 above.
	All economic operators, as provided in Section 8 above.



[bookmark: _Toc224726148][bookmark: _Toc242358840]Rejection Criteria
Tenderers will be evaluated against the requirements detailed in Section 9 above:
	Rejection Criteria 
	To be Evidenced by:
	Applicable to:

	Rejection Criteria
Entity must not be in any of the exclusion situations as per Section 9 above.
	As per the provisions in Section 9 above.
	All economic operators, as provided in Section 9 above.



[bookmark: _Toc242358841]Selection Criteria (in Phase I)
Section 10 above, as well as the subsections below specify which selection criteria evidence must be pro-vided with the Tender (see the column “to be evidenced by” in the tables below – for details, refer to Sec-tion 10 above). If the Tenderer does not provide valid documentary evidence within the deadlines set by the Contracting Authority, the Contracting Authority reserves the right to reject the Tender. In any event, in case a Tenderer proposed for the award of the Contract fails to comply with the above evidence requirement, its Tender will be rejected, unless there is a ground for a waiver.
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[bookmark: _Toc242358842]Legal and Regulatory Capacity

	Ref #
	Legal and Regulatory Capacity Criteria
	To be Evidenced by:
	Applicable to:

	L1 
	Legal Entity Authorisation Requirement
Compliance with Section 10.1.1 above
	As per the provisions in Section 10.1.1 above.
	All economic operators, as provided in Section 10.1.1 above.

	L2 
	Management of conflicting interest
Compliance with Section 10.1.2 above
	As per the provisions in Section 10.1.2.
	All economic operators, as provided in Section 10.1.2.

	L3 
	Appointed Local Security Officer (LSO) – as per Section 10.1.3.1.
	As per the provisions in Section 10.1.3.1.
	All economic operators, as provided in Section 10.1.3.1.

	L4 
	Possession of a Facility Security Clear-ance (FSC) as per Section 10.1.3.2.
	As per the provi-sions in section 10.1.3.2.
	All economic operators, as provided in Section 10.1.3.2.

	L5 
	Possession of PSC at the required level as per Section 10.1.3.3.
	As per the provisions in Section 10.1.3.3

	All economic operators, as provided in Section 10.1.3.3.

	L6 
	Capability for handling of EU COMSEC Items as per Section 10.1.3.4.
	As per the provisions in Section 10.1.3.4.

	All economic operators, as provided in Section 10.1.3.4.


	L7 
	(Re-inforced) Non–Disclosure Undertaking signature as per Section 10.1.3.5.
	As per the provisions in Section 10.1.3.5.

	All economic operators, as provided in Section 10.1.3.5.


[bookmark: _Toc242358843] Economic and Financial Capacity

	Ref #
	Economic and Financial Capacity Criteria
	To be Evidenced by:
	Applicable to:

	F1
	The Tenderer must be in a stable financial position and have the economic and financial capacity to perform the Contract.
	As per the provisions in Section 10.2.1.

	The Tenderer, including its Core Team (cumulatively) in accordance with Section 4.1.


	F2
	The Tenderer must have a minimum yearly turnover of 10 MEUR in the last three years preceding the year of launch of the present tender procedure. 
	As per the provisions in Section 10.2.2.

	The Tenderer, in-cluding its Core Team (cumulative-ly) in accordance with Section 4.1.


[bookmark: _Toc242358844]Technical and Professional Capacity

	Ref #
	Technical and Professional Capacity Criteria
	To be Evidenced by:
	Applicable to:

	T1
	Relevant experience
Experience of Tenderer in performing recent and comparable services.
	As per the provisions in Section 10.3.1.

	The Tenderer, including its Core Team (cumulatively) in accordance with Section 4.1.


	T2
		AI Technical Capacity

	As per the provisions in Section 10.3.1.
	The Tenderer, including its Core Team (cumulatively) in accordance with Section 4.1.


[bookmark: _Toc242358845]Minimum Requirements
	Ref #
	Minimum requirements 
	To be evidenced by:
	Applicable to:

	M1
	Compliance with applicable environmental, social and labour law obligations established by European Union law, national legislation, collective agreements or the applicable international social and environmental conventions listed in Directive 2014/24/EU.
	As per the provi-sions in Section 11.1.
	All economic operators, as provided in Section 11.1.

	M2
	Compliance with applicable obligations related to the use of Artificial Intelligence (AI) established by European Union law and/or national legislation.
	As per the provisions in Section 11.2.

	All economic operators, as provided in Section 11.2.

	M3
	Minimum quality thresholds (i.e. total minimum score for all the award criteria and individual minimum score for the criteria), as identified in Section 12.1, and compliance to the requirements 3.7 (Ref.: REQ-3.7) and 3.8 (Ref.: REQ-3.8) of the Security Aspect Letter (SAL) shall operate as minimum requirements.
	As per the provisions in Section 11.3.

	The Tenderer, including its Core Team (cumulatively) in accordance with Section 4.1.



[bookmark: _Ref164873398][bookmark: _Toc224726154][bookmark: _Toc242358846][bookmark: _Ref168561720][bookmark: _Toc224726155]Award Stage (Phase II and subsequent)
The assessment of the Tenders in the Award Stage is carried out against the Qualitative and the Financial Award Criteria set out in section 12 above pursuant to the method set out below.
0. [bookmark: _Toc242358847]Qualitative Award Criteria
Each qualitative award (sub-)criterion will be scored out of one hundred as per reference table below and then weighted.
	Scale
	Score %

	Not satisfactory 
	0-49

	Satisfactory
	50-59

	Good
	60-70

	Very Good
	71-85

	Excellent
	86-95

	Perfect
	96-100


The evaluation of the technical quality will be based on the ability of the Tenderer to perform the Contract, as described in these Tender Specifications and their annexes. To this end, the information in the technical proposal must be consistent with these Tender Specifications and their annexes. The technical proposal shall contain all necessary information to allow evaluation of the tender according to the qualitative award criteria specified in this document, including in particular the evidence indicated for each criterion.
The qualitative award criteria will be scored out of one hundred (100) points. 
In Phase II Tenders who do not obtain the minimum score for each qualitative award criterion as specified in the table below AND at least 50% of the overall score for all the qualitative award criteria will not be admitted in the negotiation phase in Phase II.
In Phase III Tenders who do not obtain the minimum score for each qualitative award criterion as specified in the table below AND at least 60% of the overall score for all the qualitative award criteria will not be admitted to the next stage of the evaluation procedure.
[bookmark: _Toc242358848]Calculation of Final Score and Ranking of Tenders
The Contract will be awarded to the Tenderer having demonstrated compliance with the exclusion criteria, non-rejection criteria, selection criteria, access to procurement conditions and minimum requirements and offering the best value for money, i.e. the highest score in the final evaluation.
The final score of each tender is established by weighting technical quality against price on a 60/40 basis and will be calculated using the following formula:
	SCORE FOR TENDER= 60% of Qualitative Evaluation score + 40% of Financial Evaluation score


A ranking list of all Tenderers will be established based on the ‘score for tender’ formula above. The contract will be awarded to the Tenderer which will be ranked the highest (the best price-quality ratio).
[bookmark: _Toc242358849]Award of the Contract and standstill period (Phase II and subsequent)
The Contracting Authority will award the contract in accordance with Articles 170 and 173 of the Financial Regulation. The award decision will be notified to successful and unsuccessful Tenderers in line with Article 173 of the Financial Regulation. 
The Contracting Authority shall not sign the Contract with the successful Tenderer until a standstill period of 10 (ten) calendar days have elapsed, running from the day after the simultaneous dispatch of the notifications to successful and unsuccessful Tenderers by electronic means. 
[bookmark: _Ref130809276][bookmark: _Ref177649387][bookmark: _Ref177658232][bookmark: _Toc242358850]Conditions of Submission of RtP-s/Tenders
[bookmark: _Toc242358851]Participant Register 
Any economic operator willing to submit a request to participate/tender for this call for tenders must be registered in the Participant Register  - an online register of organisations and natural persons participating in European Commission's calls for tenders or proposals (participants). 
Upon registering each participant obtains a Participant Identification Code (PIC, 9-digit number) which acts as its unique identifier in the Participant Register.  A participant needs to register only once – the information provided can be further updated or re-used by the participant in other European Commission's calls for tenders or calls for proposals. 
Participants are required to provide information about the SME status of the participant in the Participant Register by filling in the SME Declaration section in the Participant Register. The section becomes available only when updating/modifying the details of the registered organisation.
[bookmark: _Hlk78495577]At any moment during the procurement procedure the Research Executive Agency Validation Services (hereafter the EU Validation Services) may contact the participant and ask for supporting documents on legal existence and status and financial capacity. The requests will be made through the register's messaging system to the e-mail address of the participant's contact person indicated in the register. It is the responsibility of the participant to provide a valid e-mail address and to check it regularly. The documents that may be requested by the EU Validation Services are listed in the EU Grants and Tenders Rules on Legal Entity Validation, LEAR appointment and Financial Capacity assessment. 
Please note that a request for supporting documents by the EU Validation Services in no way implies that the tenderer has been successful.
[bookmark: _Toc242358852]Use of Artificial Intelligence (AI) in preparation of the Tender
When considering the use of generative artificial intelligence (AI) tools for the preparation of the proposal, it is imperative to exercise caution and careful consideration. The AI-generated content should be thoroughly reviewed and validated by the applicants to ensure its appropriateness and accuracy, as well as its compliance with the applicable intellectual property regulations. Applicants are fully responsible for the content of the proposal (even those parts produced by the AI tool) and must be transparent in disclosing which AI tools were used and how they were utilized. Specifically, applicants are required to:
a. Verify the accuracy, validity, and appropriateness of the content and any citations generated by the AI tool and correct any errors or inconsistencies.
b. Provide a list of sources used to generate content and citations, including those generated by the AI tool. Double-check citations to ensure they are accurate and properly referenced.
c. Be conscious of the potential for plagiarism where the AI tool may have reproduced substantial text from other sources. Check the original sources to be sure you are not plagiarizing someone else’s work.
d. Acknowledge the limitations of the AI tool in the proposal preparation, including the potential for bias, errors, and gaps in knowledge.
[bookmark: _Toc242358853]Disclaimers
Please note disclaimers referred to in the invitation and in Section 1.4 above.
[bookmark: _Toc242358854]Variants
Variants are not permitted under this procurement procedure.
[bookmark: _Toc242358855]Preparation costs of Tenders
Costs incurred in preparing and submitting the RtP, the Initial Tender, subsequent Proposals and/or BAFO are borne by the Candidates/Tenderers and will not be reimbursed.
[bookmark: _Toc242358856]Presentation of the RtP/Tender
[bookmark: _Toc242358857]Language
Request to Participate and the Tender shall be drafted in one of the official languages of the European Union, preferably ENGLISH.
[bookmark: _Ref98960355][bookmark: _Ref98960376][bookmark: _Toc242358858]Content of the RtP/Tender to be Submitted
The RtP must be:
· signed by the Candidate’s duly authorised representative;
· perfectly legible so that there can be no doubt as to words and figures;
· drawn up using all model reply forms supplied in the annexes to these Tender Specifications;
· clear and concise, with continuous page numbering, and assembled in a coherent fashion (e.g. bound, stapled, or organised in files).
The Contracting Authority reserves the right to request additional evidence in relation to the tender submitted for evaluation or verification purposes.
Note: The time for completion of the procurement evaluation and award of the Contract is of essence. The bidders are requested to read carefully the requirements, specified in the Tender Specifications for each exclusion and selection criterion and for the evidences, requested to demonstrate a compliance to them.[footnoteRef:24]  [24:  If during the tender preparation bidders need clarification on the requirements or requested evidences, they may refer to the opportunity to obtain such via the Q/A process – see section 15.11 below.] 

Should the Tenderer omit to submit or submits evidence that is not compliant[footnoteRef:25] or is unclear, the Contracting Authority may restrict the number of the requests for clarifications or not search for clarifications as per Art. 154 FR, if the clarification process may lead to a delay in the tender evaluation completion. [25:  E.g. Issued by other than the specified authority / not signed/ outdated / signed by non-authorized person / signed by person for whom authorisation is not demonstrated / discrepant with other documents in the tender, etc.] 

[bookmark: _Toc242358859]Administrative File (ENVELOPE I) for the Request to Participate (RtP) (Phase I)
[bookmark: _Hlk188897751]Each Request to Participate (RtP) shall include an administrative file, containing:

	[bookmark: _Hlk94016654]Ref. #
	ENVELOPE 1 – ADMINISTRATIVE DOCUMENTS 

	1) 
	A cover letter, dated and signed by duly authorised representative of the Tenderer, including:
· A declaration of full acceptance of the terms and conditions of this Invitation to Tender (without prejudice to the possibility of declaring (duly justified) partial- or non- compliances to the contractual and technical baseline in Phase II;
· A section presenting the industrial organisation of the Tenderer, describing the Tenderer and listing all the legal entities involved, specifying each entity's role and qualifications. For each entity, it shall be clearly identified (i) whether it is essential in order for the Tenderer to be in a position to meet the selection criteria (i.e. whether it belongs to the “Core-Team”)  (ii) whether it will be involved in security sensitive activities (including a due justification / explanation)  (ii) whether it will be accessing EUCI for the purpose of the Contract and at which classification level (for each entity); (iii) whether it will be accessing EU COMSEC Items for the purpose of the Contract.
· In case of groups, the competition law compliance assessment made under Section 4.5 above;
· A statement in line with the requirement under Section 7.2 above (EU Restrictive Measures).
· All the Information required pursuant to Section 9 above (Rejection Criteria).
· A statement pertaining to the Conflicting Interest of the Contractor including all the details, as applicable, as required under Section 10.1.2 above, i.e. for each economic operator (i.e. the Prime Tenderer / each member of the group / each subcontractor).
· A list of all the documentation included/enclosed in the Tender.


	2) 
	A duly signed and dated statement of authorisation/Power of Attorney containing the name and position of the representative/signatory and official documentary evidence on the person‘s legal authority to validly sign the Tender and the Contract on behalf of the organisation, should it be awarded it.

	3) 
	In case of groups, a duly signed and dated statement/declaration by each of the group members specifying the company or person heading the project and authorised to submit a tender on behalf of the group, sign and manage the Contracts, using the template in Annex I.C.

	4) 
	The duly filled-in and signed Identification Sheet of the Tenderer using the template in Annex I.A.
Annex I.A (one per Tenderer including all the legal entities involved in the group and sub-contractors and containing, where appropriate, as many Sections as legal entities involved).

	5) 
	For the proposed subcontractors, or other entities on whose capacity the Tenderer intends to rely, duly filled in, signed and dated Sub-contractor Letter of Intent using the template in Annex I.D.1 (for subcontractors) and/or Non-Subcontractor Letter of Intent using the template in Annex I.D.1 (for other entities), to be submitted for each subcontractor/entity individually).

	Access to procurement

	6) 
	The duly filled-in Declaration of Ownership and Control, using the template in Annex I.H – Part 2,
 including all necessary documents required in Annex I.H for the assessment of the 
compliance with the Participation Condition (see Section 0 above). To be submitted separately by each entity to which the Participation Conditions apply pursuant to Section 0 and Section 5 above.

[IMPORTANT: Attention is drawn to Section 5 above.

	Exclusion / non -rejection Criteria

	7) 
	The duly filled in, signed and dated Declaration(s) of Honour (including supporting evidence) relating to exclusion criteria, grounds for rejection and selection criteria using the template in Annex I.B - one per economic operator (i.e. Tenderer, all group members, all sub-contractor(s), if any).

	Selection Criteria – General

	8) 
	The duly filled in, signed and dated Identification Form (one per economic operator involved (tender, group member, or sub-contractor) using the template available at: Business partners – legal entities and bank accounts - European Commission.

Note: Only the Prime Tenderer or Group Leader are required to fill-in the “Banking Details” section of the Identification

	9) 
	Extract of the inclusion in a trade or professional register, or certificate, membership of a specific organisation, or equivalent (one per economic operator involved (tender, group member, or sub-contractor).

Note: If the VAT number does not appear on such document, provide a proof of the VAT number in addition to the above.

	Selection Criteria – Security Requirements

	10) 
	Documents related to the appointment of the Local Security Officer for each entity (including group members and subcontractors) expected to handle EU classified information (EUCI) at the level of RESTREINT UE/EU RESTRICTED or above. See Section 10.1.3.1 above.

	11) 
	Documents related to the possession of the Facility Security Clearance for each entity (including group members and subcontractors) expected to handle EUCI during the execution of the Contract at the level of CONFIDENTIEL UE/EU CONFIDENTIAL or above outside of the Contracting Authority’s premises. See Section 10.1.3.2 above.

	12) 
	Documents related to the possession of the Personal Security Clearance for each individual (within any entity including group members and subcontractors) who is expected to carry out tasks requiring handling EU classified information at the level of CONFIDENTIEL UE/EU CONFIDENTIAL or above. See Section 10.1.3.3 above.

	13) 
	Documents related to the capacity to handle EU COMSEC items by each entity (including group members and subcontractors) expected to handle EU COMSEC Items. See Section 10.1.3.4 above.

	14) 
	The duly signed and filled in (Re-inforced) Non-Disclosure Undertaking (RNDU) pursuant to section 10.1.3.5 above using the template in Annex I.G for each entity (including group members and subcontractors) expected to handle EU classified information (EUCI) at the level of RESTREINT UE/EU RESTRICTED or above.

	Selection Criteria – Economic and Financial Capacity

	15) 
	The duly filled in, signed and dated Financial Statements relating to the selection stage using the template in Annex I.E, complemented by the full financial statements for the last three financial years and a statement of turnover relating to the relevant  services for this tender. To be submitted separately by each entity on whose capacity the Tenderer intends to rely for the fulfilment of the Economic and Financial Capacity Criteria.

	Selection Criteria – Technical and Professional Capacity

	16) 
	A declaration describing (and tracing to the evidence provided) the Tenderer’s experience in performing recent and comparable services, as required to fulfil criteria in section 13.4.3 (T1).




[bookmark: _Toc242358860]Technical File (ENVELOPE II) for the RtP (Phase I)
Each RtP shall include a technical file, containing:
	Ref. #
	ENVELOPE 2 – TECHNICAL OFFER 

	[bookmark: _Hlk94016676](1)
	An Executive Summary (maximum 15 pages) providing a high level view of the Tenderer’s proposed organisation for the performance of the activities within the Tender and, if awarded, within the Contract;



[bookmark: _Toc242358861]Administrative File (ENVELOPE I) for the Initial Tender / BAFO
[bookmark: _Toc242358862]The Agency reserves the right to refine the list in the next Phases of the procurement
	Ref. #
	ENVELOPE 1 – ADMINISTRATIVE DOCUMENTS 

	1) 
	A cover letter, dated and signed by duly authorised representative of the Tenderer, including:
· A declaration of full acceptance of the terms and conditions of this Invitation to Tender (without prejudice to the possibility of declaring (duly justified) partial- or non- compliances to the contractual and technical] baseline;
· To the extent there are changes compared to the Phase I submission, all other elements required under the Phase I cover letter, as updated and as applicable. 
· A list of all the documentation included/enclosed in the Tender.

	2) 
	To the extent there are changes compared to the Phase I submission, all other elements required to prove compliance with:
· Access to Procurement
· Exclusion / non -rejection Criteria
· Selection Criteria
as updated and as applicable.

	3) 
	Duly written, signed and dated Statement of Compliance (using the template to be provided in Phase II) to the contractual baseline, i.e. to the Draft Contract, and to the Security Aspects Letter (“SAL”) (including the related annexes). 
The Declaration on CIS Accreditation attached as Annex I to the SAL shall be duly filled in and signed by the authorised representative of the Tenderer.
Tenderers are informed that their tenders will be assessed, by virtue of the qualitative criterion Q4, on the level of compliance to the contractual baseline and the credibility of the related justifications / quality and consistency of the proposed alternative wording.
In all the cases where Tenderers are required to submit their Statement of Compliance, the following rules shall apply:
a) The Statement of Compliance shall state the degree of compliance with the relevant provisions/requirements/documents (and related annexes) provided by the Contracting Authority as part of the Invitation to Tender.
b) Each Statement of Compliance shall state (alternatively): 
i. Full compliance
ii. Non-compliance
iii. Partial compliance
Each statement shall be duly justified:
· In general terms, within the statement of compliance itself.
· By reference to the sections of the Tender where further justifications are developed.
c) In case full compliance is stated, Tenderers shall avoid comments, assumptions, and limitations as they will not be taken into account by the Contracting Authority for the evaluation and they shall not apply in case of award. 
d) In case partial or non-compliance is stated, in addition to the relevant justifications, Tenderers are required to elaborate alternative drafting (including contractual drafting when relevant) reflecting their position in the body text of the document or of its annexes, when relevant.
e) Acceptance of a Tender containing reservations, or proposed modifications or amendments is not to be construed as acceptance of these, unless and until such modifications or amendments are confirmed in the contract.
Any justification or description included in the Tender, not specifically recalled in the relevant Statements of Compliance will be disregarded and cannot be opposed to the Contracting Authority in the frame of contract execution.

	4) 
	An electronic copy of each document submitted in the administrative envelope on CD-ROM or USB stick with the full set of documents in machine readable format (MS Office 2003 or later, or Adobe Reader Version 8.0 or later), strictly identical in full to the original tender.]



[bookmark: _Toc242358863]Technical File (ENVELOPE II) for the Initial Tender / BAFO
The Agency reserves the right to refine the list in the next Phases of the procurement. 
Each tender shall submit for Phase II Initial Tender and Phase III BAFO, a technical file in machine readable format (MS Office 2003 or later, or Adobe Reader Version 8.0 or later), containing (the Agency reserves the right to refine the list in the next Phases of the procurement): 

	Ref. #
	ENVELOPE 2 – TECHNICAL OFFER 

	(1)
	An Executive Summary (maximum 15 pages) providing a high level view of the Tenderer’s proposed organisation for the performance of the activities within the Tender and, if awarded, within the Contract;

	(2)
	The technical proposal shall clearly demonstrate how each award criterion is complied with, sub-divided into sub-sections per each (sub)criterion. Each of these sections and subsections shall include the complete approach related to the respective award criteria and sub-criteria.

The Technical Proposal, shall include at least the following elements:
· For the purpose of assessment of the qualitative award criterion Q1, description of the proposed technical solution, the level of committed performance and operational efficiency of the solution, the coverage of main activities identified within the Statement of Work, substantiated by the following documents and justifying how the stated compliance in the provided SoCs (see section 3 below) will be achieved:
· System Architecture Document (max. level of classification R-UE/EU-R)
· Security Architecture Document (max. level of classification R-UE/EU-R)
· Preliminary Design Definition File (max. level of classification R-UE/EU-R)
· Configuration Management Plan
· Concept of Operations (CONOPS)
· For the purpose of assessment of the qualitative award criterion Q2, description of the proposed management approach for the provision of the design, development, deployment, verification and validation phases and related accreditation support. The tenderer shall demonstrate how the proposed management approach ensures the fulfilment of, and continued compliance with, the requirements for which compliance is claimed in the Statements of Compliance, and shall provide the following documents:
· Project Management Plan (including proposed Project Schedule)
· Security Management Plan
· Risk Management Plan and Risk Register
· Design, Development, Deployment and Verification Plan
· Quality Assurance Plan
· Accreditation Plan, outlining the steps required to support the achievement of security accreditation decisions, in accordance to defined SACP
· Work Breakdown Structure and Description
· Operations Training Plan
· Environmental Management and Monitoring Plan (EMMP).
· For the purpose of assessment of the qualitative award criterion Q3, description of the proposed approach for the maintenance activities, including following documents:
· Maintenance Plan, including but not limited to:
· Maintenance Schedule, detailing the frequency and type of maintenance activities
· Problem/ Anomaly Management, describing how recurring issues will be identified and addressed
· Spare Parts Management, if applicable
· KPI monitoring Plan
· Obsolescence Plan
· With regard to the competitive subcontracting requirement as set out under Section 5.2 of these Tender Specifications, Tenderers are required to include, in a dedicated section, a plan describing in detail how they plan to comply with the said requirement.

	(3)
	An AI Technical Dossier comprising the following:
· In case the Tenderer envisages the use of AI system(s) / GPAI model(s), the Tenderer shall submit:
· The identification of the AI tool and the classification whether this is an AI System(s) / GPAI model(s) in accordance with Regulation (EU) 2024/1689.
· The Risk Assessment of the AI tool according to the principles of Regulation (EU) 2024/1689. For the purposes of elaborating the risk assessment, Tenderers are invited to consider the check list under Annex I.R. Such check list is provided for indicative purposes only and is not supposed to affect the responsibility for the risk assessment which remains with the tenderers.
· The identification of the relevant roles  (i.e. Provider, Deployer, etc.) with respect to the AI tool in accordance with Regulation (EU) 2024/1689.
· Any other information or justification relevant to demonstrate and substantiate compliance with Regulation (EU) 2024/1689, including from the perspective of data protection according to Regulation (EU) 2016/679 (General Data Protection Regulation) and fundamental rights impact.
· For the purpose of assessment of the qualitative award criterion Q7:
· Risk Management Plan (maximum 10 pages) (i) identifying any risks related to the use of the AI system(s) / GPAI model(s) in execution of the future Contract and proposing any envisaged risk mitigation actions and (ii) proposing an approach to identification of new risks emerging during contract execution.
· Description of the Data Governance measures (maximum 5 pages) to prevent data leaks and ensure IPR compliance in relation to the AI system(s) / GPAI model(s).
· Description of the Human Oversight measures (maximum 5 pages) including (i) override and halt mechanisms, (ii) training and support to oversight staff, and (iii) measures to ensure accuracy, robustness and cybersecurity.
· Description of the approach towards the future Post-Market Monitoring Plan (maximum 3 pages) ensuring compliance with the Artificial Intelligence Act.


	(3)
	Duly written, signed and dated Statement of Compliance (SOC) (using the template to be provided in Phase II) to the technical baseline, i.e. SoW and all Applicable Documents (AD) as per CISL (Annex to SOW). 
The SoCs shall: 
• cover all the requirements and sections of the document and respond to each requirement
individually;
• respect the following naming convention:
o “C”: Fully compliant - Comments, assumptions, limitations shall be avoided (except
traceability with the proposal). Please note that Comments, assumptions, limitations will
not be taken into consideration by the Agency and shall not apply in the Contract in case
of award;
o “PC” Partially compliant - any item which is not fully compliant shall be described in a
comment, as well as the reason for partial-compliance, the comment shall allow to identify
clearly the part of the requirement that the tender complies with;
o “NC” Non-compliant - reasons for non-compliance shall be described;
o “N/A” Not applicable - requirement not considered to be applicable. Reason for non-applicability shall be described.
• The above naming convention applies for any SoC delivered by the Tenderer, including the SoC to classified documents. Partial and non-compliances shall be listed, explained and justified.
Tenderers are informed that their tenders will be assessed, by virtue of the qualitative criteria Q1, Q2 and Q3, based on the level of compliance to the technical baseline related to the activities, to the management, and the credibility of the related justifications.

	(4)
	A list of COTS to be used for the purpose of the Contract, clearly identifying (a.) their intended use within the scope of the Tender / Contract, and (b.) whether the suppliers thereof are OEMs or Re-Sellers, as required under Section 5.1.2 above.

	(5)
	An electronic copy of each document submitted in the administrative envelope on CD-ROM or USB stick with the full set of documents in machine readable format (MS Office 2003 or later, or Adobe Reader Version 8.0 or later), strictly identical in full to the original tender.



[bookmark: _Toc242358864]Financial File (ENVELOPE III) for Initial Tender / BAFO
The Agency reserves the right to refine the list in the next Phases of the procurement 

	Ref. #
	ENVELOPE 3 – FINANCIAL OFFER 

	(1)
	Duly signed and dated Financial Proposal using the template in Annex I.F.1.


	(2)
	
Financial proposal summary and Pricing methodology in a separate document attached
to the Financial Proposal Template, providing:
· Description of the overall financial proposal.
· Financial Assumptions taken.
· Pricing methodology/logic to arrive to define the prices, approach and justification of overheads, profit or/and any other financial provision (e.g. for indexation rate) in the proposal.
· Work Breakdown structure (WBS) in line with the technical requirements (defining the composition rules). The WBS shall be structured and composed   as a hierarchical tree where each level represents the necessary sub-set of activities and tasks to execute the project.
· High level view on the industrial organization and contractual structure, necessary for the description of the industrial implementation and understanding of the Prime and members/subcontractors responsibilities and roles in the execution of the WBS.
· Prime and subcontractors share for the baseline and/or options prices.
· Should any risks contingency be included in the prices by the Tenderer, the risk shall be included in the methodology, including risks description, likelihood and justification of the financial expected impact (i.e. risk overheads). 

	(3)
	Cost Sheets using the template in [Annex I.F.2] for the Tenderer and each of the subcontractors. Tenderers are informed that their tenders will be assessed, by virtue of the qualitative criterion, on the credibility and appropriateness of costing.

	(4)
	A Financial Statistical Report using the template in Annex I. K

	(5)
	An electronic copy of each document submitted in the financial envelope on CD-ROM or USB stick with the full set of documents in machine readable and editable format (MS Office 2003 or later), strictly identical in full to the original tender, including.



The financial offer must respect the following conditions:
[bookmark: _Toc242358865]Prices and Economic condition
Prices quoted in Annex I.F.1 and Annex I.F.2 must be quoted in Euro (€). Prices are firm and fixed and binding for the Tenderer/Contractor throughout the duration of the Contract. The prices shall not be conditional and are binding for the Tenderer and shall include all costs and expenses, which are necessary for performance of the tasks. 
Each price offered by the Tenderer must be substantiated by submitting detailed Cost Sheets (Annex I.F.2) and pricing methodology and justification. 
The prices shall be quoted in 2026 economic conditions.
[bookmark: _Toc242358866]Financial proposal 
The financial proposal shall be submitted duly filled in in line with the Financial Proposal Template and the instructions in Annex I.F.1 and shall contain the following:
1. General Instructions, with general Tendering information.
2. Contract Baseline, with the initial Working breakdown structure (WBS) for the Baseline scope.
3. Contract Option 1, with the initial WBS for the Option 1 scope.
4. Contract Option 2, with the initial WBS for the Option 2 scope.
5. Contract Option 3, with the initial WBS for the Option 3 scope.
The initial WBS are meant to be extended, adding sub-levels to better detail the price elements, improve transparency and consistency with the technical proposal. The Tenderer shall match as much as possible the project working breakdown structure, highlighting the proposed distinct tasks/activities (e.g. management, design, integration and testing) and the systems, proposed in the technical proposal. 
The Tenderer shall provide a consolidated and clear distribution of tasks responsibilities between the Tenderer and the subcontractors, which shall be reflected in the work packages, having one and only one company, for each price element line in the WBS. 
The Tenderer shall propose work packages (WBS’s last level elements) with granularity, in terms of price cost, which shall not exceed 250,000.00 Euro, except for duly justified cases (Pricing methodology, ENVELOPE 3 – FINANCIAL OFFER, Ref 2).
[bookmark: _Toc242358867]Cost sheets
A “cost sheet” (annex I.F.2) for the Tenderer and each of the subcontractors shall be duly filled in line with the cost sheet template instructions.
Needs to include the following forms:
1. Cover page, with the general information of the entity.
2. PCS-A1: to provide basic rates, overheads and general expenses; this form shall be provided only once for each entity.
3. PCS-A2: to provide the cost breakdown and total price for the entity. One PCS-A2 for each scope (baseline, stage or option) in which the entity is involved. A copy of the template form shall be made and named according to the scope (baseline and /or option) covered.
4. PCS-A2 Exhibit A: to provide the granularity of each direct cost items indicated under section 3 of the PCS-A2 form.
5. 	PCS-A2 Exhibit B: to provide the travel planning and cost details (if required).
6. PCS-A8: to provide the cost breakdown and price for each work-packages; the PCS-A8 form contains 12 columns corresponding to 12 different WPs; if more WPs are defined at the requested WBS-level, additional copies of the template can be made.
7. 	Comments form: to be added if needed.
Tenderer and each of the subcontractors 	shall follow the instructions included within the mentioned template for the relative tab (“Instructions PCS-A2” for PCS-A2 form). The instructions are defining the form items and the way those elements shall be calculated (for example, the external services, overheads and profit, which shall be applied only on the company own share of the costs, not on members/sub-cos prices).  
[bookmark: _Toc204006434][bookmark: _Toc242358868]VAT exemption
As the Agency is exempt from all taxes and dues, within the territory of the European Union, including value added tax (VAT), pursuant to Articles 3 and 4 of the Protocol on the privileges and immunities of the European Union, these must not be included in the price.
[bookmark: _Toc224726173][bookmark: _Toc242358869]Currency and exchange rates
The price tendered must be all-inclusive and expressed in euros without VAT, including for countries which are not part of the Euro zone. For tenderers in countries which do not belong to the Euro zone, the price quoted may not be revised in line with exchange rate movements. It is for the tenderer to select an exchange rate and assume the risks or the benefits deriving from any fluctuation.
[bookmark: _Ref93411681][bookmark: _Ref164776495][bookmark: _Toc242358870]Submission
[bookmark: _Ref189235917][bookmark: _Toc242358871] General submission rules 
With the exception of documents containing classified R-UE/EU-R documents Requests to Participate (Phase I) shall be submitted only via the eSubmission application according to the instructions laid down in the Invitation to Participate and the eSubmission Quick Guide available at the following link: https://ec.europa.eu/info/funding-tenders/opportunities/docs/esubmission/quickguidepp_en.pdf. 
NOTA BENE: Candidates are invited to make sure they prepare and submit the RtP in eSubmission early enough to ensure it is received within the deadline indicated in Section 2.5 of these Tender Specifications.
The Declaration of Honour and the RNDU must be signed either electronically with a qualified electronic signature (QES) or signed with blue ink, with the original provided to EUSPA by post mail, express mail, commercial courier or hand-delivery. All other documents which are to be signed according to the Tender Specifications as well as all supporting documents may be provided as scans of the originals. Upon request, the tenderer may be required to provide such originals to EUSPA.
Please note that only QES within the meaning of Regulation (EU) No 910/2014 (eIDAS Regulation) will be accepted. This electronic signature must be provided by a provider which has a qualified status granted by a national competent authority of an EU Member State and which is listed in the national eIDAS Trusted Lists and the EU List of eIDAS Trusted Lists (LOTL) (available at https://webgate.ec.europa.eu/tl-browser/#/).
[bookmark: _Ref189235851][bookmark: _Toc242358872][bookmark: _Hlk189241086]Submission of R-UE/EU-R documents
For those parts of the RtP which include R-UE/EU-R EU Classified Information: 
1. the envelope concerned (depending on whether the EUCI forms part of envelope 1 or 2 shall be split into two parts as follows:
a) one unclassified part, and
b) one RESTREINT UE/EU RESTRICTED (R-UE/EU-R) part organised in double envelopes or wrappings, whereby the outer envelope or wrapping must be opaque and not reveal that the package contains R-UE/EU-R information, as required by the EU GNSS Programme Security Instructions (PSI) and Union Secured Connectivity PSI. The inner envelope or wrapping has to bear the classification marking (R-UE/EU-R) and so does the content of the envelope.
2. With regards to the R-UE/EU-R part, relevant documentation shall be submitted on an electronic media. The media will be treated as RESTREINT UE/EU RESTRICTED (R-UE/EU-R) and will form part of the R-UE/EU-R part of the envelope concerned (as per above).
Documentation submitted on electronic media shall contain 3 (three) CD-ROM or DVD. The documents on these media must be identical. The Candidates must ensure that the electronic medias and files are readable. In particular, they must take all the necessary measures to protect them during the transport to avoid any damage to them. The tenderers are advised to:
· create hashes of submitted files (in the form of algorithm MD5, SHA-256 or higher) and insert them, preferably as a paper printout, into the outer envelope, together with the media.
· ensure that the data on these media cannot be altered.
If the submitted media and files are not readable, the tender will have the possibility to resubmit the media upon condition that:
· hashes of the original files have been created;
· hashes of the re-submitted files are created and such hashes are strictly identical to the hashes of the original files inserted into the original outer envelope.
If the submitted media and files are not readable and the tenderer does not resubmit media and files which are strictly identical to the original ones and related hashes, without reasonable delay upon notification by the Contracting Authority that the files submitted cannot be read, the RtP will be rejected.

NOTA BENE: No USB stick can be used for RESTREINT UE/EU RESTRICTED documents.
The envelope containing the R-UE/EU-R EU Classified Information may be submitted by post mail, express mail, commercial courier or hand-delivered and are to be submitted not later than the relevant date and time specified in section above 2.5 to the following address:
European Union Agency for the Space Programme (EUSPA)
Procurement and Legal Department
Procurement procedure ref: EUSPA/CP/08/26
Janovského 438/2
170 00 Prague 7
Holešovice, Czech Republic
In this case, a receipt must be obtained as proof of submission. The deadline for submission regarding R-UE/EU-R documents is therefore respected even if it is received by the Agency after this deadline, under the condition that it was dispatched before.
NOTA BENE: all other parts of the documentation which does not contain R-UE/EU-R EU Classified Information shall be submitted within the deadline as indicated in 2.1.
In case the envelope is hand-delivered, a receipt must be obtained as proof of delivery, signed and dated by the desk officer of the Agency reception. The reception is open from 08.00 to 17.00 Monday to Thursday, and from 8.00 to 16.00 on Fridays. It is closed on Saturdays, Sundays, European Commission holidays and some Czech national holidays. The hand-delivery of Tenders outside the indicated business hours cannot be guaranteed and it will usually not be possible due to absence of the desk officer of the Agency reception.
The receipt of the proof of submission or proof of delivery (as applicable) shall be dispatched by e-mail to EUSPA email address as follows: tenders@euspa.europa.eu  
The Agency retains ownership of all items received under this procedure. Consequently, Candidates/Tenderers shall have no right to have their submissions returned to them.
Industry day 
The Agency is planning to organise an Industry Day so as to present the details of the present procurement procedure, including inter alia its type and characteristics, envisaged contractual modalities and modes of implementation.
Through attending the Industry Day, potential Tenderers will have, therefore, the opportunity to learn more about the mission of the European Union Agency for the Space Programme, as well as the scope of the procurement procedure.
Further information in this respect and subsequent registration modalities are to be published accordingly in due course on the EUSPA website dedicated to the procurement and social media outlets.
[bookmark: _Toc242358873]Period of Validity of the Tenders
Period of validity of the tenders, during which Tenderers may not modify the terms of their tenders in any respect shall be nine (9) months from the closing date for the submission of the tenders.
[bookmark: _Ref199757235][bookmark: _Toc224726178][bookmark: _Toc242358874]Contacts with the Tenderers
Contacts between the Contracting Authority and the Tenderer are prohibited throughout the procedure, save in exceptional circumstances and under the following conditions only:
Before the final date for submission of Tenders:
· At the request of the Tenderer, the Contracting Authority may provide additional information solely for the purpose of clarifying the nature of the Contract.
· Any requests for additional information by the Tenderers must be made in writing only through the above-mentioned F&T Portal link (see Section 2.1) according to the instructions laid down in the Invitation to Tender.]
· Requests for additional information received after the deadline specified in Section 2.1 above cannot be processed.
· Any additional information will be published through the above-mentioned F&T Portal link (see Section 2.1). It is the economic operator’s responsibility to check for updates and modifications during the submission period.
The Contracting Authority may, on its own initiative, inform interested parties of any error, inaccuracy, omission, or any other clerical error in the text of the tender documentation.
After the opening of Tenders:
· If, after the Tenders have been opened, any clarifications are required in connection with a Tender, or if obvious clerical errors in the submitted Tender must be corrected, the Contracting Authority may contact the Tenderer, although such contact may not lead to any substantial alteration of the terms of the submitted Tender.
[bookmark: _Toc242358875]Information for Candidates and/or Tenderers
The Contracting Authority will inform Candidates of decisions reached concerning the Phase I in due course, including the grounds for any decision not to award a contract or to recommence the procedure.
The Contracting Authority will inform all rejected Tenderers of the grounds on which the decision was taken. 
The Contracting Authority will inform each Tenderer who is not rejected and who makes a request in writing, of the name of the Tenderer(s) to whom the Contract is awarded and of the characteristics and relative advantages of the successful Tender and its total financial offer amount.
However, certain information may be withheld where its release would impede law enforcement or otherwise be contrary to the public interest or would prejudice the legitimate commercial interests of economic operators, public or private, or might prejudice fair competition between them.
[bookmark: _Toc242358876]Data Protection
Personal data gathered for the purpose of the present procedure will be processed pursuant to Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the protection of natural persons with regard to the processing of personal data by the Union institutions, bodies, offices and agencies and on the free movement of such data. 
This data will be processed by EUSPA as indicated in the privacy statement published on the Agency’s website (https://www.euspa.europa.eu/sites/default/files/documents/privacy_statement_relating_to_euspa_procurement_procedures_grants_prizes_and_selection_of_experts.pdf). Any request regarding your personal data should be addressed to the data controller responsible for the call for tenders (galileo-correspondence@euspa.europa.eu). You may also contact the Agency’s Data Protection officer (DPO) at DPO@euspa.europa.eu.  If your request has not been responded to adequately by the data controller and/or DPO, you can lodge a complaint with the European Data Protection Supervisor at edps@edps.europa.eu.

[bookmark: _TOC_250022][bookmark: _Toc437950747]
[bookmark: _TOC_250021][bookmark: _TOC_250017][bookmark: _TOC_250016][bookmark: _TOC_250015]
	
	
	



[bookmark: _TOC_250012][bookmark: _TOC_250011][bookmark: _TOC_250000][bookmark: _Toc153199149][bookmark: _Toc153199150][bookmark: _Toc153199151][bookmark: _Toc153199152][bookmark: _Toc153199153][bookmark: _Toc176445387][bookmark: _Ref233818782][bookmark: _Toc242358877]Abbreviations and Definitions

	Abbreviation
	Definition

	BAFO
	Best And Final Offer

	CDA
	Crypto Distribution Authority

	COMSEC
	COMmunication SECurity

	CONOPS
	Concept of Operations

	COTS
	Commercial Off The Shelf

	CPA
	Competent PRS Authority

	DPO
	Data Protection Officer

	DSA
	Designated Security Authority

	EC
	European Commission

	EGNOS
	European Geostationary Navigation Overlay Service

	EU
	European Union

	EUCI
	EU classified information

	EUSPA
	European Union Agency for the Space Programme

	FR
	Financial Regulation

	FSC
	Facility Security Clearance

	FUP
	Fixed Unit Price

	FWC
	Framework Contract

	GAL
	Galileo

	GCC
	Ground Control Centre

	GDDN
	Galileo Data Distribution Network

	GIR
	Ground Infrastructure Release

	GNSS
	Global Navigation Satellite System

	GRSP
	Geodetic Reference Service Provider

	GSA
	European GNSS Agency (EUSPA predecessor)

	GSC
	GNSS Service Centre

	GSEG
	Ground SEGment

	GSS
	Ground Sensor Station

	HSP
	Hosting Service Provider

	ILS
	Integrated Logistics Support

	INFRA
	Infrastructure

	IOT
	In-Orbit Test

	IOV
	In Orbit Validation

	IPR
	Intellectual Property Right

	ITP
	Invitation to Participate

	ITT
	Invitation To Tender

	KMP
	Key Management Plan

	KO
	Kick Off

	LEF
	Legal Entity Form

	LEO
	Low Earth Orbit

	LEOP
	Launch and Early Orbit Phase

	LSO
	Local Security Officer

	RNDU
	(Reinforced) Non Disclosure Understanding

	NSA
	National Security Authority

	OJ
	Official Journal

	OPS
	Operations

	PFM
	Proto-flight Model

	PIMP
	Passive Intermodulation Products

	PNT
	Position Navigation and Timing

	PRS
	Public Regulated Service

	PSC
	Personal Security Clearance

	RCO
	Registry Control Officer

	REQ
	Requirement

	RTP
	Request to Participate

	RUE
	RESTRICTED UE/EU RESTRICTED

	SAB
	Security Accreditation Board

	SAL
	Security Aspects Letter

	SC
	Specific Contract

	SCES
	Specific Contract Evaluation Scenario

	SEC
	Security

	SECOPS
	Security Operations Procedures

	SME
	Small and Medium Enterprise

	SSEG
	Space Segment

	TBW
	To Be Written

	TS
	Tender Specifications

	TSP
	Time Service Provider

	TTC
	(Galileo) Telecommand, Tracking and Control

	ULS
	Up-link Station

	VAT
	Value Added Tax



	Terminology
	Definition

	Core Team members
	(a) prime contractors, (b) any possible economic operator submitting the tender jointly with the prime tenderer (e.g., Group members) and (c) any entity(ies)/subcontractors whose capacity is used by the tenderer to comply with selection criteria as per Section 5.4.

	Constituency (MC SECMON)
	The complete set of constituents served by the MC SECMON, encompassing all entities, systems, assets, and stakeholders within the defined scope of security monitoring, detection, and response responsibilities.

	Constituent (MC SECMON)



	An entity—such as a business unit, system, application, asset owner, or external organization—that is monitored, protected, and/or supported through MC SECMON. A constituent is a discrete source of security-relevant data and/or a recipient of security monitoring services, including detection, analysis, and response.

	Subcontractor or subcontractor
	An economic operator that is proposed by a candidate or tenderer or contractor to perform part of a contract. 



[bookmark: _Toc242358878]List of Annexes
	Annex
	Title

	[bookmark: IdentOfTenderAnnexIA]Annex I.A
	Template Identification Sheet of the Candidate

	[bookmark: FINStateAnnexIE]Annex I.B 
	Template Declaration of Honour

	[bookmark: DoC_AnnexIF]Annex I.C
	Template Power of Attorney

	[bookmark: NDUAnnexIG]Annex I.D.1
	Template Sub-contractor Letter of Intent

	[bookmark: PartConditionsAnnexIK][bookmark: _Hlk114471324]Annex I.D.2
	Template Non-sub-contractor Letter of Intent

	Annex I.E
	Financial Statements relating to the Selection Stage

	Annex I.F.1
	[not used in Phase I]

	Annex I.F.2
	[not used in Phase I]

	[bookmark: CBSAnnexIN]Annex I.G
	Non-Disclosure Undertaking (reinforced) (RNDU) and template Declaration on CIS Accreditation Annexed to it

	Annex I.H Part I
	Criteria for Assessment of Participation Conditions

	Annex I.H Part II
	Excel Spreadsheet – Declaration of Ownership and Control

	Annex I.H Part III
	Additional Information Regarding the Assessment of Participating Conditions

	Annex I.I
	[not used in Phase I]

	Annex I.J
	[not used in Phase I]

	Annex I.K
	SPIDER Networks - Letter of Commitment Sample

	Annex I.L
	Crypto Custodian - Contact Form v1.4

	Annex I.M
	Security Aspects Letter



	
	
	



[bookmark: _Toc527049393][bookmark: _Toc527049394]







End of Document


Page 10 of 10
image1.png
=USrfl

European Union Agency for the Space Programme




