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NON-DISCLOSURE UNDERTAKING


___________________________________________________________________________________ 
(name of undertaking entity)
the undertaking entity, hereinafter referred to as the “Recipient”, whose registered office is at: 

___________________________________________________________________________________

___________________________________________________________________________________

___________________________________________________________________________________
(Official address of Recipient in full)
represented, for the purposes of the signature of this non-disclosure undertaking (hereinafter the 

“Undertaking”), by ___________________________________________________________________

___________________________________________________________________________________ 
(insert (i) name of representative of Recipient duly empowered to sign the Undertaking and (ii) his/her function).


Article 1 – Definitions

For the purpose of this Undertaking:

"Proprietary Information" shall mean any information or data of financial, personal, commercial or technical nature, including but not limited to, any reports, analyses, compilations, studies, interpretations, assumptions, estimates, projections, forecasts prospects, whether it relates to technical, pricing, legal or other information, including ideas, know-how, concept, designs, specifications and data, and whether it is in written, electronic, photographic, oral and/or any other form relating to the execution of the Grant Agreement and/or disclosed by or on behalf of EUSPA to the Recipient, pursuant to this Undertaking. Further, it shall mean any information / documents marked as “sensitive non-classified information” within the meaning of the Commission Decision (EU, Euratom) 2015/443 of 13 March 2015.

"Classified" shall refer to European Union classified information (such as RESTREINT UE/EU RESTRICTED, CONFIDENTIEL UE/EU CONFIDENTIAL, SECRET UE/EU SECRET).

“PRS Information” shall refer to any information or material which is related to PRS and is either appropriately classified or unclassified, with or without marking limiting its distribution. 

"Purpose" shall refer to the performance of the Grant Agreement”.

Article 2 – Confidentiality and conditions of access to and use of the Proprietary Information

2.1 The Proprietary Information is supplied to the Recipient solely and exclusively for the Purpose. The Proprietary Information cannot be used totally or partially, directly or indirectly, for any purpose other than the Purpose of this Undertaking, unless EUSPA gives its prior written authorisation. In any case, the Recipient shall not use the Proprietary Information in a manner conflicting with the objectives of the European Union Space Programme[footnoteRef:1]. [1:  As defined in Regulation (EU) 2021/696 of the European Parliament and of the Council of 28 April 2021 establishing the Union Space Programme and the European Union Agency for the Space Programme and repealing Regulations (EU) No 912/2010, (EU) No 1285/2013 and (EU) No 377/2014 and Decision No 541/2014/EU] 


2.2 	Subject to Article 2.3, the Recipient shall not copy, reproduce, distribute, communicate or otherwise make available the Proprietary Information to public, either in whole or in part, unless EUSPA gives its prior written authorisation. The Recipient shall keep the Proprietary Information and any copies thereof secure by effective and reasonable means in such a way as to prevent unauthorised access. The Recipient shall be responsible for any disclosure of the Proprietary Information in breach of the provisions of the present Undertaking. 

2.3 	The Recipient shall not disclose the Proprietary Information to persons inside and outside its organisation unless such persons (for the purposes of the present clause “Receiving Persons”) have a proven need to know for the Purpose. The Recipient shall ensure that the Receiving Persons are bound by the same provisions as those of this Undertaking and fulfil the conditions of the call for proposal referred to in the Purpose before releasing to such persons the Proprietary Information. The Recipient shall assume full responsibility towards EUSPA for any breach of the present Undertaking by the Receiving Persons. 

2.4.	If the Proprietary Information is Classified non-PRS Proprietary Information, the Recipient shall request EUSPA authorisation to disclose such Proprietary Information to third parties and provide EUSPA with an electronic copy of the non-disclosure undertaking signed by such third party or non-disclosure agreement between the Recipient and such third party.

2.5	Handling of Classified non-PRS Proprietary Information shall, in addition to the terms and conditions of this Undertaking, comply with the applicable security rules[footnoteRef:2]. For this purpose, the Recipient specifically undertakes to comply with the relevant requirements applicable to handling of Classified non-PRS Proprietary Information in the Commission Decision 2019/1963, including but not limited to the specific requirements for the accreditation of the Recipient’s Communication and Information System (CIS) as provided in its Article 12 and Point 26 of its Appendix E. To this regard, the Declaration on CIS Accreditation is provided in the Annex to this NDU. [2:  Commission Decision (EU, Euratom) 2015/444 of 13 March 2015 on the security rules for protecting EU classified information, and Specific arrangement concluded between the European Commission and Commission Decision 2019/1963 of 17 October 2019 laying down implementing rules on industrial security with regard to classified procurement contracts.] 


2.6	 If the Proprietary Information is PRS Information, the Recipient shall not disclose such Proprietary Information to third parties. Instead, third parties shall request EUSPA the signature of the Non-Disclosure Undertaking. 

2.7 	Handling of PRS Information shall, in addition to the terms and conditions of this Undertaking, comply with the applicable security rules[footnoteRef:3].  [3:  Decision No 1104/2011/EU and the Common Minimum Standards referenced therein.] 


2.8 	Nothing contained in this Undertaking shall be construed as granting any right, title or interest in the Proprietary Information including any intellectual property rights. The Recipient shall not itself, nor authorise third party to, write, publish or disseminate any description of the Proprietary Information or elements of it, such as its structure or content for so long as it is bound by this Undertaking.

2.9 	The Proprietary Information is provided "as is". The Recipient acknowledges that EUSPA disclaims all warranties of any kind relating to the Proprietary Information, whether expressed or implied, including but not limited to, any implied warranty against infringement of third party property rights or as to merchantability or fitness for a particular purpose.

2.10 	The Recipient acknowledges and accepts that EUSPA will not be liable for any damage related to the disclosure of the Proprietary Information, even when such disclosure has been  authorised by EUSPA, including, but not limited to, damages for loss of profit, business interruption, loss of business information, or any other pecuniary loss arising out of the use of, or inability to use, the Proprietary Information.

2.11 	When the Recipient becomes aware of any unauthorised use of the Proprietary Information or of any unauthorised copy of the Proprietary Information or of any unauthorised derivative work, it shall immediately inform EUSPA thereof.

2.12 	Should the Recipient breach any of its obligations under this Undertaking, and without prejudice to the right of EUSPA to seek damages, EUSPA may, by written notice to the Recipient, withdraw the right to use the Proprietary Information for the Purpose.

Article 3 – Limitation on protection of the Proprietary Information

The obligations set out in Article 2 are not applicable to information for which the Recipient can demonstrate that it:

a) has come into the public domain prior to, or after, the date of receipt of the Proprietary Information from EUSPA through no fault or unauthorised act of the Recipient;

b) was already lawfully developed or acquired by the Recipient at the date of receipt of the Proprietary Information from EUSPA;

c) has been or is published without violation of this Undertaking;

d) was lawfully obtained by the Recipient without restriction and without breach of this Undertaking from a third party, who is in lawful possession thereof, and under no obligation of confidence to EUSPA;
e) is disclosed pursuant to a request of a governmental or jurisdictional authority or is disclosed according to the law or regulations of any country with jurisdiction over the Recipient; in either case the Recipient, subject to possible constraints of such governmental or jurisdictional authority, shall immediately give EUSPA a written notice of the above request and shall reasonably cooperate with EUSPA in order to avoid or limit such disclosure;

f) was disclosed and/or used without restriction pursuant to written authorisation from EUSPA;

g) is used by the Recipient to defend its rights in court proceedings, regardless from any court order in this respect. 

Article 4 – Duration of this Undertaking and protection of the Proprietary Information

4.1 	The effective date of this Undertaking shall be the date on which it is signed. This Undertaking shall remain in force for 10 years as from its signature or, if applicable, 10 years as from the end /expiry/ termination of the contractual commitment referred to in the Purpose.

4.2 	Upon the expiration of this Undertaking, the Recipient shall either return to EUSPA headquarters all the Proprietary Information and any copies made of them to EUSPA`s designated contact as per the contact details in Article 6.2 below corresponding to the level of classification of the information, or to destroy the Proprietary Information and send a destruction certificate to the Disclosing Party. Classified and/or PRS Information must be destroyed in accordance with the national laws and regulations of the country where the contractor is based and in such a way that it cannot be reconstructed, either wholly or in part. The destruction shall be certified in writing by the Recipient and sent to EUSPA to legal@EUSPA.europa.eu. 

4.3 	The Recipient shall use all reasonable endeavours to ensure that any third parties to whom the Recipient has supplied any Proprietary Information according to Article 2.3 and 2.4 above, return/destroy (in line with the previous paragraph) such Proprietary Information and any copies made of them.

Article 5 – Applicable law; Disputes

5.1 	This Undertaking shall be governed and construed in accordance with the laws of the European Union complemented when necessary by the law of Belgium. The Recipient and EUSPA shall make their best efforts to settle amicably all disputes arising in connection with this Undertaking. If such amicable settlement fails, the said dispute shall be finally settled by the General Court of the Court of Justice of the European Union in accordance with its rules of procedure.

Article 6 – Final provisions

6.1 	If any term of this Undertaking is or becomes illegal, invalid or unenforceable in any jurisdiction, this shall not affect the legality, validity or enforceability in that jurisdiction of any other terms of this Undertaking, nor the legality, validity or enforceability in other jurisdictions of that or any other provision of this Undertaking.

6.2 	Communication of the Proprietary Information:
	
	Recipient
	EUSPA

	Proprietary Information




	Mr/Ms _____________
Function/title
Company name
Address
Address
Tel:
Email:
	Joaquin Gonzalez Reyes 
European Union Agency for the Space Programme
EngineeringDepartment
Janovského 438/2
17000 Prague 7 – Holesovice
Czech Republic
Email: joaquin.reyes@euspa.europa.eu   

	Classified Proprietary Information – level of classification RESTREINT UE/EU RESTRICTED
	Mr/Ms _____________
Function/title
Company name
Address
Address
Tel:
Email:
	European Union Agency for the Space Programme
Security Authority Department CADM
Janovského 438/2
17000 Prague 7 – Holesovice
Czech Republic
Email: rue-docs@euspa.europa.eu

	Classified information – level of classification CONFIDENTIEL UE/EU CONFIDENTIAL or SECRET UE/EU SECRET – 
and/or PRS Proprietary Information
[Delete if not relevant]
	Mr/Ms _____________
Function/title
Company name
Address
Address
Tel:
Email:
	European Union Agency for the Space Programme
Security Authority Department
Registry Control Officer
Janovského 438/2
17000 Prague 7 – Holesovice
Czech Republic
Email: RCO@euspa.europa.eu

	Undertaking related communications





	Mr/Ms _____________
Function/title
Company name
Address
Address
Tel:
Email:
	Gaspard Fontaine 
European Union Agency for the Space Programme
Legal and Procurement Department
Janovského 438/2
17000 Prague 7 – Holesovice
Czech Republic
Email: grants@EUSPA.europa.eu




Article 7 – Data Protection

7.1 In case the Proprietary Information includes any Personal Data, the Disclosing Party shall duly inform in writing the Receiving Party before proceeding with the disclosure of the Proprietary Information. 

7.2 The Disclosing Party may only proceed with the disclosure of the Proprietary Information after having received a written confirmation (i.e. via email) in that respect from the Receiving Party, which shall be no later than 30 (thirty) days after the receipt of written information mentioned under Article 7.1 above.

7.3 The processing of Personal Data that may be included in the Proprietary Information shall be carried out by the Receiving Party in accordance with: 

1. the applicable rules on the protection of natural persons with regard to the processing of personal data by the EU institutions, bodies, offices and agencies[footnoteRef:4], when the Receiving Party is EUSPA, or [4:  Currently Regulation (EU) 2018/1725] 


1. the applicable rules on the protection of natural persons with regard to the processing of personal data and on the free movement of such data[footnoteRef:5], when the Receiving Party is the Recipient. [5:  Currently Regulation (EU) 2016/679 ] 



In witness whereof, the Recipient has caused this Undertaking to be executed by its duly authorised representative, 

	Signature of representative of the Recipient duly empowered[footnoteRef:6] to sign the Undertaking [6:  The signatory has to enclose the document proving his/her due empowerment to sign on behalf of the Recipient.] 



	Name


	

	Position


	

	Date


	


The Recipient explicitly undertakes to comply with the requirements set out in Article 2.5 of the present Undertaking and confirms that its communication and information system and related interconnections (CIS) has been accredited either at RESTREINT UE/EU RESTRICTED level, within the meaning of Article 12 of the Commission Decision 2019/1963 and Point 26 of its Appendix E, or at a higher level. In this latter case, the Recipient confirms such CIS will be used for handling EUCI at RESTREINT UE/EU RESTRICTED level.
	Signature of representative of the Recipient duly empowered to sign the Undertaking


	Name


	

	Position


	

	Date


	





Annex: Template Declaration on CIS Accreditation (enclosed)


Annex – Template Declaration on CIS Accreditation

Declaration of Honour

I, the undersigned, [Name of Representative], acting as [Position] of [Name of Tenderer], duly authorized to make this declaration on behalf of [Name of Tenderer] under the national laws of [Country], hereby solemnly declare that:

1. The Communication and Information System (CIS) and related interconnections of [Name of Tenderer] used for the handling of EUCI have been accredited at  [Classification level] within the meaning of Article 12 of the Commission Decision 2019/1963:

· Competent Authority having issued the accreditation: [Name of the Competent Authority]
· Reference of the Accreditation (Decision) (if applicable / available): [Reference Number]
· Duration of the Accreditation (Validity): [Start Date] to [End Date]

2. The above mentioned CIS will be used for receiving and handling EUCI at RESTREINT UE/EU RESTRICTED level. 
3. I undertake to immediately report any changes affecting the validity of the accreditation and/or of any of the above-provided information to EUSPA in writing.
4. I am duly authorized under national laws of [Country] to make this declaration on behalf of [Name of Tenderer].

Signature and Date of Signature

_________________________  
[Name of Representative]  
[Position]  
[Name of Tenderer]
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