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[bookmark: _Toc142663146]Acronyms and abbreviations and glossary
[bookmark: _Toc142663147]Acronyms and abbreviations
[bookmark: _Toc142663160]Table 1: List of acronyms and abbreviations
	Abbreviation
	Definition

	AD
	Applicable document

	CMS
	Common minimum standards

	COMSEC
	Communications security

	CPA
	Competent PRS Authority

	EC
	European Commission

	EU
	European Union

	EUCI
	EU classified information

	GNSS
	Global Navigation Satellite System (e.g. GPS, Galileo, GLONASS etc.)

	EUSPA
	European Union Agency for the Space Programme

	NDA
	Non-disclosure agreement

	NTK
	Need to know

	PIMP
	PRS information management plan

	POC
	Point of contact

	POC-P
	POC platform

	PRS
	Public Regulated Service

	RD
	Reference document

	RCV
	Receiver

	RFCS
	Radio-frequency constellation simulator

	SAB
	Security accreditation board

	SECOPS
	Security operations

	SINA
	Secure inter-network architecture

	SM
	Security module

	SUP
	Support companies

	UE
	Union Européenne

	WP
	Work package


[bookmark: _Toc142663148][bookmark: _Toc437950747]Glossary
[bookmark: _Toc142663161]Table 2: Glossary of terms
	Glossary:

	PROJECT
	This is the name of the project.
The lifetime of a project is:
1. The Agency issues a tender or grant procedure.
2. The Agency signs a contract with a selected entity.
3. The selected entity fulfils the contract.
4. The Agency and the selected entity close the project once the contract is fulfilled.

Throughout this document the project name is automatically filled in based on the value typed out on page 1.

	ORGANISATION	Comment by Author: Insert the name of your organisation here.

Word will copy this name throughout the document so you only need to type it out once.
	This is the organisation responsible for the PROJECT, following the award of a tender or grant procedure. Prior to the award, ORGANISATION shall be considered as a tenderer or candidate in a tender procedure and in the case of grants, as an entity that applied for a grant. 
An organisation can be a single entity like a company, or it can be a consortium which includes all members of the consortium and subcontractors, if any. This document does not distinguish between different types of organisations.

	PRS point of contact
	All legal entities having need-to-know PRS information must define a specific PRS Point of Contact.
The identified PRS Point of contact(s) shall be responsible for:
· Management of PRS-related procedures carried out within the concerned entity;
· Establishment, and maintenance, of a registry for PRS items in the possession or under the control of the concerned entity (contractor and all sub-contractors);
· Reporting to the EUSPA, the European Commission and the relevant CPA on any request related to PRS information and PRS items in the possession or under the control of the entity or the department concerned
· Supervision of the implementation of the identified procedures.

	Work package lead
	This is the person leading, or responsible, for a work package.

Each work package must have a named person responsible for it. This person is called a work package lead.

	PRS items
	means any ‘PRS technology’ and ‘PRS equipment’

	PRS equipment
	means any of the following assets:
i. PRS security modules or PRS receivers
ii. tools for the testing, qualification and functioning of PRS security modules or PRS receivers, including PRS radio frequency constellation simulator (‘RFCS’), PRS signal transmitters (laboratory and pseudolites), and PRS point of contact platforms (‘POCP’)
iii. (iii) the components designed exclusively for the equipment listed in point (i) or (ii) where that equipment or its design, development or qualification required the use of PRS classified information

	PRS information
	means any information or material which is related to PRS and is either appropriately classified, or unclassified with or without a marking limiting its distribution

	PRS technology
	means the software, hardware and documentation required for the research, development, design, qualification, production or use of PRS equipment that requires or has required access to classified PRS information

	Agency
	shall refer to European Union Agency for the Space Programme (‘EUSPA)



[bookmark: _Toc142663149]Applicable and reference documents
[bookmark: _Toc142663162]Table 3: List of applicable documents
	Applicable Documents:

	Type
	Title
	Reference

	AD1
	Security Classification Guide of the GalileoSat Programme – Tailored version
	

	AD2
	Decision No 1104/2011/EU of the European Parliament and of the Council of 25 October 2011 on the rules for access to the public regulated service provided by the global navigation satellite system established under the Galileo programme;
	

	AD3
	Programme Security Instructions 
	European GNSS PSI 

	AD4
	PRS Annex to the Galileo Programme Security Instructions
	PRS Annex

	AD5
	Security aspects letter
	

	AD6
	COMSEC Security instructions
	GSE-0016-WG1-280607

	AD7
	Commission Decision (EU, Euratom) 2015/444 of 13 March 2015 on the security rules for protecting EU classified information
	

	
	 National laws and regulations for protecting classified information	Comment by Author: Complete with National laws and regulations for protecting classified information which are applicable to your organization/consortium (if any).
	



[bookmark: _Toc142663163]Table 4: List of reference documents
	Reference Documents:

	Type
	Title
	Reference

	RD
	
	



[bookmark: _Toc142663150]Contractual framework of the activity
[bookmark: _Toc473102094][bookmark: _Toc474757042](It shall include the reference of the contractual activity, details of the higher level of classification handled and PRS markings)
[bookmark: _Toc142663151]Description of the activity	Comment by Author: Section 3 to be filled in with the information as known at the respective phase of the grant procedure:

For the first version of the PIMP, submitted for the purposes of accessing the Proprietary Information, if some of the information is not yet available, this has to be clearly stated and justified, in which case this section may be partially completed, as justified. 

For the updated version of the PIMP, submitted together with the grant proposal and for the purpose of grant execution, this section needs to be fully completed unless requested otherwise in the Call for Proposal.
(It shall include the nature of the activity (an activity during the tendering stage or the execution of a contract or grant agreement), the category/categories of the PRS SAB authorisation sought and the level of classified information handled, the description of the activity, the Sub-Contractors if any, the dates of start and cessation, the list of sites/premises involved in the execution of the activity.)

[bookmark: _Toc473102096][bookmark: _Toc474757044][bookmark: _Toc142663152]Handling of PRS security Incidents
[bookmark: _Toc473102097][bookmark: _Toc474757045](It shall include the specific process and stakeholders for the reporting of PRS incidents, including those related to COMSEC incidents and the handling of PRS incidents[footnoteRef:2])  [2:  according to national security rules.] 


[bookmark: _Toc142663153]Flow-down of the PRS Annex requirements	Comment by Author: Section 5 to be filled in with the information as known at the respective phase of the grant procedure:

For the first version of the PIMP, submitted for the purposes of accessing the Proprietary Information, if some of the information is not yet available, this has to be clearly stated and justified, in which case this section may be partially completed, as justified. 

For the updated version of the PIMP, submitted together with the grant proposal and for the purpose of grant execution, this section needs to be fully completed unless requested otherwise in the Call for Proposal.
(It shall include the processes and stakeholders, including subcontractors, for the implementation of the PRS Annex requirements during the PRS activity.
In case of consortia, the prime contractor should describe:
· the consortium structure detailing the PRS categories and the PRS need-to-know of each consortium partner and for each work-package
· the PRS points of contact
· the information sharing among consortium members. This shall also cover the process for the registration of the exchanges of classified PRS information and classified communication: 
· the description of the auditing processes within the consortium[footnoteRef:3] [3:  according to national rules and procedures into force in the territory of each consortium entity.] 

Please include in the text a table like in the example below and refer to the Appendixes A.1 and A.3 which shall be duly filled.)

[bookmark: _Toc142663164]Table 5: The work package overview
	WP	Comment by Author: Please fill in a row for each work package/task with the information as known at the respective phase of the grant procedure:

For the first version of the PIMP, submitted for the purposes of accessing the Proprietary Information, if some of the information is not yet available, this has to be clearly stated and justified, in which case this section may be partially completed, as justified. 

For the updated version of the PIMP, submitted together with the grant proposal and for the purpose of grant execution, this section needs to be fully completed unless requested otherwise in the Call for Proposal.
	Lead and participants
	Classification of information to be shared
	SAB categories*
	CRYPTO Authorisations

	1. 
	ORGANISATION
	This WP primarily exchanges UNCLASSIFIED management information.
	(Insert the category of SAB authorisation held by the Lead and each participating entity; the categories are:
SUP, RCV, SM)
SUP, RCV, SM
	(For each entities' activity, indicate if access to PRS crypto information is necessary)
NO

	2. 
	
	
	
	

	3. 
	
	
	
	

	4. 
	
	
	
	


*Relevant evidence for each SAB category described must be enclosed to this document

[bookmark: _Toc142663154]Termination and destruction of stored information
(It shall contain description of the measures implemented for the end-of-life of the stored information, with reference to the applicable rules and procedures)
0. [bookmark: _Toc473102098][bookmark: _Toc474757054][bookmark: _Ref142662145][bookmark: _Toc142663155]ORGANISATION organisational structure, PRS justification and PRS point of contact
(This appendix shall contain the PRS PoC and the organisation chart for ORGANISATION. The organisation chart must be concise and shall cover all entities involved and their interrelation within the scope of this contract. If ORGANISATION is a consortium, please clearly indicate the main PRS PoC for the whole consortium and repeat section A.1.1 for every entity in the consortium. See below an example.)

When detached from the document this cover page is unclassified
	
	RESTREINT UE/EU RESTRICTED
	



[bookmark: _Toc142663156]Entity name (Country)
The organisational structure for staff involved in PROJECT is depicted in the chart below.
Justification for access to PRS Information:
· ORGANISATION provide justification e.g. - as overall programme manager and leading WP1, WP4, WP6 and WP10 require access to information in all categories in order to fulfil their contractual obligations. These obligations include review of all project outputs and deliverables, coordination of technology studies and production of key PROJECT PRS deliverables under this contract.[bookmark: _Toc142663167]Figure 1: Organisation chart for ORGANISATION
Person A
ORGANISATION
CEO
Person B
ORGANISATION, 
Role
Person C
ORGANISATION
Role
Person G
ORGANISATION,
Role
Person D
ORGANISATION
Role
Person E
ORGANISATION,
Role
Person F
ORGANISATION
Role
Person H
ORGANISATION
Role

· ORGANISATION Staff Justification (e.g.): 
· Person x – As contractual manager to contribute to reviews of deliverables, monitor progress and contribute to PROJECT. Will require access to information up to PRS SM.
· Person y – As deputy contractual manager to contribute to reviews of deliverables, monitor progress and contribute to PROJECT. Will require access to information up to PRS SM.
· Person z – As technical manager to review all deliverable outputs in PROJECT, contribute to technical discussions and provide contributions to technical activities under WP4 PRS competitors and WP6 technological solutions. Will require access to information up to PRS SM.
The PRS point of contact within ORGANISATION is person x.
The entity in which PRS EUCI is handled shall identify
· a POC (with the associated responsibilities)
· the positions in its structure which require access to classified PRS information


[bookmark: _Toc473102099][bookmark: _Toc474757055][bookmark: _Toc142663157]Updates to the PIMP
(Please acknowledge and include the following text)
This PIMP is a living document to be reviewed and maintained over the duration of PROJECT. Reasons for updating this PIMP are, for example: change in personnel accessing PRS, change in the contract scope, change in the composition of the consortium (e.g. a new subcontractor requiring access to PRS information), change in SAB authorisation etc. 
Once the Agency approves the PIMP, any changes have to be brought to the attention of ORGANISATION’s Programme Manager who will liaise with the Agency before changing the document. The Agency will then review and approve the changed plan.
It is ORGANISATION’s responsibility to track its own SAB authorisations. ORGANISATION shall remember that some changes, like a contract extension may require an updated SAB authorisation.


[bookmark: _Toc473102100][bookmark: _Toc474757056][bookmark: _Ref142662154][bookmark: _Toc142663158]Anticipated items exchanges
(The expected transfer of PRS items (information and material) amongst all WPs shall be described by filling the table below. If any exchange does not fall under these categories the Agency’s approval is needed, and the NTK and SAB authorisations confirmed. If there is an expected transfer of PRS items from the territory of one Member State to another, please identify this clearly and include the following information:
· Type of PRS items:
1. PRS security modules or PRS receiver
1. Tools for testing, qualification and functioning of PRS security modules or PRS receivers, including PRS radio frequency constellation simulator, PRS signal transmitters (laboratory and pseudolites), PRS point of contact platforms, 
1. components designed for equipment listed in points i. or ii. where that equipment or its design, development, or qualification required the use of classified PRS information
1. PRS technology, meaning the software, hardware and documentation required for the research development, design, qualification production or use of PRS equipment that requires or has required access to classified PRS information
· Entity from which the transfer is taking place (with details about the location and the relevant PRS Point of contact)
· Member State from which the transfer is taking place
· Entity to which the transfer is addressed (with details about the location and the relevant PRS Point of contact)
· Member State from which the transfer is addressed
· Work Package(s) related to the specific activity requiring PRS transfer
You also need a procedure to communicate to the EUSPA unplanned transfers of PRS items from one Member State to the territory of another Member State. This shall be included in the PRS Information Management Plan. Please note that the transfer of PRS items from the territory of a Member State to the territory of another Member State shall be subject to the prior formal agreement of the EUSPA)


[bookmark: _Toc142663165]Table 6: Categories of PRS information shared between work packages	Comment by Author: Table 6 to be filled in with the information as known at the respective phase of the grant procedure:

For the first version of the PIMP, submitted for the purposes of accessing the Proprietary Information, if some of the information is not yet available, this has to be clearly stated and justified, in which case this section may be partially completed, as justified. 

For the updated version of the PIMP, submitted together with the grant proposal and for the purpose of grant execution, this section needs to be fully completed unless requested otherwise in the Call for Proposal.
	Sending WP
	Receiving WP

	
	WP 1
	WP 2
	WP 3
	WP 4
	WP 5
	WP 6
	WP 7
	WP 8
	WP 9
	WP 10

	WP 1 
	
	USE
	USE
	USE
	None
	USE
	USE
	USE
	USE
	USE

	WP 2
	USE
	
	USE
	None
	None
	USE
	USE
	USE
	USE
	USE

	WP 3
	USE
	USE
	
	None
	None
	USE
	USE
	USE
	USE
	USE

	WP 4
	USE
	None
	None
	
	None
	USE
	USE
	USE
	USE
	USE

	WP 5
	None
	None
	None
	None
	
	None
	None
	None
	None
	None

	WP 6
	SM/RCV/USE
	None
	None
	None
	None
	
	SM/RCV/USE
	SM/RCV/USE
	None
	SM/RCV/USE

	WP 7
	SM/RCV/USE
	None
	None
	None
	None
	SM/RCV/USE
	
	SM/RCV/USE
	SM/RCV/USE
	SM/RCV/USE

	WP 8
	SM/RCV/USE
	None
	None
	None
	None
	SM/RCV/USE
	SM/RCV/USE
	
	SM/RCV/USE
	SM/RCV/USE

	WP 9
	SM/RCV/USE
	None
	None
	None
	None
	None
	SM/RCV/USE
	SM/RCV/USE
	
	SM/RCV/USE

	WP 10
	None
	None
	None
	None
	None
	None
	None
	None
	None
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Work Package 1
(On a work package basis, the contributors and anticipated exchanges shall be described as per the following table, one per work package. The Agency notes it can transmit and receive information in all categories)
[bookmark: _Toc142663166]Table 7: Information exchanges for work package 1	Comment by Author: Table 7 to be filled in with the information as known at the respective phase of the grant procedure:

For the first version of the PIMP, submitted for the purposes of accessing the Proprietary Information, if some of the information is not yet available, this has to be clearly stated and justified, in which case this section may be partially completed, as justified. 

For the updated version of the PIMP, submitted together with the grant proposal and for the purpose of grant execution, this section needs to be fully completed unless requested otherwise in the Call for Proposal.
	WP1 information exchange

	Sending Consortium Member
	Receiving Consortium Member

	
	ORGANISATION
	Entity 1
	Entity2
	Entity3
	Entity4

	ORGANISATION 
	
	SM/RCV/ USE
	SM/RCV/ USE
	SM/RCV/ USE
	USE

	Entity 1
	SM/RCV/ USE
	
	SM/RCV/ USE
	SM/RCV/ USE
	USE

	Entity 2
	SM/RCV/ USE
	SM/RCV/ USE
	
	SM/RCV/ USE
	USE

	Entity 3
	SM/RCV/ USE
	SM/RCV/ USE
	SM/RCV/ USE
	
	USE

	Entity 4
	USE
	USE
	USE
	USE
	




[bookmark: _Toc142663159]Enclosed SAB authorisations
(Please attach the relevant evidences as declared in Table 5.)
	 
End of Document
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