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I. Tenderers are informed of the following changes in Annex Il.VIl of the Invitation to Tender
(Draft Contract):

(A.) Section 3.5 of the Contractual Index Status List and Deliverable Requirements List (Security
Requirements) is updated as follows with changes in red, all the rest remaining unchanged.

3.5 Security Requirements

Author Reference CLA Issue | Comments

Galileo External Entities SECOPS ESA GAL-REQ-ESA-SYST-X- R 1.2
SEC-01 (EESECOPS) 1586

Programme Security Instruction EC Ares(2024)2231035 - V] 1.0
SEC-02 Concerning Galileo component of the 25/03/2024

Union Space Programme (Galileo PSI)

European GNSS COMSEC Instructions RUE 1.0
SEC-03 (Annex H to Galileo PSI) EC Ares(2024)2469652

EUSPA Cybersecurity requirements | EUSPA | GSA-SEC-SREQ-SPE- U 1.2
SEC-04 for Management 237329

EUSPA Cybersecurity requirements | EUSPA | GSA-SEC-SREQ-SPE- U 1.5
SEC-05 for service infrastructure 232364

EUSPA Cybersecurity requirements | EUSPA | GSA-SEC-SREQ-SPE- U 1.4
SEC-06 for service operations 232365

o Clomsearty e | O | usecaawe. | V| 1
SEC-07 . 237266

maintenance

SECMON  Monitored ~ Entity | ESA | GAL-REQ-ESA-SEC-X- R | 11
SEC-08 Requirements (SECMON MER) 1079-x

Cybersecurity Report Template EUSPA | GAL-GSA-GSMC-TMP- U 11
SEC-09 238092

E-GNSS Transversal Infrastructure | EUSPA | EUSPA-SEC-SACP-PLA- U 2.0
SEC-10 Security Accreditation and A19960

Certification Plan

E-GNSS Transversal Infrastructure | EUSPA | EUSPA-SEC-SACP-PLA- RUE 2.0

Security Accreditation and ALO0E0-DUE

Certification Plan - R-UE/EU-R

Annexes 1 and 2: EUSPA-SEC-SACP-SP-

R00962-RUE_A01
E-GNSS TI SACP - Annex 1 - Security
Accreditation Process and
Deliverables

EUSPA-SEC-SACP-PL-
A19960-RUE_A02
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E-GNSS TI SACP - Annex 2 - CC, crypto

and TEMPEST requirements

Galileo Sites Local Security EUSPA-SEC-SACP-PL-
SEC-11 Accreditation Plan (LSAP) EUSPA | a17146 v 21

GAL-TMP-GSA-GSMC-

SEC-12 Network Map template EUSPA 238093 u 1.2

EGNSS TI ORD X - Transversal EUSPA EUSPA-ENG-SYST-REQ- RUE 1.0
SEC-13 Infrastructure Operational R03817-RUE

Requirements Document

EU Space Programme Vulnerability | EUSPA | EUSPA-ENG-RAC-SPE- u 1.0
SEC-14 Scoring Methodology A31488

Tailored Security Classification Guide | EUSPA | GSA-SEC-SREQ-SCG- RUE 1.0
SEC-15 for the GSC A06019-RUE
SEC-16 SPIDER Networks CONOPS EUSPA | GSA-SEC-CA-UM-A03997 U 1.1

SPIDER  Networks w/ Filkrypto | EUSPA | GSA-SEC-CA-UM-A01718 U 1.3
SEC-17 | secops

SPIDER Networks w/ Filkrypto Key | EUSPA | GSA-SEC-CA-UM-A01392 u 1.1
SEC-18 Management Plan

Guidelines for deliveries of EU | EUSPA | EUSPA-SEC-CSO-PRC- U 1.0
SEC-19 classified information level A21678

RESTREINT UE/EU RESTRICTED

Guidelines for deliveries of EU | EUSPA | EUSPA-SEC-CSO-PRC- u 1.0

classified information level A15666
SEC-20 CONFIDENTIEL UE/EU CONFIDENTIAL

and above

Programme  Security Instruction EC No ref. U 4.1
SEC-21 Concerning European GNSS

Programmes (European GNSS PSI)

Il. Tenderers are informed of the following changes in Annex Il.VIIl of the Invitation to Tender
(Draft Contract):

(A.) Section 2.3 of the ETSC List of Reference Documentation (GSOp Operational Documentation) is
updated as follows with changes in red, all the rest remaining unchanged.

Document Title Reference

CLA Issue Comments

RD-OPS-01

GSOp SLOP Procedures GAL-PRC-SPO-
EXP-X-000013

U 3.2 With only the following relevant

SLOPs:

SLOP-N-305_1.1_HAS IDD User Access
Approval

SLOP-N-403_3.3_UNCLA NAGU
Management
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Document Title Reference CLA Comments

SLOP-N-404_1.0_ Update Metadata
on the GSC web portal

SLOP-N-406_2.0_Service Notices
Management

SLOP-N-407_1.3_Web Portal
SLOP-N-408_1.0_User Request
SLOP-N-409_1.1 User Incident
SLOP-C-410_1.5_Incident

Management
GSC Mission Operational | GAL-TN-INE-EXP- U 53
RD-OPS-02 | Plan/Procedure (GSC | X-000009 With its Annex AO1
MOP)
GSC  System Security | GAL-SOP-INE- RUE 5.1
RD-OPS-03 | Operational  Procedures | EXP-X-000343-x With its Annexes A01, A02 and A03
(GSC SOP)

HAS Data Distribution over | EUSPA-GAL-OPS- RUE 1.0
the Internet - User | POL-R01693-RUE
RD-OPS-04 | registration process and
access policy

GSC Concept of Operations | GAL-TN-INE-EXP- U 1.2

RD-OPS-05 X-000008

GSC Mission Operational | GAL-TN-INE-EXP- u 53
RD-OPS-06 | Plan/Procedure (GSC | X-000009

MOP)

(B.) Section 2.6 of the ETSC List of Reference Documentation (E-GSC2.0 Documentation) is updated as
follows with changes in red, all the rest remaining unchanged.

Document Title Reference CLA Issue Comments

Design Development and | GAL-PL-GMV-EGSC-00006 U 4.0
RD-GSC20-01 Validation Plan

Design Definition File. Volume |: | GAL-DDF-GMV-EGSC-00142 U 2.1
RD-GSC20-02 EGSC Segment + Annex

Design Definition File. Volume II: | GAL-DDF-GMV-EGSC-00143 u 2.1
RD-GSC20-03 EGSC Core

Design  Definition File (DDF). | GAL-DDF-INDRA-EGSC- U 2.1
RD-G5C20-04 Volume Ill: Transversal 00144

Design Justification File (DJF). | GAL-DJF-GMV-EGSC-00145 U 2.1

RD-GSC20-05 Volume |: Segment

Design Justification File. Volume Il: | GAL-DJF-GMV-EGSC-00146 U 2.0
RD-GSC20-06 EGSC Core
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Design Justification File. Volume Ill: | GAL-DJF-INDRA-EGSC- 00147 2.1
RD-GSC20-07 EGSC Transversal

COTS List: Volume I: Segment GAL-LI-GMV-EGSC-00148 2.0
RD-GSC20-08

COTS List: Volume |Ill: EGNSS | GAL-LI-INDRA-EGSC-00150 21
RD-GSC20-09 Transversal

EGSC user manual GAL-MAN-INDRA-EGSC- 1.0
RD-GSC20-10 00172

Obsolescence Plan GAL-PL-GMV-EGSC-00007 3.1
RD-GSC20-11

Verification specification. Volume I: | GAL-TS-GMV-EGSC-00153 2.1
RD-GSC20-12 Segment + Annex

Verification specification. Volume | GAL-TS-INDRA-EGSC-00155 2.1
RD-GSC20-13 | |1: EGNSS Transversal + Annex

Concept of Operations GAL-DD-GSOP-EGSC-00136 2.1
RD-GSC20-14

Operations management plan GAL-PL-GMV-EGSC-00176 1.0
RD-GSC20-15

Maintenance plan GAL-PL-GMV-EGSC-00177 1.0
RD-GSC20-16

Operational validation plan GAL-PL-GMV-EGSC-00182 1.0
RD-GSC20-17

Migration plan GAL-PL-GMV-EGSC-00183 11
RD-GSC20-18 lgrationp

KPI monitoring and management | GAL-PL-GMV-EGSC-00184 1.0
RD-GSC20-19 plan

Local Security Plan GAL-PL-GMV-EGSC-00165 2.1
RD-GSC20-20

Business continuity plan GAL-PL-GMV-EGSC-00188 1.0
RD-GSC20-21

Configuration Items Data List | GAL-RPT-GMV-EGSC-00158 2.0
RD-G5C20-22 (CIDL). Volume II: Transversal

EGNSS Transversal hardware and | GAL-LI-INDRA-EGSC-00197 1.0
RD-G5C20-23 software inventory

Segment installation manual GAL-MAN-GMV-EGSC- 00281 1.0
RD-GSC20-24

Segment operations manual GAL-MAN-GMV-EGSC- 00283 1.0
RD-GSC20-25

Segment maintenance manual GAL-MAN-GMV-EGSC- 00285 1.0
RD-GSC20-26

EGNSS Transversal installation | GAL-MAN-INDRA-EGSC- 1.0
RD-GSC20-27 manual 00297

EGNSS Transversal operations | GAL-MAN-INDRA-EGSC- 1.0
RD-G5C20-28 manual 00299

GNSS Transversal maintenance | GAL-MAN-INDRA-EGSC- 1.0
RD-GSC20-29 manual

00301
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Classified Design Definition File. | GAL-DDF-GMV-EGSC-00305- RUE 11
RD-GSC20-30 Volume |: EGSC Segment + Annex | RUE
2.1
AO01
Local Security Operations GAL-PL-GMV-EGSC-00167- RUE 2.1
RD-GSC20-31 RUE

(Transversal)
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