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Foreword by the President of the Security Accreditation Board

In 2011 the Security Accreditation Board faced the challenging task of delivering initial key
decisions just a few months after its operations began.

Galileo is the largest ever '‘EU SECRET-level’ system, and with it the European Union is
stepping powerfully into the field of strategic systems that were once only in the playground of
superpowers.

The whole point of fielding an independent satellite navigation system for Europe would be
missed if it were vulnerable in crisis situations when access to other GNSS systems would not
be available.

An estimated 6-7% of the EU's GDP depends either directly or indirectly on these systems -
and this reliance is growing. EU security will also increasingly benefit from Galileo’s Public
Regulated Service (PRS).

Unfortunately, the security environment for information and space systems continued to
become more challenging in 2011, as illustrated by the disclosure at the end of the year by the
US Congress about the sophisticated, initially undetected, hacking of some US civil satellites.

The Board constitutes the EU GNSS Security Accreditation Authority and operates
independently to support the collective security of the EU and its Member States in the interest
of the EU citizens. It is supported by a dedicated security accreditation team from the GSA and
the invaluable contribution of experts from Member States and Norway.

Board experts conducted on-site inspection of ground facilities worldwide in 2011, Crypto
components were analysed in top notch laboratories, a special body intervened during the
launch campaign, and last but not least, a comprehensive security screening of the overall
system was conducted, both to verify compliance with the specifications and to ensure the
treatment of all significant residual risks.

These efforts successfully culminated in the authorisation to launch the first two Galileo
satellites in October 2011,

In spite of the massive improvements over the past two years, the progress needed in 2012
and 2013 to reach the necessary level of security for the operational milestones is daunting.

It will require continued efforts, both at management and technical levels, by the European
Commission, the European Space Agency and industry.

On the Security Accreditation Board (SAB) side, the understaffed Agency accreditation team
will need improved resources to fulfil its duties in the delicate context of the relocation to
Prague. The continued support of Member States expertise will be essential.

As a result of this collective effort, it is our hope that Europe will demonstrate to the world that
it has, in little more than a decade, become capable of fielding a civil strategic system able of
withstanding the current and future world security environments with the highest level of
reliability.

(signed)
Michel Tagolnitzer
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4.1.5. Galileo Security Monitoring Centre (GSMC)

Galileo is the first European space programme to be financed and managed by the European
Union in association with the European Space Agency (ESA). It is expected to contribute to the
development of numerous applications in areas that are associated, directly or indirectly, with
Union policies, such as transport (positioning and measurement of the speed of moving
bodies), insurance, motorway tolls, law enforcement (surveillance of suspects, measures to
combat crime), customs and excise operations (investigations on the ground, etc.), agriculture
(grain or pesticide dose adjustments depending on the terrain, etc.), fisheries (monitoring of
boat movements). Galileo will provide a global service for a variety of certifiable operations.

Due to the strategic nature of Galileo for the European Union, European legislation has
established a framework to ensure that threats to the Galileo infrastructure and signals, as well
as protection against unauthorised use of the navigation signals, are addressed, thus enabling
the European Union to maintain full control of the system at all times with two key objectives:

= To protect the system from accidental or deliberate attack that could result in disruption
of the service;

= To mitigate subversive use of the system against the interests of EU Member States'®.
The Galileo Security Monitoring Centre (GSMC) is a part of the Galileo overall system:

Hssion
Usak TTAG
Stators Statoos

Contal Comres

1

GSNCs

Figure 1: Simplified relationship of GSMC in Galileo overall system

The Point of Contact Platform (POCP) provides the interface between user communities,
through a national Point of Contact (POC) and the GSMC. Each Member State, as well as
authorised EU bodies and third nations, may have a POC and therefore a POCP. The managers
of PRS user communities who arrange the PRS use of individual users (e.g. an emergency
service HQ) communicate with the GSC via the POCP. The high-level mission of the POCP is to
enable a POC to perform the interactions required with the GSMC, allowing users to effectively
utilise the Galileo services (in particular the PRS), as well as supporting European GNSS
security.

The GSMC is required to deliver the following specific missions'*:

0 For example, GNSS signals may provide a force multiplier for unsophisticated weapon systems such as low cost
missiles and unmanned air vehicles (UAV), increasing the navigation accuracy by a factor 10 to 100, and enabling
precise targeting capability. These signals alsc greatly facilitate the development and testing of weapon systems that
use other navigation means.

1 As formally defined in the following documents: Galileo MRD V7.0 (16 January 2009), Galileo SSRS 3.9 (8
September 2010), PRS Decision 1104/2011.

21
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o Recruitment of the Interim GSMC Operations Manager, GSMC Technical Manager
and a further 11 recruitments in 2012,

» Follow-up the preparation and procurement of the hosting facilities for the GSMC,
including:

o Participation in site design intermediate reviews in the UK and France;
o Early negotiation of a lease agreement with UK Hosting Entity;

o Strong review of the hosting agreement of the GSMC to be established between
the EC, France, the UK and the Agency;

= Follow-up GSMC technical definition and procurement undertaken by ESA. The Agency
prepared at the beginning of 2011 a document'® containing a summary report of the GSA
Security Department's involvement in the Galileo Security Facility (GSF) Preliminary
Design Review (PDR) for the SAB. The report covers the scope of the Agency's
involvement and also presents the major areas of concern identified by the Agency and
presented to the review panel.

4.1.6. Security Research & Development

4.1.6.1. Management of FP7 1st Call Contracts

The Agency’s contribution to the first call of FP7 was limited to one contract on security and
PRS which called PROGRESS. The PROGRESS'” study provided specification and
standardisation for PRS receivers and security architecture. The objects of the study were:

» The implementation of the standardisation, security and safety certification, security
accreditation requirements and roadmap for PRS recelvers;

= The definition of the functional analysis of the Security Modules of the PRS receivers and
of the relevant security architecture and protection profiles;

= The assessment of the performance of the PRS receivers and the preparation of the
development of PRS receivers prototypes;

= The provision of guidelines and recommendations for Industry and Member States for the
development of PRS receivers.

This contract kicked off on 23 January 2009 for two years with a cost of EUR 2,498,642.00. Its
main tasks were:

s The establishment of European Standardisation Committees and fora;
» The definition of preliminary performance specifications (MOPs);

= The definition of the technical and security requirements for PRS receivers and Security
Modules (PRAMs);

* The definition of operating concepts and security requirements for PRS receivers;

14 Assistant to the GSMC, CDA COMSEC Officer, Galileo Security Monitoring Officer, GSMC Administrative Manager,
GSMC Manager, GSMC Operational Product Quality Officer, GSMC Operations Analyst, GSMC Operations Manager,
GSMC System Administration Officer, GSMC Technical Officer, PRS Access Officer.

15 'preliminary Report on Galileo Security Facility Preliminary Design Review’, version 0.1, Brussels, 1 February 2011

L% The GSF PDR review was organised by ESA during the second quarter of 2010 although the review closeout

was achieved only in the first quarter 2011,

" PROGRESS: PROgramme for Governmental Receivers
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The project starts from an analysis showing that the overall market for the Galileo PRS is
dominated by low-end applications, accounting for 80% of the market. The focus of the ULTRA
proposal is to develop an ultra-low cost PRS receiver capable of addressing low-end
applications.

The ULTRA project has been proposed as an accelerator to provide stimulus to the support and
uptake of PRS across a range of users and applications. This shall be achieved by
developing and integrating key technologies that result in a significant reduction in the costs of
PRS receivers and making them affordable to a larger customer base that have an interest in
PRS for low-end applications, for instance tracking of containers, supplies, assets, equipment,
goods, valuables, cargoes and personnel. The concept of ULTRA is that the receiver does not
compute the position by itself but relies on a remote processing of the Signal in Space by a
secure server. In fact, in the case of these tracking applications, most of the time only the
secure control centre reqguires knowledge of the position of the receiver, for integration into the
end-application.

The ULTRA project will analyse, design and develop new technologies for PRS receivers. This is
expected to result in the generation of new IP, thus enabling the partners to strengthen their
businesses and build new opportunities through the outputs of the project.

A clear goal is to identify and quantify the real commercial potential for low-end PRS
receivers and to assemble the right business model to enter the market and secure early
adopters who would be prepared the take the technology to a pilot following the conclusion of
the ULTRA project.

The ULTRA consortium is composed by M3 Systems Belgique (Coordinator, BE), M3 Systems
France (FR), Nottingham Scientific Ltd (UK) and Teletel (GR).

The duration of the contract is 20 months, and the overall requested EC contribution is EUR
550,000 as part of an overall cost of EUR 862,000.00.

4.1.7. Security 2011 Key Performance Indicators

In 2011, the Security team introduced internal Key Performance Indicators (KPIs) tracking
system. Below are the extracts with KPIs per segment.

4.1.7.1. GNSS Security Board and Associated Working Groups
2011 sos
ID | KPI results Additional Information
Technical, secretarial and . .
1 | logistical support to the 90% Around 8 meetings yearly. Agenda mainly based on

WG-PRS. technical inputs from GSA.

Technical support to the
2 | WG-NET and to the TF-PSI 50% Limited contribution of the GSA in 2011.
(and to the WG-PCI).

Chairmanship, technical,
3 secretarial and logistical 10%
support to the TF-Control.

Limited contribution based on proposal submitted in
2010 by the GSA.

Establishment and

managemenF of a DMS defined; procurement of the software ongoing.
4 | Documentation 80% Full establishment foreseen next vyear after

Management System : ; {
recruitment of a security documentalist.
(DMS) ensuring a ty

coordination and update of

29
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rules for the management
of PRS in EU Member
States and the definition
and implementation of the
PRS implementation plan.
Develop cost studies,
concept of low cost GSA MKD unit now supporting the follow-up of
receivers, support the market studies, including a specific survey to be
development of launched before end of 2011 at GNSS SB level.
demonstrators or PRS Technological aspects limited to the FP7 3rd Call (3
3 receivers (in particular 80% projects) including one relevant for low cost
fitting the purpose of trials receivers., P3RS2 tender well advanced for the
foreseen in the PRS Pilot development of 20 pre-operational receivers
Project) and propose a (available in 2015). Standardisation strategy
standardisation strategy proposed end of 2010 but not supported by WG-PRS
and process for the next 5 {no continuity ensured).
years.
4.1.7.4. Galileo Security Accreditation
ID | KPI 2 ks | Additional Information
SAB Terms of Reference approved on approved on 16
1 Set up the SAB and ensure 90% December 2010. SAB Management Plan 2011-2012
its secretariat. approved on 1 June 2011. 6 SAB meetings organised
in 2011 by the GSA.
Provide all required
support to the SAB Disruption in the continuity of expertise support
2 | according to the work plan 80% expected due to the leave of 3 out of 6 people in the
(management plan) GSA Accreditation Team.
approved by the SAB.
9 Meetings of the GSAP prepared and chaired by the
Set up, coordinate and GSA in 2011. New Terms of Reference endorsed on 1
3 | chair the work of the 90% June 2011. All MSs are now Members of the new
GSAP. GSAP. Nominations of new GSAP representatives
should be concluded for the end of 2011.
CDA provisional Terms of Reference approved by the
SAB on 1 June 2011, practically limited to FKC
a Set up, coordinate and 50% activities. Full CDA still to be established. Very
chair the work of the CDA. limited resources in the GSA for supporting the
development of the CDA (CDA COMSEC Officer
should be recruited in 2012)
Define the Flight Key Cell : .
5 | Operations and implement 100% ;fé:cesgzﬁy defined and implemented for L1
them for the 10V launches. '
Participate in the Galileo
6 procurement reviews on 10% Limited support requested by the EC on IOC
. . (v]
accreditation-related procurement.
matters.
7 Provide support to the 100% New SAS approved by the SAB on 1 June 2011. PRS
Security Accreditation SAS under preparation with high level principles

al
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The Agency launched a project to align closely with user communities with focus expert
groups. In 2011 two validation sessions were organised in the areas of road applications and
surveying/mapping.

The Agency supported the Commission in the context of the GNSS Action Plan and the ITS
Action Plan.

4.2.3.2. Main Achievements in 2011

Commercial Service

s Consolidation of previous Galileo CS studies (including users’ feedback, including a
market study on high accuracy and trusted PVT market)

e Technical concepts for the Galileo CS were identified

Public Regulated Service

Top-down market analysis for main PRS user groups, including a PMR market report
and a Military and Defence Market report was carried out.

4.2.4. Seventh Research Framework Programme (FP7)

4.2.4.1, Objective and Scope

FP7 funding for GNSS applications supports vertical market acceleration strategy and the
action plan to stimulate the most valuable or mature market segments. It also offers
opportunities for breakthrough innovation independent of the area of application.

Main activities in 2011 focused on the evaluation of the FP7 3rd call for proposals and project
launch, together with the management of the portfolio of on-going projects from previous FP7
1st and 2nd calls. By the end of 2011 a total of 51 projects (covering both satellite navigation
applications and security) were managed by the Agency and 37 new contracts were ready for
signature.

In managing the projects, the Agency's objectives are:
= To keep the projects in line with the strategic objectives;
» To maximise the project results; and
» To produce an effective communication action for each project.

4.2.4.2. FP7 3rd call

The 3rd Call for proposals was launched in 2010 with a budget of EUR 38 million. The amount
allocated for collaborative projects (CP) is EUR 30.5 million (including receivers topic managed
by DG ENTR); a budget of EUR 6.7 million is dedicated to tenders and the residual budget of
EUR 1 million is allocated to administrative support, communication, results dissemination and
independent experts. This Call comprises FP7-GALILEO-2011-GSA-1-a and FP7-GALILEO-2011-
GSA-1-b, and the latter refers to a two-stage call for small projects targeting SMEs. For the
first time, classified proposals on PRS receivers were accepted and an appropriate
methodology was put in place.

A total of 148 proposals were received for both stages. This is a 155% increase with respect to
the 1st Call and clearly shows a growing interest from industry and the research community.
The evaluation of the 74 proposals received in FP7-GALILEO-2011-GSA-1-b stage 1 took place
in late 2010, leading to 26 proposals which passed to the second stage. A total of 74 proposals

39
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4.2.4.5. Main Achievements in 2011

Achievements in R&D

During 2011 EU innovative companies were funded, including:
e 3 Calls for Proposals on GNSS applications;
s Portfolio of 80 R&D projects with a budget of EUR 70 million;
e 425 beneficiaries, of which 41% are SMEs

The full list of FP7 projects in annex to this catalogue*

In addition, the full project portfolio is available on the Agency website.

Also, on the R&D investment side, two Call results were published, including:
e 14 Proof of concept;
e 26 Prototypes;
e 23 Pre-commercial products;
s 44 Trials.

4.2.5. Market Development 2011 Key Performance Indicators

In 2011, the Market Development team introduced internal Key Performance Indicators
(KPIs) tracking system, updated every quarter. Below are the extracts with KPIs per segment.

4.2.5.1. EGNOS Adoption in Aviation
2011 - :
ID | KPI resils Additional Information
. AirNostrum declared plans to equip part of fleet;
1 ig:vz:f:mes With- EGNDS 3 Aurigny interested to equip entire fleet; Citylet part
of ACCEPTA
> # GA operators with 5 Royal Star (PL). REGA (CH), Hebridean, Blink,
EGNOS receivers London Exec (UK)
2 RATF Eurocontrol, ATC Global, MRO Avionics
3 | Participation in key events 10 Munich, AeroDays Madrid, Aero Friedrichshafen, ACI
SMAG, EBACE, Le Bourget, ERA General Assembly

4,2.5.2, EGNOS Adoption in Precision Agriculture

2011

U R results

Additional Information

3 http://www.gsa.edropa.eu/go/randdxv-2/project-portofolio/
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# of brands (tractor and 2010 (Trimble, Leica, Claas, Challenger, Fendt,
1 | device manufacturers) 9 Massey Ferguson) 2011: (Muller Elektronic, Raven,
selling EGNOS products ARAG)
Participation at SIMA 02/11 and at AGRITECHNICA
T 11/11, CBA results presented at CAPIGI conference,
& Participation in keyevents 4 Amsterdam 05/04/2011 and at Prague International
conference on 12/07/2011
4.2.5.3. EGNOS Adoption in Road Transport
ID | KPI 2011 Additional Information
results
# of EGNOS trials
1 performed 6 2011 (GSC, EGNOS2ROAD, COVEL)
& of_articlgs (FP7 and GSA) 2011 (2 in ITS International, 2 in Traffic International,
2 | published in sector 5 1 in Inside GNSS)
magazines
s s ISEP 2011, ASECAP days, Intertraffic, ITS Europe, 8th
3 1 Participation in key:events 7 Annual RUC Conference, ITS World Congress, ITN
4.2.5.4, EGNOS Adoption in Mapping
2011 . y
ID | KPI el Additional Information
1 # of contacts with key 6 Ashtech, Geneq, Topcon, Handheld, Trimble, Leica
industry players Geosystems
Intergeo, First Day of the European Surveyor and
2 Participation to key events | 3 Geoinformation - Mercator Day, Symposium on the
Geodetic Infrastructure in Europe
4.2.5.5. Market Monitoring
2011 - .
ID | KPI FEEiT Additional Information
1 ﬁrgg eGnT;?mr;a;:ft data 6 Individual presentations for stakeholders followed by
stakaholdars participation in events
2 | # of experts interviewed 88 Source: LE/Booz expert interviews database, FDC PRS
survey
# of market segments LBS, Road transport, Agriculture, Surveying/mapping,
3 : 7 .
covered by analysis Maritime, PRS
# of downloads of GNSS i
5 Market Reports 960 Only downloads from GSA website
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4.2.5.6. Commercial Service

ID | KPI 2011 results

Creation of business plan for Commercial

1 | Service in cooperation with European Business Plan completed
Commission
4.2.5.7. Research and Development

ID |KPI FP6-1 FP6-2 FP6-3 FP7-1 FP7-2 FP7-3
Budget for applications

1 and market preparation 11.3 32.8 9.5 16 25.1 275
# of pre-commercial

2 products 0 1 0 12 11 Tbd

3 # o_f patents/trademarks 0 4 0 3 0 thd
registered
# of successful trials

4 soriductad 25 19 tbd
# of papers in scientific
publications, industry

5 |magazines, participation 8 186 268 Thd
in workshops, press
releases
# of SW libraries or tools

6 published in open source 1 4 0 tbd
# of proposals above

7 lthreshold received in call 3 2 & L 7 £pihs

s # of proposals submitted
to the call 57 94 148

9 |# of participations 399 650 712

4.3. General Administration

4.3.1, Legal and Institutional Activities

The Legal Department of the Agency was entrusted with all procurement and contract
management activities in the first quarter of 2011 (and in support to the Finance and
Administration Department in the remaining quarters) and continued to provide legal support
to other GSA departments. Thus, most of its activities are already included in other sections of
this report. The following activities shall be highlighted:

4.3.1.1, Procurement

The procurement activities managed in 2011 can be summarised as follows:

= Forty-nine purchase orders corresponding to an overall amount of approximately
€720,000;

= One negotiated procedure corresponding to an overall amount of £€39,600;
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v' The GSA participated in the 2011 ESNC Award ceremony on 19 October in Munich.
At this event the GSA awarded the 2011 GSA Special Topic Prize for the 'most
promising EGNOS application'. This year the winning application had to exploit EGNOS
SOL. The prize was awarded to 'CATUAV', a company in Catalonia that is developing a
Mini-UAV Traffic Collision Avoidance System, harnessing the power of EGNOS to bring
mini-UAVs into their own in civil aviation. The GSA prize will support business
incubation of the idea for up to one year.

4.3.3.2. PRS Awareness activities

Under the aegis of GSA activities in the domain of the PRS Pilot Project, in 2011 the GSA
began the first communications activities meant to raise awareness and understanding of the
future Galileo PRS service. These activities were meant to begin to introduce and build a
dialogue with industry regarding what the service can offer and how to begin to prepare for its
introduction. Initial PRS awareness raising activities included:

» The development of a logotype and information leaflet in order begin the process of
creating an identity for the service and present initial information on the service to target
users and related industry. The leaflet was distributed for the first time at the following
event:

= TETRA World Congress, Budapest (24-27/5/2011). An exhibition stand was developed
and implemented for the PRS for the fist time in order to begin a dialogue with the PMR
(Professional Mobile Radio) market regarding the possible future integration of PRS into
these devices. Along with the stand and information distribution, a targeted 'PRS for PMR'
workshop was organised during the event in order to provide information to and start a
dialogue with key players in this sector. Event participation also included a conference
presentation, and a press briefing to announce the future tender to support development
in this domain.

4.3.3.3. GSA Corporate Communications

Following the new regulation and name change for the GSA in late 2010, in 2011 GSA
Corporate Communications activities featured activities designed to reintroduce the GSA and
its new defined objectives and remit, including:

= A new GSA information leaflet and information folder was created and distributed
throughout the year at relevant events.

* The GSA was present in a large exhibition in the European Parliament called, "EU
agencies — the way ahead' (1 - 4/2/2011). The event was designed to raise
awareness of the work and importance of the EU agencies for Europe.

= The GSA continued to expand the information provided by the GSA website. 51 news
stories were added to the sites in 2011.

Pres.

In 2011, the GSA was involved in a range of activities designed to raise awareness of the
Agency and its activities with the press, this included the following actions:

v’ 7/2/2011, Press release: 'New Executive Director for the European GNSS Agency’
v 19/4/2011!, Press release: 'Rewarding the best innovative ideas for EGNOS'

v 17/11/2011. Press release: "Free software 'Toolkits' bring EGNOS accuracy and
integrity to smart phones.”

v 18/11/2012. Press release: "GSA Sat-nav Prize winner creating system for Mini-UAVs in
controlled airspace.”
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6.1. Declaration of Assurance

I, the undersigned, Carlo Des Dorides,
Executive Director of the GSA,

In my capacity as authorising officer,
Declare that the information contained in this report gives a true and fair view™.

State that I have reasonable assurance that the resources assigned to the activities described
in this report have been used for thelr intended purpose and in accordance with the principles
of sound financial management, and that the control procedures put in place give the
necessary guarantees concerning the legality and regularity of the underlying transactions.

This reasonable assurance is based on my own judgement and on the information at my
disposal, such as the results of the self-assessment, ex post controls, the work of the internal
audit capability, the observations of the Internal Audit Service and the lessons learnt from the
reports of the Court of Auditors for years prior to the year of this declaration.

Confirm that I am not aware of anything not reported here which could harm the interests of
the institution.

However the following reservations should be noted: none.

Done in Brussels, 21 June 2012

Carlo des Dorides

*2 True and fair in this context means a reliable, complete and correct view on the state of affairs in the service.
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6.2. Human and Financial Resources

6.2.1. Financial Resources

The Agency’s executed own budget in 2011 was EUR 8,058,652, out of a maximum budget of
EUR 8,200,000 (98.4% of budget execution in terms of commitments). In addition to the
annual subsidy, in 2011 the Agency managed a ‘delegated budget’ from the European
Commission of almost EUR 70,000,000 via grant and procurement projects.

Per titles, total expenditure in title 1 (HR costs) represented EUR 3,821,859; title 2
(Administrative costs) amounted to EUR 1,582,171, title 3 (operational costs) EUR 2,666,621,
Details of the budget implementation during 2011 can be found in the Budget Implementation
Report 2011, on the Agency’s website,

The entire Agency revenue comes from the EU budget. No other sources of funding were
foreseen during 2011.

6.2.2. Human Resources

At the end of 2011, the Agency consisted of 42 staff (28 temporary agents, 13 contractual
agents and 1 seconded national expert). Despite the relatively high turnover of staff during
2011, all posts except four (GNSS Security Accreditation Officer, Local Security Officer, Market
Innovation Officer and Component and User Segment Security Accreditation Officer) were
replaced by the end of the year.

2011 GSA staff hailed from 15 Member States: Belgium, Bulgaria, the Czech Republic, Estonia,
France, Germany, Hungary, Italy, Malta, Poland, Portugal, Spain, Sweden, the Netherlands and
the United Kingdom. Many of the applications the Agency received for the more technical
positions came from Member States with a long tradition in the aerospace industry. However,
the Agency is continuously searching for new ways to spread awareness of its available
positions in order to better reach gualified candidates in all Member States.

The Agency takes great care to avoid any form of discrimination in its recruitment procedures.
The Agency has managed to achieve a very well balanced gender distribution, with 55% of all
staff being men versus 45% being women.

Per Department and area of activity, the 2011 distribution of GSA staff was as follows:
- Office of the Executive Director: 2 (2 TAs)

- Communications: 2 (1 TA + 1 CA)

- Finance/HR/Procurement/Admin: 10 (7 TAs + 3 CAs)

- ICT & Logistics: 3 (1 TA + 2 CAs)

- Legal: 4 (3 TAs + 1 CA)

- Market Development: 9 (5 TAs + 4 CAs)

- Security Accreditation: 9.4 (7.65 TAs + 1.75 CAs)

- Galileo Security Monitoring Centres (GSMCs): 2.6 (1.35 TAs + 0.25 CA + 1 SNE)

Human Resources by ABB activit
Code ~ABB| rgp activity : 4 J
Activity Establishment Plan Posts | External Personnel | Total
Security
Accreditation 14 8 1P
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Contributﬁop 'to 11 7 18
commercialization
Galileo  Security
Monitoring 3 2 =]
Centres

TOTAL 28 14 42

The above data rely on the snapshot of GSA personnel actually employed in each Department
as of 31 Dec 2011 and do not constitute full-time-equivalent units throughout the year.
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6.3. Draft Annual Accounts and Financial Reports

Draft Annual Accounts have been prepared for the 2011 exercise and sent to the European
Commission on their due date. The Budget Implementation Report 2011 has also been
finalized and it is currently available on the Agency website.

The Court of Auditors is expected in May 2012 to audit the 2011 Accounts. After their final
remarks, the 2011 Annual Accounts are to be submitted in June 2012 to the Administrative
Board for adoption.
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6.4. List of Administrative Board Decisions

The Administrative Board held five meetings in 2011 (AB27, AB28, AB29, AB30 and AB31). A
summary of the main results of these meetings is provided below.

1, 27th Meeting of the Administrative Board, held on 13 January 2011

At its twenty-seventh meeting, the Administrative Board:

= Elected the new Executive Director of the European GNSS Agency among three
candidates. Mr Carlo des Dorides was elected as the new Executive Director by over a
majority of three-quarters. His mandate is for a period of 5 years and is in effect from
1% February 2011.

2. 28th Meeting of the Administrative Board, held on 24 February 2011

At its twenty-eighth meeting, the Administrative board met for a workshop on the
implementation of the work programme with a focus on GNSS Applications and security
activities. The Administrative Board also:

= adopted a revised organisation chart following the entry in service of the new Executive
Director

3. 29th Meeting of the Administrative Board, held on 24 March 2011

At its twenty-ninth meeting, the Administrative Board:

= Adopted the minutes of AB26 held on 18 November 2010
= Adopted the minutes of AB27 held on 13 January 2011

= Approved the provisional work programme for 2012

» Approved the multi-annual staff policy plan 2012-2014

= Approved the estimate of revenues and expenditures 2012 including a draft
establishment plan

= Extended the mandate (ending May 2011) of the Chairman and Deputy Chairman of
the Administrative Board until end of June 2011 due to the lack of candidates for the
takeover.

4. 30th Meeting of the Administrative Board, held on 23 June 2011
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At its thirtieth meeting, the Administrative Board:

adopted the minutes of AB29

adopted the annual activity report 2010

adopted the annual accounts 2010

adopted the Agency new financial circuits

adopted internal control standards applicable to the Agency

adopted new reclassification rules

adopted derogation to third language requirement for promotion of staff in 2011
appointed the accounting officer (formal appointment)

elected the new chairperson of the Administrative Board, Ms Sabine Dannelke with a
mandate of 2.5 years until 31% December 2013

renewed the mandate of deputy chairperson, Ms Ann Sta, until 31 December 2011

5. 31st Meeting of the Administrative Board, held on 15 November 2011

At its thirty-first meeting, the Administrative Board:

adopted the minutes of AB30
approved the new internal organisation of the Agency

approved the work programme 2012 pending the formal opinion of the European
Commission

adopted the budget 2012

elected the new deputy chairman, Mr Christian Gaisbauer, unanimously with a
mandate of 2.5 years until 15 April 2014.

appointed GSA new accounting officer, Ms Svetlana Benevska.

6. Written Procedures

In 2011, the Administrative Board decided on four occasions to take decisions by written
procedure:

6.1

Written Procedure No. 17 for adoption of a decision to carry-over of
appropriations from 2010 to 2011

The Administrative Board adopted on 7 February 2011 the decision to carry over unused
payment appropriations in the amount of €1,262.00 on budget line 3100 Expenditure for
studies from 2010 to 2011 in accordance with article 10 (1) and (2) of the GSA financial
regulation.

6.2

Written Procedure No. 18 for adoption of a financing decision for
€4,458,000.00 to cover commitments of the Agency towards ESA for the
procurement of infrastructures from Israeli entities for the Galileo Programme
under the Matimop cooperation agreement to be paid from expenditure
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appropriations, which the Agency received from the GIU and Matimop
allocated under Budget line 2911

The Administrative Board adopted on 23 March 2011 the above-mentioned financing decision.

6.3 Written Procedure No. 19 for adoption of a measure to support of muiti-lingual
tuition for children of GSA Staff

The Administrative Board adopted on 13 September 2011 the decision to support multi-lingual
tuition for children of GSA Staff relocated to the new GSA headquarters.

6.4 Written Procedure No. 20 for adoption of the annual accounts for the year
2010

The Administrative Board adopted on 29 September 2011 the annual accounts for the year
2010.

These annual accounts were adopted in June 2011 but were resubmitted for adoption following
an observation by the European Court of Auditors.
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6.6. GSA Administrative Board

The GSA Administrative Board brings together representatives of the Member States, the
European Commission, and the European Space Agency. The Administrative Board is
responsible for the definition of the Agency’s priorities, the establishment of the budget and for
monitoring the Agency’s operations.

Composition®?

thvotlngrlghts European Member States (27 representatives) and European
: Lt Commission (5 representatives)

European Parliament (1 representative), Norway

European Space Agency (1 representative) and HR (1 representative)

 Chairof the Administrative Board |  Deputy Chair of the Administrative Board

Ms Sabine Dannelke (Germany) Mr Christian Gaisbauer (Austria)

33 A detailed list of GSA AB Members is available on the GSA website : http://gsa.europa.eu/go/gsa/governance/
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6.8. Security Accreditation Board (SAB) Decisions

Meeting | Date Ref | Title Description Notes
SAB3 24/02 | D1 | Adoption of | The agenda was adopted
agenda with minor amendments
coming from the EC.
SAB3 24/02 | D2 | Adoption of | The minutes of the SAB2
the Minutes | meeting were adopted
of SAB2 with amendments coming
from the UK.
SAB3 24/02 | D3 | SAB Status | Each time there is an
Update update or change in such
documents as the Security
Accreditation Milestones
(SAMs), SSRS, system
configuration applicable or
review plan for each
accreditation  milestones,
the SAB secretariat should
receive these documents
formally from the EC and
approve the revised
versions.
SAB3 24/02 | D4 | Election  of | It was decided to hold the | Request for votes
the elections of Chairperson | sent to relevant MS
Chairperson | and Deputy Chairperson at | 28/02/2011.
and Deputy | the meeting and ask the | Deadline set for
Chairperson | missing Member States to | COP 21/03/2011.
vote by email or post mail
after the meeting, fixing
the deadline for
submission of votes.
SAB3 24/02 | D5 | GSAP Report | The SAB agreed to adopt
/2011 the presented ATL
template.
SAB3 24/02 | D6 | GSAP The SAB agreed with the
/2011 Recommend | GSAP recommendations
ations reported in  document

GSA-SAB-11-02-03-07.
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SAB4 03/05 | D1 | Adoption of | The agenda was adopted | As there was no
/2011 agenda with minor amendment | quorum at the
coming from the EC. meeting all
decisions were
submitted for
approval through a
silent procedure
launched on 17
May 2011 which
closed without
being broken on 1

June 2011.
SAB4 03/05 | D2 | Adoption of | The minutes of SAB3 were | As there was no
/2011 the Minutes | adopted unanimously with | guorum at the
of the SAB3 | a reservation that as there | meeting all
was no quorum at the | decisions were
meeting, the approval of | submitted for
the minutes as well as the | approval through
other decisions taken in | silence procedure
this meeting will have to | launched on 17
be confirmed by the|May 2011 and
missing MSs through a | which closed
silent procedure. without being
broken on 1 June

2011,

SAB4 03/05 | D3 | SoC to SSRS | The GSAP was tasked to | As there was no
/2011 3.9 and | prepare with the support | quorum at the
SSRS 3.9 | of GSA and ESA for the | meeting all
Flow-down pre-SAB meeting in June a | decisions were
first. draft of the ATL1 | submitted for
report focussing on SoC to | approval  through
SSRS 3.9 and SSRS 3.9 | silent procedure
flow-down, to be further |launched on 17
presented to the SAB in{May 2011 and
July. closed without
being broken on 1

June 2011,
SAB4 03/05 | D4 | GSAP The SAB meeting in July | As there was no
/2011 Recommend | will be a 1-day meeting. quorum at the
ations meeting all
decisions were
submitted for
approval  through
silent procedure
launched on 17
May 2011 and
which closed
without being

broken on 1 June
2011,
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SAB4 03/05 | D5 | GSAP The GSAP | As there was no
/2011 Recommend | recommendations quorum at the
ations (RESTREINT UE) referring | meeting all
to a SECRET UE document | decisions were
presented during  the | submitted for
meeting were adopted, approval  through
silent procedure
launched on 17
May 2011 and
which closed
without being
broken on 1 June
2011.
SAB4 03/05 | D6 | GSA Report | The site activity report | As there was no
/2011 shall be referred and | quorum at the
summarised by the GSA in | meeting all
the ATL1 Report | decisions were
(appropriate chapter) until | submitted for
a proper security risk | approval through
analysis at system level | silent procedure
integrates all the Site| launched on 17
Accreditation outcomes. May 2011 and
which closed
without being
broken on 1 June
2011
SAB4 03/05 | D7 | GSA Report On GSF PDR Report| As there was no
/2011 Update with Close-Out [ quorum at the
Review the SAB noted the | meeting all
content of this report and | decisions were
the issues raised by the | submitted for
GSA during the GSF PDR | approval through
review. silent procedure
launched on 17
May 2011 and
which closed
without being
broken on 1 June
2011,
SAB4 03/05 | D8 | GSA Report On PRS User Segment| As there was no

Accreditation Strategy -
the SAB accepted the high
level principles with a view
of developing the full
security accreditation
strategy by the GSAP by
autumn.

quorum at the

meeting all
decisions were
submitted for
approval through
silent procedure
launched on 17
May 2011 and
which closed
without being

broken on 1 June
2011,
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SAB4 03/05 | D9 | GSA Report | The GSAP is tasked to hold | As there was no
a site meeting (GSAP/F2) | quorum at the
to review the security [ meeting all
issues related to the sites | decisions were
and harmonize as far as | submitted for
possible the local security | approval through
operating procedures | silent procedure
(LSoPs). launched on 17

May 2011 and
which closed
without being
broken on 1 June
2011,
SAB4 03/05 | D10 | Approval of | GSAP Terms of Reference | As there was no
SAB were adopted. quorum at the
Framework meeting all
Documents decisions were
submitted for
approval through
silent procedure
launched on 17
May 2011 and
which closed
without being
broken on 1 June
2011,
SAB4 03/05 | D11 | Approval of | The Galileo Security
SAB Accreditation Strategy was
Framework adopted.
Documents
SAB4 03/05 | D12 | Approval of | The security management | As there was no
SAB plan 2011 was adopted | quorum at the
Framework and the corresponding | meeting all
Documents resource requirements by | decisions were
SAB were forwarded by | submitted for
the SAB Chair to the GSA | approval through
Executive Director in order | silent procedure
to fulfil Article 8 (k) and | launched on 17
Article 11.10. May 2011 and
which closed
without being
broken on 1 June
2011.
SAB4 03/05 | D13 | Approval of | The FKC Work Plan 2011
SAB was adopted.
Framework
Documents
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SAB4 03/05 | D14 | Approval of | Crypto Distribution | As there was no
SAB Authority — Draft Terms of | quorum at the
Framework Reference were adopted | meeting all
Documents with the reservation that it | decisions were
is a temporary approval, at | submitted for
least for the kick-off of the | approval  through
CDA. silent procedure
launched on 17
May 2011 and
which closed
without being
broken on 1 June
2011.
SAB4 03/05 | D15 | Approval of [ On the transportation of | As there was no
SAB the BBKME the SAB agreed | quorum at the
Framework that the FKC will witness | meeting all
Documents the shipment under ESA | decisions were
responsibility of the | submitted for
BBKME from Europe to | approval through
Kourou. silent procedure
launched on 17
May 2011 and
which closed
without being
broken on 1 June
2011
SAB5 12/07 | D1 | Adoption of | The agenda was adopted
the agenda with a minor change.
SAB5 12/07 | D2 | Adoption of | The updated SAB4 minutes
the minutes | containing the omitted
of SAB4 decisions have to be re-
submitted through an
additional silent procedure.
SAB5 12/07 | D3 | Status The SAB tasks the GSAP to
Update verify the implementation

of the EC action plan on
major open issues with
regard to accreditation.
The GSAP should alert the
SAB if the implementation
of this action plan is not
progressing adequately.
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SABSb

07/09

D3

GSAP report

The SAB decided not to
follow the GSAP
recommendation to
approve the ATL1 report.

SAB5Sb

07/09

D4

GSAP report

The GSAP
recommendations have
been adopted by the SAB
with a single reservation:
that the reference
document detailing
treatment plans will have
to be changed in these
recommendations.

SAB5Db

07/09

D5

GSAP Report

The SAB confirms that full
access fo Security Targets
of all Galileo security
components is granted to
the GSAP in formation F3.
The release of this
information shall be made
by ESA to the GSAP
secretariat.

SAB5b

07/09

D6

ATL1 Report

The SAB decided not to
vote on the ATL1 Report at
its SAB5b meeting.

SAB5b

07/09

D7

ATL1 Report

The SAB decided to
organise an extraordinary
SAB5c meeting on 7
October for voting on the
ATL1 Report. The meeting
should be organised in the
JLS premises.

SAB5b

07/09

D8

ATL1 Report

Those MSs that won't be
able to attend SABS5c for
voting on the ATL1 Report
should be available to vote
after the meeting either by
email or fax.

SAB5c

07/10

D1

Adoption of
Agenda

The agenda was adopted
after amendment.

SABS5c

07/10

D2

Adoption of
the minutes
of SAB5

The SAB5(b) minutes were
adopted but should be
submitted for approval
through a silent procedure
of the missing MSs.

As there was no
quorum at the
meeting the
minutes will be
launched for silent
procedure.
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SAB5c 07/10 | D3 | Vote on ATL | For the future of the| The remaining
Statement programme the E-BBKME | votes will be
component must be | gathered after the
certified. meeting and the
final results will be
announced on 14
October 2011.
SABS5c 07/10 | D4 | Vote on ATL | EC commits to address all
Statement open issues and
recommendations raised
by the GSAP in the ATL1
final report in order to
solve them before the
finalisation of the next SAB
accreditation statement
(IOV-SE).
SAB5c 07/10 | D5 | Vote on ATL | The present MSs approved
Statement the ATL1 statement to
launch.
SAB6 06/12 | D1 | Adoption of | The agenda was adopted
Agenda with minor changes.
SAB6 06/12 | D2 | Any Other | The issue of solar panels
Business raised by Belgium is not

only a safety issue but also
a security issue,
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358C

System Safety and Security Committee

Abbreviation

Definition

ABR

Accounting Budgeting Reporting

AD Administrator

APV Approach for Vertical Landing

AST Assistant

ATL Authorization fo Launch
Authority/GSA European GNSS Supervisory Authority
CA Commercial Aviation

CAPEX Capital expenditure

CBA Cost Benefit Analysis

CcC Common Criteria

CDA Crypto-Distribution Authority

CEN-C China-Europe GNSS Technology Training and Cooperation Center
CFSP Common Foreign and Security Policy
CNES Centre National d'Etudes Spatiales
Commission European Commission

CONOPS Concept of Operations

cpP Collaborative Projects

cs Commercial Service

DCN Document Change Notice

DG Directorate General

DIGIT Directorate General for Informatics
Dpt Department

EASA European Aviation Safety Agency

EC European Community

EDAS EGNOS Data Access System

EETS European Electronic Teolling System
EGNOS European Geostationary Navigation Overlay Service
EGNSS European GNSS

ESA European Space Agency

ESCCs External Satellite Control Centres
ESOC (ESA) European Space Operations Centre
ESSP (SAS) European Satellite Services Provider
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HR Human Resources

IAA Initiating Agent and Administration

IAS Internal Audit Service of the European Commission

IATO Interim Approval to Operate

ICD Interface Control Document

ICs Internal Control Standards

ICT Information and Communications Technology

ILS Instrument Landing System

10T In-Orbit Testing

10V In-Orbit Validation

IP Intellectual Property

IPR Intellectual Property Rights

IT Information Technology

ITS Intelligent Transport Systems

JIAC Joint International Agricultural Conference

JIMS Jamming and Interference Monitoring System

IMRD Justification Mission Requirement Document

Joint Action Council Joint Action 2004/552/CFSP of 12 July 2004 on aspects of
the operation of the European satellite radio-navigation system
affecting the security of the European Union

LBS Location-Based Services

LEOP Launch and Early Operations

LSAP Local Site Security Accreditation Plan

LSOP Local Security Operating Procedure

MASPP Multi-Annual Staff Policy Plan

MATIMOP Israeli Industry Center for R&D

Member State(s)

Member State(s) of the European Union

MPS

Minimum Performance Standards

MRD Mission Requirements Document

MS Member State(s)

NET National Expert Group (working group of the GNSS Security
Board)

NRSCC National Remote Sensing Center of China

OPEX Operational expenditure

CRR Operational Readiness Review

0s The Galileo Open Service

OURD Operator User Requirements Document
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PACIFIC PRS Application Concept Involving Future Interested Customers
PDF Preliminary Design Review

PinS Point in Space

PKMF PRS Key Management Facility

POC Point of Contact

POCP Point of Contact Platform

PP Protection Profile

PRA Preliminary Risk Assessment

PRAM PRS Receivers and Security Modules

PRS Public Regulated Service

pPSI Programme Security Instruction

PUF Physically Unclonable Function

PxSU Payload or Platform Security Unit

R&D Research and Development

RNAV Area Navigation (method for airspace navigation)
SAA Security Accreditation Authority

SAB Security Accreditation Board

SACP Security Accreditation and Certification Plan
SAM Security Accreditation Milestone

SAR Search And Rescue

SAT PDR Satellite Preliminary Design Review

SB Security Board

SBAS Satellite Based Augmentation Systems

SC Specific Contract

SCDR System Critical Design Review

SecOPS Security Operations

SG Secretariat-General

SISRS-PRS-RX

PRS Receiver System Interconnection Security Requirement
Statement

SM Security Module

SME Small Medium Enterprise

SoC Statement of Compliance

SoL Safety of Life

SPCDR System Preliminary Critical Design Review
SQR System Qualification Review

SSP System Security Plan
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SS5RS System Specific Security Requirements Statement

SSRS-PRS-Rx System Specific Security Requirements Statement for the PRS
Receiver

SS-SKP Space Segment Security Key Point

SVT System Validation Test

TBC To be confirmed

TBD To be defined

TEN-T Trans-European Transport Network

TIP Tender Information Package

TMP Technology Monitoring Process

ToR Terms of Reference

TREN Transport and Energy

TIC Telemetry and Telecommand

ULS Uplink Station

UNIDROIT International Institute for the Unification of Private Law

us United States (of America)

WG Working Group

WG-CMS Working Group Common Minimum Standards

WG-NET Working Group National Expert Team

WG-PRS Working Group Public Regulated Service
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