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1 Introduction

1.1 Scope of procurement

A set of industrial System Support activities are needed to assist EUSPA’s role of Galileo component
manager and the associated security risk analysis. The description of those activities are subject of
this framework contract Statement of Work.

The main areas of activities in support to EUSPA under this framework are summarized below:

e Establishment and maintenance of the baseline for the security risk assessment process;

e Production and maintenance of the statement of compliance for the mission security
requirement;

e Production and maintenance of the security risks assessment in compliance with the approved
baseline;

e Production of security assessments of the different Galileo procured infrastructures upon
requests from EUSPA.

The support activities described in this Statement of Work entail activities classified up to SECRET

UE/EU SECRET and access to PRS information in the SM category.

1.2 Acronyms and Abbreviations

Table 1-1 — Abbreviations

Acronym/Abbreviation Definition

AD Applicable Document

AlV Assembly, Verification and Integration
AR Anomaly Report

AR Acceptance Review

ARB Anomaly Review Board

ATO Approval to Operate

CA Certificate Authority

CAS Commercial Authentication Service
CDR Critical Design Review

CFI Customer Furnished Item

CIA Cyber Internal Auditor

CLA Classified

CISL Contractual Index Status List

COTS Commercial off-the-shelf

CP Certificate Policy

CPS Certification Practice Statement
CSM Cyber Security Manager

DCN Document Change Note
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DDF

Design Definition File

DDL Deliverable Document List

DDVP Design, Development, Verification Plan

DIL Deliverable Item List

DJF Design Justification File

DKP Design Key Point

DP Data Package

EB Engineering Board

EC European Commission

ECSS European Cooperation for Space Standardization
EoC End of Contract

ESA European Space Agency

EU European Union

EUSPA EU Agency for the Space Programme

EWS Emergency Warning Service

FFPA Financial Framework Partnership Agreement
FOC Full operational Capability

GALSEE Galileo System Engineering Environment
GRSP Geodetic Reference Service Provider

GSC Galileo Service Centre

GSMC Galileo Security Monitoring Center

GSOp Galileo Service Operator

HAS High Accuracy Service

HQ Headquarter

HW Hardware

ICD Interface Control Document

ILS Integrated Logistic Support

INT Integration Chain

IOM Installation, Operation and Maintenance manual
ITIL Information Technology Infrastructure Library
KO Kick Off

KoM Kick-off Meeting

KPI Key Performance Indicator

LD Liquidated Damage

LRU Line-Replaceable Unit

MS Microsoft

NC Not Compliant

NRB Non-conformance Review Board
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Acronym/Abbreviation Definition

NPRS Non-PRS

0/S Operating System

OPE Operational chain

ORR Operational Readiness Review

OS-NMA Open Service Navigation Message Authentication
OVRR Operational Validation Readiness Review

PA Product Assurance

PC Partially Compliant

PKI Public Key Infrastructure

PRS Public Regulated Service

QR Qualification Review

RAMS Reliability, Availability, Maintainability, and Safety

RCA/ Root CA

Root Certificate Authority

RCV

Receiver

RFD Request for Deviation

RFW Request for Waiver

RID Review Item Discrepancy

RLSP Return Link Service Provider
RVM Requirement Verification Matrix
SAB Security Accreditation Board
SAS Security Accreditation Strategy
SC Specific Contract

SecOPs Security Operating Procedures
SECVTB Security Validation Test Bench
SETA System/Service Engineering Technical Assistance
SFC System Functional Chain

SM Security Module

SoC Statement of Compliance

Sow Statement of Work

SSRS System Security Requirements
SwW Software

TSP Timing Service Provider
TUR/TUS Test User Receiver/Segment
TV Test Vector

UNCLA Unclassified

USEG User Segment

uTC Coordinated Universal Time
VAL Validation chain
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Acronym/Abbreviation Definition

VCD Verification Control Document
VCM Verification Control Matrix

WBS Work Breakdown Structure

WPD Work Package Description

XCA X Certificate and Key management

1.3 Applicable and Reference Documents

R-SAC-1. The Galileo Support activities shall be procured according to the applicable
documents of the GALILEO Exploitation Phase or their updated versions as a result of FOC
evolutions. The Table 1-2: List of Applicable Documents constitutes the list of applicable
documents.

R-SAC-2. The full list of applicable documents is constituted by the documents listed in Table
1-2Fable1-2 and the list of applicable documents from AD.1.

Applicable Documents:

Title Reference Doc Issues
AD.1 | Management Requirements for EUSPA- | EUSPA-PCEDQ-QMS-SOW- 1.0
RP-01-22 A16922

Table 1-2: List of Applicable Documents

Reference Documents:

Title Reference

RD.1 GSCv1.4 DDF

Table 1-3: List of Reference Documents

2 General Rationale of the Activities

In accordance with the EU Space Regulation, EUSPA is the Galileo component manager. As part of
the activities allocated to EUSPA in the regulation, it is to carry out the risk and threat analysis and
all  the necessary  activities to  ensure and monitor  the  security  of
that component, in particular setting of technical specifications and operational procedures,
and monitor their compliance with the general security requirements.

The objective is to support EUSPA in the preparation and maintenance of the documentation that
implements the above activities. This will entail:
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- Support the preparation and maintenance of the different processes for the risk and threat
analysis.

- Support the execution of risk and threat analysis as required.

- Support the preparation the Statement of Compliance of the Galileo Component to the
general security requirements.

- Support the monitoring of the security implementation of the security requirements
through review, analysis and audits on the operational procedures and technical setup.

3 General Requirements

The activities to be conducted as part of this Statement of Work consist of the provision of Security
Accreditation Preparation aimed to support the Security Authority and the Engineering
departments for aspects related to the Galileo Space Component Security.

R-SAC-3. SETA activities may be assigned to the Contractor under this Framework in the
period from 01 July 2023 until 30 June 2027.

R-SAC-4. The Contractor shall provide support on management of security accreditation
preparation, risk assessment and management, compliance to high level security requirement,
cyber evaluation and operational security.

R-SAC-5. The Contractor shall provide the support for Galileo First Generation activities,
Galileo Second Generation activities and any related transition phase between the first generation
and the second generation. All the requirement in this SoW shall be understood that it can require
specific activities for any of the 3 phases of the Galileo Component.

R-SAC-6. The Contractor shall support the EUSPA in the EU Space Programme Committee
subordinate bodies and formations for Galileo, including the working groups and task forces
established within the EU Space Programme for Galileo Component

R-SAC-7. The Contractor shall support the EUSPA in all Security Accreditation Board (SAB)
activities linked to Galileo, including its associated subordinate bodies.

R-SAC-8. The support activities described in this Statement of Work entail activities classified
up to SECRET UE/EU SECRET and access to PRS information in the SM category. The Contractor shall
be authorised by the relevant competent authority to handle EU classified information and PRS
information accordingly.

R-SAC-9. The contractor shall provide a PRS Information Management Plan (PIMP) to ensure
appropriate handling and management of PRS information.

R-SAC-10. The Contractor shall apply the Cybersecurity Tender Specifications [listed as AD-
028 in AD.1]. The Contractor shall also apply the Cybersecurity requirements for management
[listed as AD-029 in AD.1], the Cybersecurity requirements for service infrastructure [listed as AD-
030 in AD.1], and service infrastructure maintenance [listed as AD-031 in AD.1] in case such
infrastructure/tool is developed or used as part of the Galileo accreditation perimeter. The
Contractor shall also apply the Cybersecurity requirements for service operations [listed as AD-032
in AD.1] in case such infrastructure/tool is used as part of the accreditation perimeter.
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3.1 Work plans scheme
R-SAC-11. The Contractor shall provide as part of the Technical Proposal for any Specific

Contract a set of Work Plans covering the main activities until completion of the specific contract
launched under this framework. The following work plans are currently envisaged on the basis of
this SoW:

a) Galileo Security Accreditation

b) Galileo Security Risk Assessment

c) Galileo Security Requirements follow-up
d) Galileo Security Operations follow-up

Note: the Contractor can optimise/modify the above list of work plans in the proposal providing an
adequate justification.

R-SAC-12. The Work Plans shall be very synthetic and production oriented the following
information:

e Schedule and definition of internal milestones to be used for the acceptance of the work
by EUSPA (QPMs);

e Description of the activities and associated deliverables as a function of the above internal
milestones.

R-SAC-13. The specific deliverables defined in the Workplan may be revised in terms of
schedule and priority on a quarterly basis at each Quarterly Progress Meeting (QPM) starting from
Kick-Off to reflect the schedule of the specific contract. QPMs shall be the main tool to steer
support activities and their planning update in agreement with EUSPA. The deliverables expected
from the Contractor for each QPM are outlined in [AD.01].

3.2 Coordination between Support Contracts and ESA

R-SAC-14. The Contractor shall organise Quarterly Progress Meetings for the sake of assessing
achievements versus the workplan and accomplishment of the payment milestone. These QPMs
will also be used to reprioritise and confirm the workplan schedule for the upcoming activities
which will be formalised through the signature of the QPM MoM by the Parties to the contact. The
total value and duration of the SC will remain unchanged by these agreements.

R-SAC-15. The Contractor shall support Quarterly Coordination Meetings led by EUSPA for
the sake of ensuring coordination of the activities with other Support Contracts and ESA. These
QCMs may be organised to ensure coordination between the works ongoing on several EUSPA
Support Contracts (or ESA contracts / deliverables) in order to align and exchange on activities and
baselines. The Contractor shall flag any needs for exchange of information or coordination between
activities of other support contracts in preparation of the QCM. The actions stemming out of this
coordination meeting will be formalised in a MoM.

R-SAC-16. The Contractor shall identify and keep track of dependencies between System and
Service Support Contracts and flag inconsistencies and needs for coordination.
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3.3 Handback

At the end of the Service Support for the Exploitation phase activities described in the present
document, the Contractor may be assigned to perform handback activities in order to:

e Ensure seamless transition of the contractual activities and deliverables including the
identified tools from the Contractor to the Successor Contractor.

e Allow the Successor Contractor to acquaint its team with project status, tasks, key roles,
responsibilities, procedures and deliverables including the selected tools.

It is understood that the term “Successor Contractor” used in this section means the entity who
has been awarded the next contract for the continuation of activities covered by this contract, i.e.

v

following the “Contractor’s” contract.

The hand-back activities shall be performed in a professional and timely manner causing no
perturbation to the Exploitation phase contractual activities running in parallel.

R-SAC-17. The assigned Hand-back activities shall be initiated by a Hand-back Kick-off (HBKO)
and terminated by a Hand-back Acceptance Review (HBAR). The Handback duration is to be agreed
between the Contractor and the Agency.

R-SAC-18. The Contractor shall submit with its specific contract technical proposal and
maintain a "Hand-back Plan" during the hand-back assignment (SC), which is expected to cover the
last 12 months of the Framework Contract, to be approved by EUSPA. The Handback plan shall
contain an integrated view of the planning of all the Contractor's activities to be carried out during
the Hand-back, ensuring compatibility with all review processes associated with Successor
Contractor's Handover. This Plan shall contain details on the steps and actions to be undertaken by
the Contractor to ensure a safe and successful transition to the Successor Contractor, including
ensuring the availability of all information needed by the Successor Contractor for the continuation
of tasks included in this framework contract.

R-SAC-19. Upon request from the EUSPA or the Successor Contractor, the Contractor shall
grant Successor Contractor authorised representative(s) access to meetings chaired by the
Contractor (including Quarterly Progress Meetings), which take place during the Hand-back period
to the Successor Contractor. It is understood that this participation will be limited to meetings or
parts thereof during which issues of interest to the Successor Contractor are being discussed (e.g.
project management, planning, and risk management, technical issues) and during which no
sensitive or confidential information that may cause damage to the Contractor is being disclosed.
The Successor Contractor representative(s) will participate in such meetings as observer(s).

R-SAC-20. The Contractor shall maintain a comprehensive description and planning of all
training activities necessary to equip the Successor Contractor with the knowledge to successfully
carry out all Support activities under this contract, including operation and maintenance of the
System Tools.

R-SAC-21. The Contractor shall provide a comprehensive set of training to the Successor
Contractor team personnel in accordance with the point above, approved by the EUSPA. This
training shall be delivered to the Successor Contractor team personnel nominated by the Successor
Contractor.
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R-SAC-22. The Contractor shall invite and allow the Successor Contractor to witness the actual

integration and verification testing, already underway and planned during the hand-over period, as
relevant.

R-SAC-23. The Contractor shall provide inputs, as requested by the Successor Contractor, for
the generation of the Handover Plan describing all the applicable provisions, processes, procedures
and timelines to be implemented by both the Contractor and Successor Contractor to execute the
handover of all tasks and responsibilities from the Contractor to the Successor Contractor.

R-SAC-24. At HBKO, the Contractor shall provide an updated detailed list of all documents,
including applicable version that will be made available during the Hand-back. Any
deviations/updates shall be subject to review and approval by EUSPA.

R-SAC-25. During the entire Hand-back, the Contractor shall provide to the Successor
Contractor unrestricted access to:

e All Galileo documentation required for the Handover phase;
e Access to deliverable data packages;

e All databases, licenses, tools;

e Archived Galileo data

R-SAC-26. The Contractor shall provide all original source files (e.g. Word, Excel, etc.).

R-SAC-27. A section of the Quarterly Progress Report shall be dedicated to the “Hand-back
Report”. It shall include the description and the status of the performed and planned activities
defined in the "Hand-back Plan", together with the associated risks and mitigation actions proposed
in case of deviation or anticipated deviation with respect to the plan.

R-SAC-28. The Contractor shall be responsible for the preparation of the Hand-back
Acceptance Review (HBAR). The EUSPA will chair the review.

R-SAC-29. The main objective of the Hand-back Acceptance Review (HBAR) is to confirm the
proper execution of all the activities foreseen in the "Hand-back Plan" submitted by the Contractor,
and completion of all actions agreed as part of the Successor Contractor handover process.

3.4 DOORS Support

R-SAC-30. The Contractor shall introduce all documentation (requirements and
corresponding validation evidence) in the DOORS database provided by EUSPA, integrate this
documentation in the overall programme requirement baseline and maintain the traceability
between higher and lower levels documentation.

R-SAC-31. The Contractor shall keep the DOORS databases (CLA and UNCLA) managed under
this FWC regularly synchronised with the master database at EUSPA.

R-SAC-32. The classified database shall contain the uncla modules and all the necessary links
between cla and uncla modules.

R-SAC-33. The Contractor shall maintain sufficient DOORS licences active for the contract
duration to ensure the accomplishment of all tasks under this framework.
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3.5 Tasks areas

Table 3-1: Task areas under this framework contract
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The Contractor shall upon request customize and tailor (new) requirement

L Expected
Task # Description authorisation - .p . Place of performance
. Missions
Language skills

Task 1: Security Accreditation preparation
Maintenance of the

T1.1 Galileo Security SUE/EUS o e R Contractor Premises

: Accreditation and English quarter

Certification Plan
anian hecatiee | sueeus

T1.2 . . Contractor Premises
Milestones and Schedule English :
document
Site Security

T1.3 Accreditation File FUEES L weel per Contractor Premises

: preparation and English month

maintenance
Perf i -UE/EU-
a:ecs)gmo:r?tc?g:r\:test) on S Infrastructure deployed in
. i E inland, lysi

T1.4 infrastructures of the Sels O?Lc;’;: ;aéz:tr:ac:;ra ysis
Galileo system upon remises
EUSPA request i

Task 2: Security Risk Assessment
e e | SUES

T2 Contractor P i
Galileo Security Plan English ontractor Fremises
(Security Risk assessment)

Task 3: Security Requirements flow down and compliance
High level Security S-UE/EU-S
Requirements allocation, .
. . English
implementation follow- 1  week per

T3.1 up, justification, quarter Contractor Premises

maintenance of
traceability and
verification
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T3.2

Security analysis of
RFD/RFW/NCR/Anomalies

S-UE/EU-S

English

T3.3

Maintain the Overall
Statement of Compliance
and associated
Verification Control
Document and
Requirement Verification
Matrix for the Galileo
High Level Security
Requirements

S-UE/EU-S

English

1 week
quarter

per

Contractor Premises

Task 4: PRS User Segment Risk Analysis

T4.1

Production and
maintenance of the
security risk assessment
for the PRS User Segment

S-UE/EU-S

English

Contractor Premises

T4.2

PRS User Segment SACP

S-UE/EU-S

English

Contractor Premises

T4.3

Non-EU PRS User
Segment Security Analysis

S-UE/EU-S

English

Contractor Premises

Task 5: Operations security follow-up

T5

Maintain the allocation of
secure operating
procedures and operation
requirements to different
operators across Galileo
with the associated
verification evidences

1 week
quarter

per

Contractor Premises

3.6 Detailed Tasks Description

3.6.1 Task 1: Security Accreditation Preparation

3.6.1.1 Galileo System Security Accreditation and Certification

R-SAC-35.

(SACP) and associated annexes.

R-SAC-36.

The Contractor shall maintain the Security Accreditation and Certification Plan

The SACP and associated annexes shall cover all Galileo Component chains:

Operational System, Validation System, pre-Operational system and in both Galileo first and second

generation.
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R-SAC-37. The Contractor shall ensure that the security measures as defined in the System
Security Plan are compliant with the applicable Mission Security Requirements.

R-SAC-38. The Contractor shall regularly review the applicable security accreditation and
certification plan and annexes (at least once per year), to:

- Analyse how to Improve/simplify the process.
- Implement changes in the Galileo Component structure and stakeholder allocation

- Proposing a harmonised process for all security risk assessments to be performed across
the different platforms/subsystems"

R-SAC-39. The Contractor shall coordinate the inputs issued by the relevant stakeholders in
order to support the establishment of a convergence plan for the production and update of the
documents to be submitted for accreditation.

R-SAC-40. The Contractor shall contribute to the maintenance of the plan of all the Galileo
Component accreditation milestones, which shall contain the list of the upcoming accreditation
milestones with the necessary dependencies to the different activities of the stakeholders (inputs
to the accreditation process).

R-SAC-41. The Contractor shall submit an Accreditation Dossier for the decision to be taken
by SAB at least one month before the relevant Galileo Security Accreditation Panel Meeting which
includes:

- Answer to the relevant questions raised by the previous SAB.
- Update of the Accreditation Dossier.
- Status presentations on Mission Level Accreditation documentation including technical

status.

3.6.1.2 Galileo Sites Security Accreditation Plan

R-SAC-42. The Contractor shall maintain the Local Security Accreditation Plan (LSAP)
R-SAC-43. The Contractor shall regularly review the applicable LSAP (at least once per year)
to:

- Analyse how to Improve/simplify the process.
- Implement changes in the Galileo Component structure and site management.

R-SAC-44. The Contractor shall support Sites Accreditation activities in building a data
package defining the Electronic Security Environment (ESE) stemming from the System and Service
Facilities.

R-SAC-45. The Contractor shall review and maintain the statements of compliance to the sub-
SSRS (SSSRS) and SISRS for the Galileo sites based on the contribution from the corresponding
stakeholder.

R-SAC-46. For the hosting sites the Contractor shall follow up the activities related to the site
accreditation (SAR/SAM and SATO), including the review of the Local Security Plan and Local
SECOPS and site inspection report where available.
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R-SAC-47. The Contractor shall prepare the data package to be delivered to the security
accreditation authorities for each of the different site accreditation milestones.
3.6.1.3 Galileo Security Assessment
R-SAC-48. The Contractor shall prepare and run Penetration Testing to identify potential
vulnerability on any Galileo infrastructure requested by EUSPA.
R-SAC-49. The Objectives for the Security Audit shall cover the verification of Electronic

Security Environment conditions of any Galileo Infrastructure (e.g. lock-down implementation:
access control, services running, physical access on the equipment, ...).

R-SAC-50. The Contractor shall support the independent security audit test campaigns
performed by the EUSPA accreditation team under SAB request.

R-SAC-51. The Contractor shall support the definition of penetration testing, review their
feasibility, estimate the impact on the service and ensure their planning.

3.6.2 Task 2: Security Risk Assessment

R-SAC-52. The Contractor shall perform the security risk assessment by applying the SACP
defined processes and maintain the SSP and associated annexes up-to-date.

R-SAC-53. The Contractor shall perform the risk assessment at each security accreditation
milestone by analysing the inputs coming from the different stakeholders in accordance with the
Security Accreditation and certification plan and the cyber status report.

R-SAC-54. For each security accreditation milestone the Contractor shall update the System
Security Plan as required to document the impact in the risks analysis.

R-SAC-55. The Contractor shall analyse the security impact of any modification in the
operational conditions, including both operations and infrastructure changes, and ensure that any
vulnerabilities identified are properly traced in the risk analysis and risk register.

R-SAC-56. The Contractor shall support on request from the Customer in the review of the
documentation and results related to the execution of security audit test campaigns (e.g.
Penetration Test), by incorporating them in the System Security Plan and identifying if required the
associated treatment plans.

R-SAC-57. The Contractor shall propose the risk mitigations for the security risks identified in
the risk assessment process in the form of treatment plans. The mitigation shall explain the
expected risk reduction.

R-SAC-58. The Contractor shall follow up and document the status of implementation of the
approved risk treatment plans based on inputs from the affected stakeholder and update the
System Security Plan and risk register accordingly.

R-SAC-59. The Contractor shall maintain the overall aggregated Security Risk data base (SSP
Volume 4) based on the as-designed and as-built risk analysis, perform the risk projection per
accreditation milestone taking into account the expected impact from the implementation of Risk
Treatment Plans.

R-SAC-60. The Contractor shall follow-up of the Risk Treatment Plan implementation and
cyber vulnerability status in close liaison with the different treatment plan owner.
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R-SAC-61. The Contractor shall maintain the integrity and overall consistency of the contents

of the data bases and ensure regular (monthly) availability of the aggregated Security Risk data
base.

The Contractor shall maintain consistency between the System Risk Analysis and the MODAF
modelling.

The Contractor shall maintain the System Risk Primary and Supporting Assets based on the MODAF
modelling.

The Contractor shall maintain the System Risk Threat Scenario list.

The Contractor shall maintain the System Risk Threat Scenario coverage based on the MODAF
modelling.

R-SAC-62. The Contractor shall extract and deliver the needed information from the security
risk analysis database (Threat Scenario, Attack Tree information, ...) for the configuration of the
GSMC Security Monitoring tools.

R-SAC-63. The Contractor shall support the operator at GSMC and GCC to modify the Security
monitoring tools configuration based on the inputs provided by any stakeholder with regards to
known vulnerabilities and associated risks assessment performed.

R-SAC-64. The Contractor shall evaluate as part of the risk assessment the possibility to
modify the operational setup (SECOPS and OSRD/OSRD-X requirements) which may be
implemented to reduce the level of the risks associated to the residual vulnerabilities taking into
account feedback from the relevant stakeholders

R-SAC-65. The Contractor shall maintain the Security Risk Assessment documentation
allocated to the Customer.

3.6.3 Task 3: Security Requirements flow down and compliance

R-SAC-66. The Contractor shall allocate any (existing and new) Galileo Mission Security non-
PRS Requirements to the different Galileo stakeholders with its associated justification. The
allocation shall confirm and justify coverage of the requirement or otherwise highlight the impact
on the compliance.

Note: the flow-down of the PRS requirements and their RVM is performed by EUSPA.

R-SAC-67. The Contractor shall maintain the consistency of the allocation of the Galileo
Mission non-PRS Security Requirements to stakeholders based on inputs from the Agency and
ensure the coverage of the requirements based on inputs from the allocated stakeholders. The
Contractor shall highlight any requirement coverage problem to the Agency and propose
modification on the allocation/coverage to have the requirement fulfilled by the corresponding
stakeholder.

R-SAC-68. The Contractor shall maintain a Requirement Verification Matrix for any Galileo
Mission non-PRS Security Requirement, incorporating the information from the different
stakeholders on their RVM.

R-SAC-69. The Contractor shall maintain the compliance to all mission security requirements
(including PRS) for the different service milestones and system deployments. This Mission Security
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SoC shall cover the “As-Specified, As-Designed, As-Built and As-Operated” phases of the different
procurement and stakeholders.

R-SAC-70. The Contractor shall maintain the Mission Security Requirements Design
Justification File, identifying the expected contribution to the Mission Security SoC from each of
the different stakeholders (including PRS).

R-SAC-71. The Contractor shall analyse the impact of each of the SoC of the stakeholders in
the Mission Security Requirements at the different stages (As-Specified, As-Designed, As-Built, As-
Operated) of the Galileo Component development and produce the associated Mission Security
SoC per milestone accordingly (including PRS).

R-SAC-72. The Contractor shall maintain the status of compliance to the Galileo Security
Operating Procedures SECOPS, based on a VCD that incorporates the inputs from the different
Galileo Operators (including PRS).

R-SAC-73. The Contractor shall combine the SECOPS verification evidence coming from the
different Operators after each subsystem validation in a single SECOPS VCD and generate the
corresponding input to the “as built” SECOPS SoC (including PRS).

R-SAC-74. The Contractor shall combine any new evidence on the system in operations
coming from the different operators on the system in operations in a single SECOPS VCD and
generate the corresponding input to the “as operated” SECOPS SoC (including PRS).

R-SAC-75. The Contractor shall maintain a Verification Control Document for the Galileo
Mission Security Requirements including the references to the verification activities performed by
the different stakeholder on the requirements allocated to them (including PRS).

R-SAC-76. The Contractor shall analyse the security impact of the AR/NCR/RFD/RFW (CLA and
UNCLA) raised within the program and ensure that any issue identified is properly traced in the
associated SoC and threat scenario coverage and if required an entry in the Security Risk Register
(including PRS).

R-SAC-77. The Contractor shall support the evaluation impacts related to the risk treatment
plan (TRs) (including PRS).

3.6.4 Task 4: PRS User Segment Risk Analysis Support

The objective of this task 4 is to provide engineering support to EUSPA in the domain of PRS User
Segment Security risks analysis activities.

R-SAC-78. The following tasks of PRS User Segment Risk Analysis shall be performed at the
Contractor premises with frequent coordination meetings at EUSPA sites or Contractor’s premises:

e Perform / maintain the Risk Analysis for the PRS User Segment starting from the model
defined available at the contract KO (G1G and G2G).

e Analyse the security impacts on PRS User Segment baseline from the documentation
released by the system, the operations and the User Segment (G1 and G2);

e Maintain and update the PRS security Threats Analysis documents (which shall include a
PRS User Segment risk register);

e Maintain the Risks Analysis Baseline documentation allocated to the Customer.
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e Analysis the inputs from EUSPA PRS User Segment contracts into PRS User Segment Risks
Analysis;

e Support EUSPA/EC in analysing the Security agreement between the EU and the third
countries and its potential impact on the System in term of risk and vulnerability;

e Draft and maintain the CMS documents related to the User Segment Risk Analysis;

e Support the coordinate the PRS User segment risks analysis / register with the PRS service
risk register baseline for accreditation

The high level list of deliverables of this PRS User Segment Risk Analysis task is:

e PRS US RA-01: PRS User Segment Risk Analysis

e PRS US RA-02: PRS user segment and service evolutions impact assessments on risks
e  PRS US RA-03: PRS User Segment CMS documents related to Risk Analysis

e PRS US RA-04: PRS User Segment Risk register

e PRS US RA-05: PRS User Segment Risk detailed Feared Events

e PRS US RA-06: PRS User Segment Risk scenarios and response to incidents

e PRS US RA-07: PRS User Segment Risk presentations and training

R-SAC-79. The Contractor shall prepare and maintain the Security Accreditation and
Certification Plan (SACP) for the PRS User Segment.

R-SAC-80. The Contractor shall support Customer/EC in analysing the Security agreement
between the EU and the third countries and its potential impact on the Security accreditation
activities.

3.6.5 Task 5: Operations security follow-up

R-SAC-81. The Contractor shall define and maintain security operation procedures (SECOPS)
based on the from the Galileo Mission security requirements, justification files and when
applicable treatment plans

R-SAC-82. The Contractor shall verify the compliance and the validation status of Security
procedures to all security operational requirements (including SECOPS and OSRD). The verification
shall be based on analysis of the procedures against the requirements and witnessing successful
procedure execution when necessary.

R-SAC-83. The Contractor shall collect feedback from different operators of the operational
system regarding secure operations to be used as input to improve SECOPS requirements.

R-SAC-84. The Contractor shall support the definition and update the PRS and security
concept of operations and ensure consistency to the SECOPS defined.

R-SAC-85. The Contractor shall support the definition and update the COMSEC Security Setup
(e.g. crypto management plan) for the different Galileo Component systems
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R-SAC-86. The Contractor shall interface with the operations teams supporting the operations

preparation and operations validation activities to ensure proper implementation and verification
of the SECOPS requirements.

R-SAC-87. The Contractor shall include the PRS and Security Concept of Operations in the
MODAF model.

3.7 Deliverables

R-SAC-88. The Contractor is expected to deliver as a minimum the list of items in the Table
3-2. Further deliverables for which the need arises within the scope of this SoW may be requested
in each Specific Contract request for services, provided they fall within the scope of the tasks,
defined in this Statement of Work.

Table 3-2: deliverable items list
ID Name Related activity
Security Accreditation

DL-SAC-1 | Galileo Security Accreditation and Certification Plan | R-SAC-35, R-SAC-37, R-
(including both G1G and G2G, Galileo systems/chains | SAC-38
(OPE, VAL, pre-Ope) and PRS User Segment)

DL-SAC-2 LSAP (covering G1G and G2G sites) R-SAC-42

DL-SAC-3  Update to DOORs R-SAC-30, R-SAC-31, R-
SAC-32, R-SAC-33, R-
SAC-34

DL-SAC-4 Galileo Security Accreditation Milestones and Schedule R-SAC-40,

DL-SAC-5 | Site Security Accreditation Data package as per LSAP R-SAC-44, R-SAC-45, R-
SAC-46, R-SAC-47

DL-SAC-6 @ Security Assessment plan and procedures R-SAC-48, R-SAC-49
DL-SAC-7 | Security Assessment report R-SAC-50, R-SAC-51
Security Risk Assessment

DL-SAC-8 | Galileo System Security Plan (including both G1G and | R-SAC-1, R-SAC-52, R-
G2G, Galileo systems/chains (OPE, VAL, pre-OPE) and PRS | SAC-53, R-SAC-54, R-
User Segment) SAC-59, R-SAC-62, R-
SAC-63—FErrorl
Reference—source—not

found-, R-SAC-65
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DL-SAC-10
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Galileo Treatment Plan status report

Security Impact assessment TNs on AR/NCR/RFD/RFW

Security requirements flow down and compliance

DL-SAC-11

DL-SAC-12

DL-SAC-13

DL-SAC-14

DL-SAC-15

Galileo Mission Security requirements Statement of
Compliance

Galileo Mission Security requirements Allocation matrix

Galileo  Mission  Security requirements  Design
Justification File

Galileo Mission Security requirements Requirement
Verification Matrix

Galileo Mission Security requirements Verification
Control Document

PRS User Segment Risk Analysis Support

DL-SAC-16

DL-SAC-17

DL-SAC-18

DL-SAC-19

DL-SAC-20

DL-SAC-21

DL-SAC-22

DL-SAC-23

DL-SAC-24

PRS User Segment Risk Analysis

PRS user segment and service evolutions impact
assessments on risks

PRS User Segment CMS documents related to Risk
Analysis

PRS User Segment Risk register
PRS User Segment Risk detailed Feared Events

PRS User Segment Risk scenarios and response to
incidents

PRS User Segment Risk presentations and training
PRS User Segment SACP

Non-EU PRS User Segment Security Analysis

Risk Analysis

EUSPA-GAL-SYST-SOW-A18432

R-SAC-57, R-SAC-58, R-
SAC-60, R-SAC-64

R-SAC-55

R-SAC-69

R-SAC-66

R-SAC-70

R-SAC-68

R-SAC-75

R-SAC-78

R-SAC-78

R-SAC-78

R-SAC-78

R-SAC-78

R-SAC-78

R-SAC-78

R-SAC-79

R-SAC-80
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Operations security follow-up

DL-SAC-25 Galileo SECOPS R-SAC-81
DL-SAC-26 Galileo SECOPS Verification Control Document R-SAC-82
DL-SAC-27 Galileo PRS Operational Concept R-SAC-84, R-SAC-86
DL-SAC-28 Galileo COMSEC Security Setup R-SAC-85
DL-SAC-29 Galileo Security Operational Concept R-SAC-84, R-SAC-86

3.8 Secure network Operation

R-MAN-7000 The Contractor shall operate a Secure Network connection for the exchange of
classified data for the conduct of SETA activities under this project. The Secure network access for
the chosen site of the prime Contractor will be provided as CFI.

R-MAN-7001 The prime Contractor shall ensure under its own responsibility the distribution of
classified information up to SECRET UE/EU SECRET among its sites and any sub-contractor’s site in
compliance with the applicable national security rules and Council Decision of 23 September 2013
on the security rules for protecting EU classified information.

R-MAN 7021 Previous requirements R-MAN 7000 and [AD.1] imply the handling of hardware,
software and key material bearing the handling marking CCI. The Contractor shall establish a proper
security organization accordingly with its national rules (e.g. a COMSEC organisation).

3.9 Staffing and resources

R-SAC-89. The Contractor’s personnel when attending EUSPA site shall observe the rules and
regulations applicable to the local duty station whenever they are in a EUSPA site.

R-SAC-90. The Contractor shall have measures in place to ensure continuity of the service
provided to EUSPA under this contract.

4 Simulation Exercise

4.1 Mapping of the Simulation Exercise Tasks

The Simulation Exercise is based on the task areas (Table 3-1) and associated tasks (section 3.6) as
described in this document.
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4.2 Part 1 Objectives

The tenderers shall demonstrate the approach for implementation of the tasks, included in the
simulation exercise, highlighting the proposed team organisation, team members security
clearance(s), best practices, methodologies, criticalities and risks for the completion of the task and
the provision of the associated deliverables (the deliverables themselves are not required as part
of the simulation exercise), incl. if deemed appropriate any template documentation of relevant
reports, number and typology of consultant(s) involved (incl. PSC availability), intended provision
of on site and remote activities, training of proposed personnel etc. It is furthermore requested to
address in the simulation exercise the main risks and challenges expected during the ramp up and
the measures and approaches proposed to overcome them and ensure an optimised ramp up.

1. Maintain the allocation of the Galileo Mission Security requirements to the different
stakeholders, including the justification of implementation and the traceability to build
up the overall compliance to the requirements based on the contribution of each
stakeholder;

2. Maintain the Galileo Security Accreditation and Certification Plan which defines the
processes for the assessment of security risks.

3. Maintain the status of the Galileo Security Plan, which records the security risks and the
associated mitigation actions.

4. Maintain the schedule of the accreditation and certification activities for Galileo.

5. Regularly present the updates of the different document in the Risk Assessment Board,

6. Analysis in terms of potential security risks of anomalies, non-compliances, requests for

deviation, request for waivers.
Documentation update implies DOORS updates as required.

Table 4-1: Sub-task for the simulation exercise

Task Description Deliverables Frequency PSC / SAB

authorisation

11 | Maintain the Galileo | )¢ coccacpand | DL-sac- Once per Up to S-
Security Accreditation associated volumes semester (to UE/EU-S
and Certification Plan DL-SAC-3 reflect
which  defines the changes in the
processes for the Programme
assessment of security activities)
risks.

1.2 Maintain the schedule Accreditation DL-SAC-4 Once per Up to S-
of the accreditation and | schedule month UE/EU-S
certification activities management
for Galileo

1.3 Review site Input to Local RIDS to the Two sites per Up to S-
accreditation Security Plan by documentation | quarter UE/EU-S
documentation from Hosting from Hosting
hosting and produce the DL-SAC-3
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site accreditationdata | ¢ . cops by DL-SAC-5
package Hosting

Local SECOPS by

Hosting

Site Security

Description

2 Maintain Galileo System G1G/G2G SSP and DL-SAC-8 Regular Up to S-

Security Plan associated volumes DL-SAC-9 .updated to UE/EU-S

incorporate

DL-SAC-3 information
from the
various
stakeholders
(Twice per
quarter,
incorporating
changes in at
least 2
subsystems of
the overall
Galileo and
the security
analysis of one
of the Galileo
Services)

3.1 | Maintain the allocation G1G/G2G Mission DL-SAC-11; DL- | Twice per Up to S-
of the Galileo Mission SSRS SoC SAC-12; DL- quarter UE/EU-S
Security requirements Stakeholder SAC-13; DL-
and overall Mission SoC | contribution to SAC-14; DL-
with associated SSRS SoC SAC-15; DL-

id SAC-17; DL-
evidences SAC-3

3.2 Analysis in terms of Vulnerabilities/non- | DL-SAC-10 2 Deviations Up to S-
potential security risks of compliances per month UE/EU-S
anomalies, non-
compliances, requests for
deviation, request for
waivers.

Up to S-
a1 PRS User Segment Risk DL-SAC-16 4 UE/EU-S
Analysis CRYPTO
PRS SM
Up to S-
PRS user segment and UE/EU-S

4.1 service evolutions impact DL-SAC-17 12 CRYPTO

assessments on risks
PRS SM
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Up to S-
PRS User Segment CMS UE/EU-S
4.1 documents related to Risk DL-SAC-18 4 CRYPTO
Analysis
PRS SM
Up to S-
a1 | PRSUserSegment Risk DL-SAC-19 1 UE/EU-S
register CRYPTO
PRS SM
Up to S-
41 | PRSUser Segment Risk DL-SAC-20 A UE/EU-S
detailed Feared Events CRYPTO
PRS SM
Up to S-
PRS User Segment Risk UE/EU-S
4.1 scenarios and response to DL-SAC-21 4 CRYPTO
incidents
PRS SM
Up to S-
21 PRS User Segment Risk DL-SAC-22 12 UE/EU_S
presentations and training CRYPTO
PRS SM
Up to S-
UE/EU-S
4.2 PRS User Segment SACP DL-SAC-23 2 CRYPTO
PRS SM
Up to S-
43 | Non-EUPRS User Segment DL-SAC-24 5 UE/EU-S
Security Analysis CRYPTO
PRS SM
5 Updated Security related SECOPS DL-SAC-25DL- 12 Up to S-
. SAC-26DL-SAC-
operating procedures UE/EU-S
(SECOPS) 27DL-SAC-
28DL-SAC-29,
DL-SAC-3

Specifically for Task 4 on PRS User Segment Risk Analysis:

- The Contractor will produce the deliverables with an average frequency of times per year
for the main libraries and detailed justifications and analysis as per the table above;

- The level of exposure, criticality of responsiveness and required expertise in the domain
of User Segment and service expected from the Contractor by Member States, European
Commission and EUSPA is very high and impacts directly the image of the Galileo
Programme;
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- The level of flexibility in terms of handling recurring tasks and ad-hoc requests required to
the Contractor is high given the ambitious planning to reach G1G I0C/FOC and followed
by G2G

- Inaddition to the Quarterly workplans, the Contractor shall organised coordination
meetings with EUSPA on a bi-weekly basis average (two per month);

The means / tools to work up to SECRET UE/EU SECRET environment are mandatory for conducting
this task;

4.3 Part 2 Objectives
The objective of this task is to perform a security assessment on a subsystem that has been
developed by another stakeholder (see RD 1 — GSC v.1.4 DDF). The approach will be:

- Analysis of the architecture proposed

- Provide a plan of activities to be performed

- Provide a detail schedule of execution and production of the report

- Provide a template/example on the report outcome assessment, explaining what would be
the end product (report)

Description Input Deliverables Frequency PSC / SAB
authorisation
1.4 Analysis and RD.0OX Plan of activities 2 per year Up to S-UE/EU-
.. S
plr;):las:dnrt‘)if h Procedures of
|F()EVG| g activities (at least
rocedures 2 of the proposed
P activities in detail)
Template/Example
of presentation
DL-SAC-6
1.4 Detail schedule | RD.OX Detail schedule of | 2 peryear Up to S-UE/EU-
. . e . . S
of execution (Execution shall be aC.tIVItIES in line
. with the
to maximum 3 .
deliverable of task
days of access to 1
the platform)
DL-SAC-6
1.4 Report format RD.0X Template/example | 2 per year Up to S-UE/EU-
including of report S
presentation Template/example
of presentation
DL-SAC-7

The Contractor shall present the proposed team to execute the test including the financial
estimation for the overall activity, including missions to:

Page 25 of 27



Lot 4 SOW Security Accreditation, Compliance and
Risk Analysis

=USPFI

European Union Agency for the Space Programme

EUSPA-GAL-SYST-SOW-A18432

1. Present the plan
2. Execute the activity

3. Present report/outcome

4.4 Place of performance, meetings and travel

The place of performance and missions are indicated per task area in Table 4-1. Occasional missions
beyond Europe are also possible.

4.5 Duration

Tasks shall start on hypothetical KOM (T0) and will end at TO+12 (twelve) months.

4.6 Working Language

The working language for all tasks is English.
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