E* ropean GSA/RP/27/19 - Classified Information and
€5tailits Suaton Communication Systems for the GSA (GRON v2)

Agency WFID: 257710

Clarification Note No. 2

Procurement procedure: GSA/RP/27/19 - Classified Information and Communication Systems for
the GSA (GRON v2)
(WFID: 257710)

Question #12:

Reference: 03.7 GSA-RP-27-19 Annex I.| - SOW - Phase | - § 2.5

Question: In the document it is stated that the list of site addresses will be provided during the
Phase . Is it possible to get this information in anticipation during Phase | in order to start as soon
as possible the financial exercise for these sites?

Answer: The list of exact site addresses is classified information at RESTREINT UE/EU RESTRICTED level
and therefore cannot be released in Phase I. The list will be provided as an Annex of the GRON v2
Technical Baseline to the pre-selected candidates invited to submit a tender for Phase Il.

Question #13:

Reference: 03.1 GSA-RP-27-19 Annex | - Phase | - Tender Specifications - § 1.7

Question:

Is the statement "Information classified above RESTREINT UE/EU RESTRICTED and/or including PRS
information included in the Pl will be made available only to the prime Candidate/ consortium leader’s
security officer/LSO" to be understood as that the GSA intends to include some documents as part of
the Phase Il information, classified CONFIDENTIEL UE/EU CONFIDENTIAL (or above)?

Answer: No, Phase Il will not include classified information above RESTREINT UE/EU RESTRICTED.

Question #14:

Reference: 03.1 GSA-RP-27-19 Annex | - Phase | - Tender Specifications - § 1.7

Question: If the answer to the above is 'yes', which is the highest classification level of the Proprietary
Information that will be included in Phase Il documentation?

Answer: N/A. Please refer to the reply to Question no.13 above.

Question #15:

Reference: 03.1 GSA-RP-27-19 Annex | - Phase | - Tender Specifications - § 2.2.2

Question: Is the statement "Other places of performance which are currently known sites spread
across the EU Member States and Galileo Programme participating states on which detailed
information will be provided to the pre-selected Candidates with the Tender Specifications for Phase
II" to be understood as that the GSA intends to provide details about the actual addresses of such
'other places of performance' ?

Could you please confirm that the detailed addresses of known sites and others places of performance
will be provided in the Phase Il or before?

Answer: Detailed addresses of known sites will be provided in Phase Il for approximately half of the
sites. Regarding the other half, only the name of the city will be provided.
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Question #16:

Reference: 03.1 GSA-RP-27-19 Annex | - Phase | - Tender Specifications - § 2.2.2

03.7 GSA-RP-27-19 Annex I.I - SOW - Phase | - § 2.5

Question: Will all 'EU Member States and Galileo Programme participating states' places (up to 40
sites, as per GSA-GSMC-ENG-SOW-A03321, page 13) of performance 'detailed information' be
provided in 'Phase IlI' or only of those places included in the baseline of the 'Simulation Exercise' (SE)?

Answer: All sites are part of the Simulation Exercise, please see Annex I.J - Financial Table of answers.

Question #17:

Reference: 03.1 GSA-RP-27-19 Annex | - Phase | - Tender Specifications - § 3.4.1.2

Question: In the 'Quality of the suggested SLA' Q1 criterium (p. 32), regarding the 'individual increase
of the D-parameter’, DTO5 seems to feature an erratum, since it states: "DTO5 is at least 5 percentage
points (resulting in an actual redemption claim)" and the 5% threshold quoted is far less even than
DTO1 (at least 10 percentage points). Could you please clarify?

Answer: The text reading “DTO5 is at least 5 percentage points (resulting in an actual redemption
claim)” is correct. Tenderers are required to offer increases in percentage points based on the SLA
draft suggested by the GSA in Annex VIl in order to achieve additional points. In the draft scenario, the
parameter DTO5 is provided with 100 %. Accordingly, the specific additional award point in relation to
DTO5 can only be awarded to tenders which offer an increase by 5 %, resulting in 105 %. Hence also
the text in brackets reading “resulting in an actual redemption claim”.

Question #18:

Reference: 03.7 GSA-RP-27-19 Annex .1 - SOW - Phase | - § 4.5

Question: Deliverable GAL-REQ-GRON-324-THO-GEN

Is there a Handover plan for GRON V1 and, if yes, would this document be delivered in Phase II?

Answer:
Additional information on the handover will be delivered in Phase Il.

Question #19:
Reference: 03.7 GSA-RP-27-19 Annex |.I - SOW - Phase | - § 4.7

Question: GAL-REQ-GRON-351-SOW-EXP, GAL-REQ-GRON-357-SOW-EXP

The response times for URGENT ARB attendance is of 2 hours. Is this delay applicable to the
acknowledgment of the ARB request or is it applicable to the ARB meeting starting time? Would
ARB only take place on site, at Saint-Germain GSMC, or can it be organised by call or videoconference?

Answer: The URGENT ARB can be supported via a teleconference, however at least the Maintenance
Level 2 shall come on site within the 2 hours to support the troubleshooting. The delay time relates to
the ARB meeting starting time.

Question #20

Reference: 03.1 GSA-RP-27-19 Annex | - Phase | - Tender Specifications - § 3.2.3 Technical and
professional capacity

Question:
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Regarding the criterion T1 “Familiarity with the design of WANs (Wide Area Networks) classified at
least SECRET UE/EU SECRET or NATO SECRET for sites in at least 3 (three) geographically separate
areas”, could you please specify if the applicant for the procedure 2020/S 059-140456 must bring the
reference of a project within the last 5 years where:
1. The tenderer handled as main contractor the design of both the WANs and also the Nato
Secret classified part?
2. The tenderer only handled the design of the WANs while other partners of the consortium
covered the Nato Secret classified part?
3. Orif both of the above are accepted as reference?
We would like to make the same question regarding the criteria T2 T3 and T4.

Answer:

Tenderers need to fulfil each of the capacity requirements as a whole. One or more individual entities
forming part of the tender (subcontractor or consortium partner) must have therefore experience
with “design” of a “WAN” which was “classified at least SECRET UE / EU SECRET or NATO SECRET” and
which concerned “sites in at least three (three) geographically separate areas”.

It is however acceptable that one or more individual entities forming part of the tender (subcontractor
or consortium partner) have the experience in design (T1), deployment configuration and validation
(T2), and maintenance and support (T3) of a WAN while one or more other entities forming part of
the tender (subcontractor or consortium partner) have the experience in the security of the respective
SECRET UE/EU or NATO SECRET classified parts related to activities in the T1 through T3.

The described pooling of capacity is not conceivable for and does not apply to T4 (provision of
training courses). However, the requirement is considered fulfilled, if the experience is evidenced
either for administrators or users.

Question #21

Reference: Annex |.B - TEMPLATE DECLARATION OF HONOUR RELATING TO EXCLUSION STAGE AND
COMPLIANCE MATRIX TO MINIMUM REQUIREMENTS

Question: In Section 8, points a, b, cand d : There are references to the Tender specifications § 6.2.2,
6.2.1, 6.2.3 and 5.2. These paragraphs do not exist in the Tender Specifications. Could you please
clarify the right references?

Answer: Please refer to point 7 of the Corrigendum no.1 published on the GSA website.

Question #22

Reference: Annex |.E - Template Financial Statements

Question: The widths of the columns are too small (columns D, E and F) in the “legal entities” sheet.
Could you please unlock the template and provide the new template ? Or are we allowed to unlock
ourself the document Annexe I.E, if we can?

Answer: Please refer to a communication which will be later published on GSA website.

Question #23

Reference: 03.7 GSA-RP-27-19 Annex |.I - SOW - Phase | - § 2.4

Question: Regarding the scope of work for the SE GRON v2 baseline, the 'exploitation and
maintenance' is not listed as part of the activities to cover. Shall we assume is it an erratum, or else,
is it to be included in the scope of [OPTION 2-x]?
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Answer: It is covered by Option 2-x.

Question #24

Reference: 03.7 GSA-RP-27-19 Annex |.I - SOW - Phase | - § 2.4

Question: For the scope of work of "[OPTION 2-x] The Maintenance and exploitation for 1 year of the
Galileo chains as described in section 4.7.", shall we assume is it applicable only to the additional OPS
& OPR subscriber sites of [OPTION 1-x] ?

Answer: The simulation exercise of the FWC includes all sites. The current options provide an
indication of the intended Specific Contract no.1. For the intended Specific Contract no.1 only a
selection of the sites will be requested.

Question #25

Reference: 03.7 GSA-RP-27-19 Annex I.| - SOW - Phase | - § 2.4

Question: If the answer to the above is 'no’, which are then the GRON sites of applicability of [OPTION
2-x]?

Answer: These are all the sites of the simulation exercise, please refer to Annex |.J - Financial table of
answers for more information.

Question #26

Reference: 03.7 GSA-RP-27-19 Annex I.| - SOW - Phase | - § 2.4

Question: For the scope of work of "[OPTION 5-x] The Maintenance and exploitation for 1 year of the
Galileo chains as described in section 4.7.", shall we assume is it applicable only to additional PROG
subscriber sites of [OPTION 4-x]?

Answer: Yes. Please refer to point 3 of the Corrigendum no. 1, published on the GSA website.

Question #27

Reference: 03.7 GSA-RP-27-19 Annex I.| - SOW - Phase | - § 2.4

Question: If the answer to the above is 'no’, which are then the GRON sites of applicability of [OPTION
5-x]?

Answer: N/A

Question #28

Reference: 03.7 GSA-RP-27-19 Annex I.| - SOW - Phase | - § 2.4

Question: The subscriber sites CPA-NO and CPA-CH are listed neither in the SE baseline nor any of the
options; whilst they are featured in Annex |.J Financial Table of Answers as part of the modular options.
Could you please clarify (i.e., shall they be included and quoted in which modular option)?

Answer: Please refer to the reply to Question no. 24 above.
Question #29

Reference: 03.8 GSA-RP-27-19 Annex |.J Financial Table of Answers - Sheet "Price Table 5 - Sim
Exercise"
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Question: In cell E17 we assume that "($CS$3-$CS$5)" shall be replaced by "(SC$3-5C$6)". Could you
please confirm?

Answer: Please refer to a communication which will be later published on GSA website.

Question #30

Reference: 03.7 GSA-RP-27-19 Annex |.I - SOW - Phase | - § 2.4

Question: Regarding the list of deployment targeted during the GRON v2 lifetime, Site #14 ESA in the
Netherlands. If this site is ESTEC, then is it the same location as the GRC (Site #37)? Would it be a
different building within the same campus?

Answer: List of addresses will be provided in Phase Il.

Question #31

Reference: 03.7 GSA-RP-27-19 Annex .|l - SOW - Phase | - § 4.3.1

Question: Regarding the requirement GAL-REQ-GRON-278-SOW-DTV: "The deployment of the GRON
v2 shall not imply a downtime of the central sites for more than 4 (four) consecutive days.": a) Is this
downtime the accumulated total for the whole v1 -> v2 Transition?; or b) Are there several 'max 4
consecutive-days' downtime windows allowed? c) Does this downtime apply to a single GSMC site?;
or d) To accumulated GSMC-FR and GSMC-ES sites?

Answer:

a) No, it is to be understood per central site;
b) No;

c) Yes;

d) No.

Question #32

Reference: 03.7 GSA-RP-27-19 Annex |.I - SOW - Phase | - § 4.5.1

Question: Regarding requirement GAL-REQ-GRON-323-SOW-THO, since "there shall be no service
interruption as a result of the transition", is it assumed that service interruption means both GSMCs
being down/out of service at the same time?

Answer: Indeed.

Question #33

Reference: 03.7 GSA-RP-27-19 Annex .| - SOW - Phase | - § 4.5.1

Question: Regarding the requirement GAL-REQ-GRON-321-THO-GEN: a) Does a “handover plan by the
vl current incumbent” already exist as part of the ongoing GSA/OP/06/17 ? b) If yes, will the GSA
make it available to the candidates qualified for Phase Il (i.e. part of the ITT datapack)?
c) Or will it rather be made available only to the GRON v2 contractor?

Answer:
Please refer to reply to question #18.

Question #34
Reference: 03.7 GSA-RP-27-19 Annex |.I - SOW - Phase | - § 2
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Question: “Advanced File Management System (DMS, eKMS)”: “eKMS” should be read as an electronic
Key Management System specific to the file management system or as a service in order to transfer
the PRS keys?

Answer: Please note that specifications will be provided in the Technical Baseline for Phase Il.

Question #35

Reference: 03.7 GSA-RP-27-19 Annex |.I - SOW - Phase | - § 4.4.2

Question: GAL-REQ-GRON-294-SOW-ACC mentions “the Public Key Infrastructure (PKI) policy and
Certificates Practice”: Is this PKI the same infrastructure as the eKMS mentioned in page 9 for the
Advanced File Management System?

Answer: Please refer to reply to question 34.

Question #36

Reference: 03.7 GSA-RP-27-19 Annex I.| - SOW - Phase | - § 2

Question: GSMC ConOPS is listed as a Source document, but it seems that it will not be provided in ITT
Phase I, as others Source documents (ex [AD.04], SecMon Monitored Entity Requirements (MER) or
[RD.04] GRON V1 ICD,...). For technical choices, it seems to us important to also get access to the
ConOPS which has driven the requirements. Would it be possible to get it with the ITT Phase 2,
restricted to the EU-R information?

Answer: The technical specifications, provided in phase II, will provide a clear view on the activities,
information flows and associated security constraints.

Question #37

Reference: 03.7 GSA-RP-27-19 Annex |.I - SOW - Phase | - § 1.4, tables 2 to 4 and § 4.4.2, table 15
Question: Table 15 mentions the following documents which are not public and not listed in Tables 2
to 4, on page 8. —14-16 IASP 2 — Information Assurance Security Policy on Cryptography, RESTREINT
UE/EU GSA-GSMC-ENG-SOW-A03321 GSA/RP/27/19 -14-26 doc 14-25 Extract of GAL-PL-CIMC-SEC-A
5085- SACP Annex C-14-27 RUE-GAL-REQ-GSA-GSMC-235637-v01-00 - GRON Subscriber Site
Requirements Document. Will these documents be provided in the ITT Phase II?

Answer: Yes.

Question #38

Reference: 03.7 GSA-RP-27-19 Annex I.| - SOW - Phase | - § 4.7.1, table 21

Question: GAL-REQ-GRON-357-SOW-EXP : An Anomaly/Service Incident is defined as URGENT if the
Critical Services of GRON are not available at system level or at site level. Could we please get the
definition or the list of "Critical Services" of GRON?

Answer: Please refer to reply to question 34.
Question #39
Reference: 03.7 GSA-RP-27-19 Annex .1 - SOW - Phase | - § 4.6.1, table 19

Question: GAL-REQ-GRON-326-SOW-TRA : Table 19 mentions "training material (e.g. hand-outs, slides
etc.).": Will the training material used for GRON 1 be provided as an input for Work Package 6?
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Answer: Yes, it will be provided to the contractor.

Question #40

Reference: 03.8 GSA-RP-27-19 Annex |.J Financial Table of Answers

Question: The widths of the columns are sometimes too small for some numbers. Moreover it is not
possible to see properly the formulas as the file is protected. Could you please unlock the template
and provide the new template ? Or are we allowed to unlock ourselves the document Annexe LI, if we
can?

Answer: Please refer to a communication which will be later published on GSA website.

Question #41:
Reference: 03.1 GSA-RP-27-19 Annex | - Phase | - Tender Specifications - § 3.2.1 and 4.6.3
Table 1: Legal and regulatory capacity criteria - L1. Legal entity authorization requirement, Table 9:
Recapitulative table - Legal Entity File and related evidence (see L1.)
Question:
The requirement to request the Legal Entity File (L1) to the Subcontractors is different depending in
which table we look at:
e Table 1 indicates that it is submitted by subcontractors only where the envisaged percentage
of subcontracting is equal to or exceeds 10%.
e Table 9 indicates that it is submitted by non-Core Team subcontractors above and below
10% of the Contract value.
Please clarify in which case we will have to request the Legal Entity File (L1) to Subcontractors.

Answer: Table 9 does not change the requirement of Table 1. Table 9 only requests information on
entities to be submitted. It does not expand the scope of the L1.-requirement, which remains limited
for application to subcontractors where the envisaged percentage of subcontracting is equal to or
exceeds 10 %. Therefore, the Legal Entity File mentioned in Table 9 should be provided for all
subcontractors.

Question #42:

Reference: 03.1 GSA-RP-27-19 Annex | - Phase | - Tender Specifications - § 4.5.3 Inner envelopes of
the RtP “Each inner envelope shall contain one (1) ORIGINAL and one (1) COPY. The original RtP shall
be marked “ORIGINAL”, and the copy signed in the same way as the original shall be marked “COPY”.
Question: If delivering the RtP in paper format, could you please clarify whether the COPY RtP may
just be a photocopy of the duly signed ORIGINAL RtP, or if the COPY RtP must be manually signed as
the ORIGINAL?

Answer: The COPY shall be a full and exact photocopy of the ORIGNAL. The COPY does not need to be
manually signed with ink.

Question #43:

Reference: 03.1 GSA-RP-27-19 Annex | - Phase | - Tender Specifications

§ 4.6.2 Technical RtP (ENVELOPE 2), Table 8: Envelope 2 content

§ 4.5.3 Inner envelopes of the RtP, Envelope 2: “TECHNICAL DOCUMENTATION", with the name and
stamp of the Candidate.
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Question: We have not seen in section 4.6.2 any requirement to sign the Technical RtP in Envelope 2.
Could you please confirm that it does not need any signature and that it is enough that the Envelope
2 will be marked with the name and stamp of the Candidate and the reference “GSA/RP/27/19”, as
per section 4.5.3?

Answer: Technical RtP itself in Envelope 2 does not have to be signed. As regards the “TECHNICAL
DOCUMENTATION” envelope, the marking with the name and stamp of the Candidate and the
reference “GSA/RP/27/19” is sufficient. This is without prejudice to signature requirements for
individual documents as detailed in the Tender Specifications and its annexes.

Question #44:

Reference: 03.4 GSA-RP-27-19 Annex |.F - NDU - Section 2.10 of the NDU

Question: Could you please confirm our interpretation of section 2.10 of the NDU? As per this section,
we understand that the GSA would not be liable for any damages to a third party that would be caused
by the disclosure by the Recipient (with the GSA’s approval) of the GSA’s own Proprietary Information.

Answer: Yes, bearing however in mind that the scope of Section 2.10 is broader. According to this
section, the GSA will not be liable for (i) any damage related to the disclosure of the Proprietary
Information (i.e. by the Recipient, the Receiving Persons as per Section 2.3, or any other person), even
when such disclosure has been authorised by the GSA, including, but not limited to, damages for loss
of profit, business interruption, loss of business information, or (ii) any other pecuniary loss arising
out of the use of, or inability to use, the Proprietary Information.

End of document
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