European Union Agency for the Space Programme

Clarification Note #2

EUSPA internal reference: 270633

Procurement procedure: EUSPA/RP/01/22

“Engineering Services”

Question #13: Could you please confirm that the requested PRS Information Management Plan
(PIMP) is only needed for phase Il and that the related template will be provided for phase 11?

Answer #13: The provision of a PRS Information Management Plan (PIMP) falls under legal and
regulatory capacity criterion L6, which, as per section 3.2.1 of the Tender Specifications, will be
assessed in Phase | of the procurement procedure. The relevant EUSPA template was published as
‘Annex |.M — Template PRS Information Management Plan’ under Corrigendum 2.

Question #14: As per criterion L6. SAB authorisation in the following categories per Lot is required
as follows: Lot 1, 2, 3 and 4: PRS Security Module. However, reading the SoWs for each individual
Lot, it seems additional PRS authorizations seem to be necessary.

— On Lot#1 SOW the following can be read:

o On page 4: The support activities entail activities classified up to SECRET UE/EU
SECRET and access to PRS information in the USE and SM categories.

o On page 10: LOT1-MAN-006 The support activities described in this Statement of
Work entail activities classified up to SECRET UE/EU SECRET and access to PRS
information in the USE and SM categories.

On Lot#2 SOW the following can be read:
o On page 28: 2 Requirements Engineering Activities B PRS RCV
On Lot#3 SOW the following can be read:

o On page 4: Cybersecurity engineering activities at SECRET level of classification, PRS

USE category
On Lot#4 SOW the following can be read:

o On page 4: Cybersecurity engineering activities at SECRET level of classification, PRS

USE category

Therefore, it seems that some lots require PRS authorisations in RCV and USE categories in addition
to SM.

We would very much appreciate a clarification / confirmation on the PRS categories to which bidders
shall request authorisation in order to be eligible for each Lot.

Answer #14: The PRS SAB authorisation to be requested for each Lot is PRS Security Module. For Lots
1 and 3 an additional authorisation for PRS USE (Support) is needed (refer to Corrigendum 2 to the
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Tender Specification) for some of the respective tasks, as indicated in the SoWs. See also Corrigendum
2 for the modification of criterion L6.

Questions #15: Within the Annex | - Tender Specifications Phase | it is stated at page 40 that for Lot
1, 2, 3 and 4 PRS Security Module SAB authorization shall be requested. In Annex I.1.1 related to Lot
1 at page 4 it’s stated: “The support activities entail activities classified up to SECRET UE/EU SECRET
and access to PRS information in the USE and SM categories”. In Annex I.1.2 related to Lot 2 in “Table
4-1: Tasks for the simulation exercise” at page 28 a PRS RCV is requested.

Could you kindly clarify if SAB Authorization is requested only for Security Module or also for RCV
and Support?

Answer #15: See the response to question 15.

Question #16: Please kindly confirm that, as requested in the Annex | Section 4.7 Page 59, the whole
Request to Participate (all the documents listed in §4.6.1 “Administrative file - Envelope/Folder1”
and all the documents listed in §4.6.2 “Technical file — Envelope 2”) can be submitted in electronic
form only (no paper copies at all).

Answer #16: It is confirmed that the whole Request to Participate can be submitted in electronic form
only, provided that the requirements of section 4.7 of the Tender Specifications, as modified by
Corrigendum 2, are fulfilled. All documents that cannot be signed electronically with a qualified
electronic signature must be sent to EUSPA in their original blue-ink paper-signed version.

Question #17: In Annex | — Tender Specifications it’s mentioned (para 2.2.1.2), i.e. for Lot 1, that a
request for waiver is not accepted for the conditions laid down in point a), b) and c) of para 2.2.1.1.

Can you please clarify why a request for waiver is not accepted for point c) of para 2.2.1.1, with
reference to article 24 (4) of Regulation (EU) 2021/696 of the European Parliament and of the Council
(of 28 of April) which states that the condition may be waived if the legal entity provides the
mentioned guarantees as provided for in the aforementioned Regulation as assessed by the
competent authority of the Member State?

Answer #17:

Regulation 2021/696/EU (hereinafter “the Space Regulation”) gives the Contracting Authority the
possibility to apply participating conditions to procurements when it deems it is necessary and
appropriate to preserve the security, integrity and resilience of the operational Union systems. Such
participating conditions (including the conditions for admissibility of waivers), shall respect the
principle of proportionality, equal treatment and transparency in accordance with the EU Financial
Regulation.

EUSPA establishes the participation conditions of any of its procurements in a close coordination with
the European Commission, as provided in the Financial Framework Partnership Agreement, by
identifying the services that may carry a risk for the security, integrity and resilience of the operational
Union systems.
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The possibility to admit the submission of requests for waivers of the conditions of participation under
Article 24 of the Space Regulation is a discretionary power of the Contracting Authority (as
coordinated with the European Commission), subject to conditions enumerated in paragraph 3 and 4.

The decision on which of the conditions under Article 24(2) of the Space Regulation may be waived,
was taken upon assessment of the security dimension and interests concerned with respect to the
activities, subject to the tender (lot).

Following a risk analysis, and having regard to the strategic importance of the services in the domain
of Lot 1 (service and security engineering), it was decided that it is appropriate and justified to exclude
the possibility to waive the conditions of participation for this lot.

Question #18 In Annex | — Tender Specifications it’s mentioned (para 2.2.1.3) that subcontractors,
not part of the Core Team, involved in security sensitive activities, may submit a request for waiver
to waive the conditions laid down under point c) of para 2.2.1.1.

Can you please clarify why a subcontractor, i.e. for Lot 1, is allowed to submit a request for waiver
to the conditions laid down under point c) of para 2.2.1.1, while the Contracting Authority will not
accept a request for waiver to waive the conditions laid down under point c) of para 2.2.1.1 for prime
contractors or core team members (para 2.2.1.2)?

Answer #18: The difference in the responsibility of the primes and the subcontractors under the
contract calls for a different treatment to be applied with respect to the admission of waiver requests
from primes and from subcontractors. The prime has the duty and corresponding sole responsibility
towards the Contracting Authority to perform and ensure the contract is performed as per the
requirements set and to comply and ensure compliance with all applicable laws for any part of such
performance, including any subcontractor’s contribution and any activities having security aspects.
This entails the need of stricter treatment with respect to the compliance to the participation
conditions, as any deviation entails higher risks for preserving the EU security, as referred to in Article
24(1) of the Space Regulation.

Question #19: Clarification on NDU

With reference to the Annex I.F - NDU, our understanding is that, the standard text of the NDU may
be amended by the tenderers as far as this is necessary in order to comply with their national
applicable and mandatory laws (in particular adding the sections about Data Protection and
Anticorruption). Please kindly confirm or clarify.

Answer #19: Any amendment of the NDU text must be agreed with EUSPA in advance. When
requesting such amendment, the tenderer should clearly explain the necessity of it with reference to
the relevant national applicable and mandatory laws.

Question #20: Clarification on Annex II.V to the Framework Contract: “Declaration on confidentiality
and absence of professional conflicting interest”

Our understanding of the Annex in subject is that the Declaration has been prepared for EUSPA’s
consultants/personnel, annexed as an example to the ITT and shall be adapted by the Agency or by
the contractors during the subsequent steps, to be signed by employees of the industrial partners
before commencing any service provision.
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Our understanding is that the content of Declaration needs to be aligned to the principle of this
Contract taking into consideration the fact that employees of a private company, are not directly
performing any “service for EUSPA”, and are normally required by the local laws or by their
employment/national contracts, to report exclusively to their employer and to act in the sole interest
of their company. As a consequence of that, such personnel shall not be requested to sign the
annexed declaration unless such document is amended in accordance to that general principles.

Examples of sentences contained in the declaration that can be misunderstood as not in line with its
last paragraph if not tailored to the scenario:

“I shall act [...] in the sole and best interest of the EUSPA”

“[...]Jat any time in the course of my service to EUSPA”

“I shall immediately declare it to EUSPA”

“[...]JEUSPA may [...] discharging me from my involvement in such activities”
“I shall return to EUSPA all documents and materials...]”

Please kindly confirm or clarify.

Answer #20: Annex 1.V to the Framework Contract ‘Declaration on confidentiality and absence of
professional conflicting interests’ does not imply that the signatory will be performing any service
under direct instructions, control or orders from EUSPA. For this reason the declaration refers to
‘involvement/assignment —direct or indirect— in/to, or in support of, any activities of the European
Agency for the Space Programme (“EUSPA”)’ and it also provides the following disclaimer in the last
paragraph:

‘For the avoidance of doubt | confirm my full understanding and agreement that | am not employed
by EUSPA...’

EUSPA is fully entitled, in its capacity as Contracting Authority, to put into place provisions on
confidentiality and absence of professional conflicting interest, and expect compliance to these
provisions by future contractors.

Question #21 Clarification on Conflicting professional interest

A) With reference to the Section 2.2.4.2 of Annex | at page 27 note 5

We understand that the submission of deliverables under certain running contracts with EUSPA by
a tenderer/partner, does not ingenerate “per se” a conflict of professional interest, but such possible
conflict should be assessed case by case. Please confirm and/or clarify what kind of “deliverables”
should be treated with particular attention.

B) With reference to Art. 4.6.1 Administrative file (ENVELOPE/FOLDER 1), in Ref 1 is indicated the
“analysis of absence of conflict of interest as per section 2.2.4 above”.
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Our understanding is that the reference to that section is limited to the letter A) for the Phase |,
while the other two letters B) and C) shall be delivered with the tender to be assessed in Phase Il
(Ref. is made to 2.2.5.2.2 last sentence). Please kindly confirm or clarify

Answer #21:

A) As mentioned in section 2.2.5.2.2 of the Tender Specifications, tenderers at the time of the
request to participate shall provide a comprehensive analysis and justification, including a
statement of absence of Conflict of Interests, with a reference to the previous and/or current
involvement in the EUSPA space programmes in activities which may have as a result that
impartial and objective performance of the present FWC may be compromised. Therefore,
the existence of situations of conflicting interests per se are not assumed, and any particular
case should be explained and the absence of conflicting interests justified.

B) Thatis correct.

Question #22: Clarification on Annex Il — Draft Framework Contract - Liquidated Damages

With reference to the Liquidated Damages for late Delivery (Art. I.14.) our understanding is that the
overall aggregate amount of liquidated damages which may be imposed per Specific Contract shall
not exceed 15% of the price of the relevant Specific Contract and that such 15% according to Art.
1.14.4 shall not be considered on top of the 50 % of the maximum liability amount of the FWC as
reported in Art. 1.10.1. Please kindly confirm or clarify.

Answer #22: Confirmed, under the understanding that liquidated damages are not the sole remedy
for underperformance under the contract as stated in Article 1.14.4.

Question #23: Clarification on Annex Il — Draft Framework Contract - Settlement of Disputes

Our understanding is that, considering the provision of Art. 2.2.15 of the Tender Specification where
is stated that “English shall be the working language of the FWC” we assume that the Art. 15.2 of
the FWC will be adapted to the Awardee nationality in accordance to face the three proceeding
languages of the European Commission (English, French, German). Please kindly confirm or clarify.

Answer #23: As indicated in Article 1.15.2 of the draft Framework Contract, the jurisdiction for the
settlement of disputes is referred to the French-speaking courts of Brussels. It would be for the
‘parties’ to the dispute to make the necessary arrangements for their representation in front of these
courts.

Question #24: Clarification on §2.2.6 “Personal Security Clearance”

We understood that the request about the name of the personnel (at least 3 persons) holding the
PSC at the SECRET UE/EU SECRET level must be provided in the proposal for Phase Il while in the
Phase | it is sufficient to provide in the Request to Participate a statement that the Company is able
to fulfill this requirement. In addition we understood that, if a Company is participating in more
lots, it is possible that the same personnel could be working in the different Lots. Please kindly
confirm or clarify.
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Answer #24: With the request to participate evidence that at least 3 persons (i.e., from the Core Team
and/or non-Core Team subcontractors), expected to handle classified information above RESTRIENT
UE / EU RESTRICTED under the Contract have a Personal Security Clearance (‘PSC’) of SECRET UE / EU
SECRET level to be maintained throughout the duration of the contract must be submitted. The form
this evidence can take is defined in the second column of table 9 for criterion L7.

There is no formal restriction regarding the proposing of the same personnel for the different lots,
however the bidders should consider if they will they be in a position to fulfil their obligations, should
they be awarded two or more lots, under which the same personnel is proposed. It is up to the bidder
to assess the probability of such multiple contracts award and the risk of non-fulfiiment of their
obligations, should such probability materialise. The bidder should justify how such situation of
contractual non-fulfilment shall be avoided, and such justification shall be evaluated as part of the
award criteria.

Question #25: Clarification on the proof of competitive subcontracting

Annex | reports at Page 32 that it’s requested to provide already in the Stage 1 RTP the technical
and financial offer of consulted entities outside the Group (envisaged subcontractors) as a proof of
competitive subcontracting request.

We understand that in the Request to Participate we have to report the RFI sent to the candidate
subcontractors and the feedbacks (if received). The process of competitive subcontracting will
proceed in Stage 2 and, if necessary, will be completed during the starting of the project execution.

Please kindly confirm or clarify.
Answer #25: See response to question 14.

Question #26: SoW requirement LOT1-ENG-007 requires the contractor to support the allocation of
service requirements to lower level requirement baselines. “LOT1-ENG-007 The Contractor shall
support the allocation of new and updated service requirements (including security) to the relevant
lower level requirement baselines (e.g. GSOP, GSC, RLSP, Sites).”

In order to scale the amount of work correctly, could EUSPA please clarify the level of “support” that
is required to service facility requirement engineering in LOT1-ENG-007?

Does this activity comprise the preparation of DCNs to service facilities and hosting sites
requirements, assessment of RFDs/RFWs and DCPs from service facilities/hosting sites and related
support to EUSPA engineering boards (i.e. all activities currently part of the Service Facilities
engineering workplan within the WP1x System and Service Support Contract) or are these activities
not part of the Lot 1 perimeter?

As service facilities engineering is not considered as a separate work plan in the Lot 1 SoW, it raises
the question, if it is still to be considered part of the service engineering work plan, or if it is excluded
from the Lot1 SoW.

Answer #26: All tasks and related deliverables are named in the Annex I.I.1 (SOW for Lot 1). The
deliverable related to Lot1-ENG-007 is DL-ENG-008 (DCPs/DCNs to mission, infrastructure or
operations specification).
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Questions #27: Could you be provided with the Annex Il Framework Contract?

Answer #27: Annex || — Draft Framework Contract is part of the procurement documentation that was
already provided with the Invitation to Participate and may be downloaded under this link:
https://www.euspa.europa.eu/engineering-services

Question #28: (Questions about lot n°1 “SoW Service and Security Engineering”)
Can the work be carried out from your premises (as GSMC FR for example) ?

Answer #28: The place of performance is outlined in the Annex | section 2.1.6 as the contractor
premises.

Question #29: (Questions about lot n°1 “SoW Service and Security Engineering”)
2. General Rationale of the Activities / 2.1 Service Process

Could you confirm that the expected services are limited to support activities? Could you clarify if
the different steps described will be based on EUSPA existing documentation to review or if the
expected services will consist in designing new procedures, KPI etc...

Please confirm, that there is no Cybersecurity Tender specifications (§ 3 of the general
requirements).

Answer #29: The services expected to be provided by the contractors are to support the Service
Process of EUSPA by carrying out the activities and providing the deliverables detailed in Annex I.I.1
of the Invitation to Tender. The cybersecurity requirements are to be shared in Phase Il of the
tendering process subject to the signature of an NDU as part of Phase I.

Question #30: (Questions about lot n°1 “SoW Service and Security Engineering”)
3.2. Coordination between Support Contracts

Could you please confirm that the works expected for the “coordination between Support Contracts
and ESA” will be limited to facilitation and will not consist in:

— supervising other parties work,
— being accountable for (or jointly accountable with) third parties’ work or deliverables.

Answer #30: This is confirmed.
Questions #31: (Questions about lot n°1 “SoW Service and Security Engineering”)
3.6.3 Service Validation

‘The Contractor shall provide and operate all tools required during service validation campaigns.’
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In which environment/s is it expected to operate these tools? Are these means/tools provided or do
we provide them?

Answer #31: These tools mentioned in LOT1-ENG-205 are not provided by EUSPA. The selection of the
environment to operate these tools is at the Contractor’s discretion. The tools to be defined by the
contractor may be needed to execute the service validation according to the service validation plan
(LOT1-ENG-202). The tools themselves are not a deliverable to EUSPA.

Question #32: (Questions about lot n°1 “SoW Service and Security Engineering”)
3.8 Secure network Operation

‘The Contractor shall establish a proper security organization accordingly with its national rules (e.g.
a COMSEC organization).’

Do you have a validated COMSEC organization template that could be provided as reference?
Answer #32: No such pre-validated template is available to be shared with the tenderers.

Question #33: (Questions about lot n°4 “SOW Security Accreditation, Compliance and Risk Analysis”)
Can the work be carried out from your premises (as GSMC FR for example) ?

Answer #33: See the response to question 28.

Question #34: (Questions about lot n°4 “SOW Security Accreditation, Compliance and Risk Analysis”)

3.2 Coordination between Support Contracts and ESA
Could you please confirm that the works expected for the “coordination between Support Contracts
and ESA” will be limited to facilitation and will not consist in :

— supervising other parties work,

— being accountable for (or jointly accountable with) third parties’ work or deliverables.

Answer #34: See the response to question 30.

Questions #35: (Questions about lot n°4 “SOW Security Accreditation, Compliance and Risk
Analysis”)

3.6.2 Task 2: Security Risk Assessment

‘The Contractor shall maintain the Security Risk Assessment documentation allocated to the
Customer.’

What is the expected term for the retention period of this documentation?
Answer #35: EUSPA’s understanding is that this question refers to the period during which the

maintenance of the Security Risk Assessment documentation will be handled by the Contractor. This
will depend on the duration of the Specific Contracts under Lot 4 when launched and the activation of
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this task under such contract. Indications for the duration of any specific contract under this Lot can
be found in Annex | to the Invitation to Tender, section 2.1.7.

Question #36: (Questions about lot n°4 “SOW Security Accreditation, Compliance and Risk Analysis”)
3.6.4 Task 4: PRS User Segment Risk Analysis Support

‘The Contractor shall support Customer/EC in analysing the Security agreement between the EU and
the third countries and its potential impact on the Security accreditation activities.’

Does the expected support have to include a legal review of the Security agreement or a legal
opinion on the Security agreement? What is the governing law of the Security agreement to be

considered to perform this legal review or legal opinion?

Answer #36: No legal review is required. The expected support is a technical analysis in terms of
Security Engineering aspects.

Question #37: (Questions about lot n°4 “SOW Security Accreditation, Compliance and Risk Analysis”)
3.6.5 Task 5: Operations security follow-up

‘The Contractor shall interface with the operations teams supporting the operations preparation
and operations validation activities to ensure proper implementation and verification of the

SECOPS requirements.’

Shall the Contractor ensure itself proper implementation and verification of SECOPS requirements
or cause to verify proper implementation and verification by third parties of SECOPS requirements?

Answer #37: The contractor is expected to ensure itself or through its consortium the proper
implementation and verification of SECOPS requirements.

Question #38: (Questions about lot n°4 “SOW Security Accreditation, Compliance and Risk Analysis”)
3.8 Secure network Operation

‘The Contractor shall establish a proper security organization accordingly with its national rules
(e.g. a COMSEC organisation).’

Do you have a COMSEC organization template already validated that could be provided as
reference?

Answer #38: See the response to question 32.

Question #39: (Questions about lot n°4 “SOW Security Accreditation, Compliance and Risk Analysis”)

4.2 Part 1 Objectives

‘The means / tools to work up to SECRET UE/EU SECRET environment are mandatory for conducting
this task;’
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Are these means/tools provided or do we provide them?

Answer #39: These means are subject to selection criterion L3 in Annex | to the ITT where a valid
Facility Security Clearance is requested for all Lots.

Question #40: (Questions about lot n°4 “SOW Security Accreditation, Compliance and Risk Analysis”)

‘The place of performance and missions are indicated per task area in Table 4-1. Occasional missions
beyond Europe are also possible.’

How many missions outside Europe are expected during the period TO+12 (twelve) months? Which
countries outside of Europe are involved?

Answer #40 The exact number of missions outside of Europe and to which countries is not known yet.

Questions #41: Boxes for text related to “Ownership structure and specific rights” and “Corporate
Governance “ are not large enough to put the text and the cells are locked and we cannot change
the size of the Police. How can we proceed? Can we provide an additional pdf with the full text?

Answer #41: The cells of the excel file should be unlocked when you select ‘Enable Content’ once you
open the file. If you can still not use the file, please provide a signed pdf providing all the information

requested by the ‘Declaration of Ownership and Control’ and respecting as much as possible the
layout therein.

End of document
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