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CLARIFICATION NO.5

EUSPA/OP/11/21
(EUSPA PKI)

Question 1: Regarding “2.1 PKI System Schedule Logic” from SOW,

e please specify how long (maximum acceptable) is the time between the date on which
the Contract enters into force and Milestone Kick Off Date (T0), as there are important
deliverables that should be presented at this milestone that must be prepared.

e there are only 1,5 months between PKI System Critical Design Review (CDR) (T0+2,5M)
and HW/SW delivery (TO+4M). This period is too short for the procurement process
having in mind the Pandemic situation and chips crisis. We have recently experienced
latencies of more than 3 months for some servers’ delivery, because of chips crises. Is it
possible to extend with at least 3 months the Milestone PKI System Qualification Review
(QR)?

Answer:

e The expected time between the date on which the Contract enters into force and
Milestone Kick Off Date (TO) is around 2 weeks.

e The schedule as well as the other content of the published tender documents cannot be
modified

Question 2: Could you please, indicate a deadline by which the Contractor should have the full
valid authorization for the processing of classified information Confidentiel UE/ EU Confidential.

Answer: Without a valid authorization for the processing of classified information Confidentiel UE/
EU Confidential the Contract cannot be signed. Any classified information should be treated
according to the instructions set out in the security aspects letter (referred to as “SAL” - Annex
1.8).

Question 3: Regarding the requirement: PKI-SOW-0230: R-UE/EU-R transmission, could you
please, specify a limit date from which the Contractor should be able to transmit EUCI up to R-
UE/EU-R by electronic means protected by cryptographic product using Spider Network according
related CONOPS and SECOPS indicated in the CISL

Answer: The expected time by which the Contractor shall be able to transmit EUCI up to R-UE/EU-
R by electronic means protected by cryptographic product using Spider Network is the Kick Off
milestone. The Keys will be shared after Contract signature.
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Question 4: PKI-SOW-0030: PKI System milestones and payment plan, Milestone PKI System
Acceptance Review (AR) foresees that “Additionally, the Contractor shall provide support to the
Accreditation Data Package consolidation”. PKI-SOW-0160 Inputs to the PKI System Accreditation”
foresees that “The Contractor shall provide the PKI System accreditation documentation with the
relevant in as-design and as-built information according the FOC Galileo Security Accreditation and
Certification Plan (FOC SACP and its annexes as specified in the CISL [AD-01])".

On the other hand, in the Tender Specification, at paragraph 4.5.4. Technical offer, at point 5f it is
requested to the Contractor to present in the technical offer ,preliminary accreditation plan”.
Please confirm that the Contractor must deliver the preliminary accreditation plan in the technical
offer.

Answer: The Contractor shall present in the technical offer a “Security accreditation plan” in order
to describe and details the contractor activities supporting the PKI System accreditation process
according the FOC Galileo Security Accreditation and Certification Plan (FOC SACP and its annexes
as specified in the CISL [AD-01]).

Question 5: Regarding art. 4.3 from contract draft: “4.3. The above amounts shall include all
cost and expenses. Cost and expenses are: effort for all the tasks (including drawing up quotations
and reports) necessary for their performance, including all costs (management of the project ,
coordination, quality control, support resources, missions with associated travel expenses (if any),
subcontracting, procurement, manufacturing, assembly, quality control, documentation, storage,
transportation, etc.), all overheads (management of the firm, secretarial services, social security,
wages, etc.), all cost necessary for the performance of the tasks described, incurred directly and
indirectly by the Contractor in performance of the tasks that will be entrusted to him, including
travel and subsistence expenses. ” please confirm that software licenses, servers and racks,
firewalls, HSM’s are part of the offered price.

Answer: Software licences, servers and racks, firewalls, HSM’s shall be included in the offered
price.

Question 6: Please confirm our understanding that only in case the Contractor proposes in its
offer to implement OCSP to check the revocation status of a digital certificate, OCSP responder
has to be part of the delivery.

Answer: Only in case the Online Certificate Status Protocol (OCSP) is implemented to check the
revocation status of a digital certificate, OCSP responder has to be part of the delivery.

Question 7: Regarding PKI-SOW-0640: Asset Management System, please specify the following:

a. if this system should be designed and deployed by the Contractor with all
software and hardware components to the Contracting Authority, as part of the
PKI System.

b. If the answer to point a is Yes, please indicate the locations where this system
will be installed

c. Ifthe answer to point a is Yes, please, also, specify if the requirements for the
PKI System, regarding availability, information assurance policy, access control,
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system monitoring, cybersecurity and accreditation specified in the PKI
Requirements are applicable to the Asset Management System also.

d. If the answer to point a is no, please indicate what are the deliverables of the
PKI-SOW-0640: Asset Management System

Answer:

a) NO. The Asset Management System is not part of PKI System. The Asset Management
System is assumed to be a contractor internal sytem used to track the assets procured
for the PKI System.

b) NA

c) NA

d) The only deliverable expected is the inventory (inventory report and list), in excel and
pdf format. Data format shall be in line with the Galileo inventory management ICD
(GAL-ICD-SPO-EXP-X-000006) to allow exchange of information with the Galileo
inventory Manager and to allow inclusion of the inventory under this contract within the
overall Galileo inventory.

Question 8: Regarding PKI-SOW-0670: Accounting standard , The PKI Inventory shall be
registered in an IT system in the form of a database allowing for the recording of assets in
accordance with the International Public Sector Accounting Standards (IPSASs)”,please clarify the
following:

a) whom does the IT System belong to: Contractor or Contracting Authority?

b) Who shall register the PKI Inventory in the IT System?

c) Isthe IT System part of the scope of this tender?

Answer: As per the answer to question 7, the Asset Management System is not part of PKI
System. The Asset Management System is assumed to be a contractor internal system used to
track the assets procured for the PKI System. The only deliverable expected is the inventory
(inventory report and list). The contractor shall be in charge to register the PKI Inventory in an IT
System in the form of a database.

Question 9:

Regarding PKI-SOW-0690: Asset action Tracking

»The Contractor shall track any actions undertaken regarding the assets included in the

Contract Inventory. Such actions include:

¢ The sale of the asset,

¢ The destruction of the asset,

¢ The change of custodian of the asset,

¢ The change of physical location of the asset.”,

a. Please confirm our understanding that the Contractor shall make this tracking on the
implementation period only, until the PKI System is accepted by the Contracting
Authority and is handed over to the Contracting Authority.

b. If our understanding at the point a is wrong, please clarify how the Contractor could
track the assets after their delivery to the Contracting Authority, as the assets will
not be in the Contractor responsability anymore.
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c. If our understanding at point a is correct, please clarify situations in which the
Contractor
i Could sell an asset included in the Contract Inventory
ii. Could destroy an asset included in the Contract inventory

Answer:
a. Understanding is confirmed
b. n/a

c. the contractor shall not sell or destroy asset. At acceptance/handover, the
contractor shall provide a recommendation on the future use of the asset. Should an
asset not be accepted as EU property, the contracting entity may request to dispose
the asset

Question 10: We need to confirm what according to our understanding is a typo in the reference
to “Annex 1.5“ in different points of the Tender Specifications document (“GSA-OP-11-21 Annex
|_Tender Specifications.pdf”) and the correct thing should be “Annex 1.3":

Page 23:
“3.2 Selection criteria

Tenderers must fulfil all the legal, economic and financial capacity as well as the technical and
professional capacity to perform the tasks required in these tender specifications and shall sign
the declaration to this effect in Annex |.5.”

Page 35:

“4.5.3 Administrative File

The Administrative File which shall consist of the following elements, completed and duly signed:
¢ |dentification Sheet of the Tenderer (Template provided in Annex 1.2);

¢ Financial Identification Form, available at: https://ec.europa.eu/info/publications/financial-
identification_en

¢ Declaration of Honour (Template provided in Annex I.5)”
Page 45:

“Data related to criminal convictions and offences of: (1) members of the administrative,
management or supervisory body of tenderers, (2) natural persons who have powers of
representation, decision or control of the tenderer, (3) owners of the tenderers as defined in
Article 3(6) of Directive (EU) 2015/849, (4) natural persons assuming unlimited liability for the
debts of the tenderers, (5) natural persons who are essential for the award or the implementation
of the contract; such data are collected through the submission of the declaration of honour
(Annex I.5)”

Answer: Yes, we confirm there is a clerical mistake in the Annex numbering.

Question 11: Should we send the different tender documents printed on paper or is the
electronic copy enough? In section “4.6 Submission” of the Tender Specifications document
(“GSA-OP-11-21 Annex |_Tender Specifications.pdf’) the following is indicated:
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The outer envelope must contain three (3} separate inner envelopes containing the tender clearly
marked in sections and separated according to the content required under section 4.5.2 of these
tender specifications:

Envelope 1 —Administrative File {incl. electronic files —ref. below);
Envelope 2 — Technical Offer;

Envelope 3 — Financial Offer.

Each inner envelope shall contain one {1} origine (1) electronic copy. each clearly marked
accordingly. In addition, each tender shall also be prowided on CD-ROM with the full set of documents
in machine readable format (M5 Office 2003 or later, or Adobe Reader Version 8.0 or later) with three
separate folders reflecting the three separate envelopes and their respective content.

Tenders shall be drafted in one of the offidial languages of the European Union, preferably English.

Tenders including information classified RESTREINT UE/EU RESTRICTED shall be marked accordingly,
handled and submitted according to the provisions set out in the Program Security Instructions.

Means supperting encryption for electronic exchanges must be approved by EUSPA before
submission.

Tenders sent by post mail, express mail or commercial courier are to be sent not later than on date
specified in section 1.3 above, in which case the evidence of the date of dispatch shall be constituted
by the postmark or the date of the depaosit slip, to the following physical address:

European Unicn Agency for the Space Programme
Legal and Procurement Department

Janovskeého 438/2

170 00 Prague 7

Czech Republic

Page 40 of 55

But in another point of the same section the following is indicated:
nanl-:e of legal entity / can‘sorﬁum - : by

of submission.

and it shall contain as attachment the relevant proof

Tenderer may submit the tender on paper or only on electronic media.

If it is submitted electronically, it shall contain 3 (three) CD-ROM, DVD or USB sticks with the full set
of documents. The documents on these media must be identical and they shall be in machine readable
format (MS Office 2003 or later, or Adobe Reader Version 8.0 or later). These medias must be inserted
in the outer envelope as described in the tender specifications. They shall contain the following folders
with the corresponding documents:

*  Folder 1: ADMINISTRATIVE DOCUMENTS

*  Folder 2: TECHNICAL OFFER

e Folder 3: FINANCIAL OFFER

The electronic versions of the tender are considered as originals.
The tenderers must ensure that the electronic medias and files are readable. In particular, they must
take all the necessary measures to protect them during the transport to avoid any damage to them.

The tenderers are advised to

e use, and include into the outer envelope, different types of media (e.g. DVD and different
types of USB sticks) in order to eliminate the risk of non-readable media and files.

s create hashes of submitted files (in the form of algorithm MD5, SHA-256 or higher) and insert
them, preferably as a paper printout, into the outer envelope, together with the media.

e ensure that the data on these media cannot be altered.

If the submitted media and files are not readable, the tender will have the possibility to resubmit the

media with the original files under the condition that the hashes of the files are strictly identical with
the hashes which were inserted into the original outer envelope.

Page 41 of 55

Can you please clarify the required submission tender document format?
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Answer:

Tenders might be submitted only electronically

Question 12: Do we have to certify the company's deed documents?

Is any official certification of documentation required? We are going to submit company
incorporation documents but we need to know whether they need to be originals or not.

Answer:

Officials documents proving establishment of the company shall be submitted as part of the
administrative file. If tender is submitted electronically, no originals are requested in tender
phase.

Question 13: We need to confirm what according to our understanding is a typo in the reference
to “Annex .12 (Template for statistical reporting)’ in page 38 of the Tender Specifications
document (“GSA-OP-11-21 Annex |_Tender Specifications.pdf’):

amount of each interim payment shall not exceed the amount of actual costs incurred
for achievement of the respective milestone;

Prime and subcontractors shares of the baseline and the option (if offered) prices using
the template provided in Annex 1.12 (Template for statistical reporting).

Answer: There is no typo in the reference. As part of the Financial Proposal Summary, it is
requested to provide the share of the offered price for the baseline and for the Option per
companies by using the template provided in Annex I.12 (Template for statistical reporting).

Question 14: As indicated in Tender Specifications document, the set of Cost Elements Data shall
be provided by using the template in Annex 1.8. (“Annex 1.8.A_EUSPA-OP-11-21 - baseline.xlsx”).
In the case of costs related to COTS product licenses, which element of those present in section
"3. OTHER COST ELEMENTS" should we use?

Answer: All type of licenses shall be quoted under item 3.9 — Miscellaneous. The detailed list of
all licenses, their duration and associated quantities to be purchased shall be provided in the form
A2 Exhibit A.

Question 15: In the SoW requirement “PKI-SOW-0180: Operational and validation PKI System
chains” described in Annex I.1 (“Annex I.1_EUSPA-SEC-SREQ-SOW-A13466_1.0_PKI_SOW.pdf"’) it
is explained that, in addition to OPE and VAL chains shall be fully representative one of the other,
"The VAL Chain equipment shall be transportable for training purposes"

Could you confirm if the following 2 options would be accepted as valid?
1. Although this option would not require transporting the equipment, would it be feasible to
enable network access points to the VAL Chain from the training centers?
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2. If the VAL Chain is shipped in rackable physical appliance mode, it could be unracked and
transported for training sessions. Would it be a valid option?

Answer: OPE and VAL chains shall be fully representative one of the other and the VAL Chain
equipment shall be transportable for training purposes. To un-rack the VAL Chain equipment and
transport it for training sessions is a valid option even if not optimal.

Question 16: Ad ,clarification_note_no_3“ question 6: EUSPA mention ,List of Approved
Cryptographic Products 5335/5/21“ aka ,List of approved cryptographic products (LACP) for
protecting EU Classified Information (EUCI)“

We think that this is the list of devices approved for encrypting. However, for building a
certification authorities and HSM that store private keys of root certificates probably different
criteria should be applied? We believe that what should be used are HSMs that meet FIPS 140- 2
or Common Criteria standards that apply on e.g. on QSCD devices approved by EU. Could you
revise if this approach is correct one?

Answer: We confirm that Selected HSM should be a cryptographic product approved by the
Secretary General of the Council (see List of Approved Cryptographic Products 5335/5/21)

Question 17: Concerning the process of certificate issuance, we would like to ask about your
requirements for role separation. Is there a requirement that each of the certificate

policies (certificate templates) should be managed by a distinct system role? (maybe it

is sufficient to have only one system role so as to issue a certificate).

Answer: One system role to manage certificate policies (certificate templates) is sufficient but
separated from the role to issue certificates.

Question 18:

According to 3.2.3 Technical and professional capacity criteria - Requirement T1 ,,the tenderer
must have developed and delivered a PKI system to Governmental bodies enabling public services
in the last 5 years”.

Is the qualified status of the tenderer (the qualified trust service provider according to
Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on
electronic identification and trust services for electronic transactions in the internal market and
repealing Directive 1999/93/EC /eIDAS/) equivalent to this requirement? (The qualified trust
services are supervised by government bodies and must fulfil same obligations and mandatory
requirements as any Governmental body operating a PKI system).

Answer: The status of the tenderer is qualified only in case they have developed and delivered
system to Governmental bodies otherwise not.
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Question 19: According to 3.2.3 Technical and professional capacity criteria - Requirement T2:
,,Tenderer must have experience in system design, implementation, verification, validation
according to the ECSS standard or similar gained in the last 5 years.”
System design, implementation, verification, validation of PKI systems for Certification Authorities
are covered by ETSI standards such as

- ETSI EN 319 401 Electronic Signatures and Infrastructures (ESI); General Policy and Requirements
for Trust Service Providers.

- ETSI EN 319 411-1 Electronic Signatures and Infrastructures (ESI); Policy and Security
Requirements for Trust Service Providers issuing certificates; Part 1: General Requirements
- ETSI EN 319 411-2 Electronic Signatures and Infrastructures (ESI); Policy and Security
Requirements for Trust Service Providers issuing certificates; Part 2: Requirements for Trust
Service Providers issuing EU qualified Certificates and others, further referencing to ISO standards:
- ISO/IEC 27001: 2013 Information Technology — Security techniques — Information Security
management Systems — Requirements

- ISO/IEC 27005: 2011 Information technology — Security techniques — Information security risk
management.

etc.

Are these equivalents for the purpose of the tender?

Answer:
Yes

Question 20: In the section 2.2 of the document “Security Accreditation & Certification Plan”
(GAL-PL-CIMC-SEC-A-5082_2.3_FOC SACP.), are listed reference documents. May these
documents to be delivered to the potential bidder?

Answer: Only the document listed in the PKI CISL (EUSPA-SEC-SREQ-CISL A13467) will be
delivered to the potential tenders.

- End of document -



