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This notice in TED website: https://ted.europa.eu/udl?uri=TED:NOTICE:639129-2020: TEXT:EN:HTML

France-Saint Germain en Laye: Cyber range Training Solutions for the GSA
2020/S 254-639129

Contract notice

Supplies

Legal Basis:
Regulation (EU, Euratom) No 2018/1046
Section I: Contracting authority
1.1) Name and addresses
Official name: European GNSS Agency (GSA) — Galileo Security Monitoring Center (GSMC)
Postal address: 8 avenue du Président Kennedy
Town: Saint Germain en Laye
NUTS code: FR10 lle-de-France
Postal code: 7810
Country: France
Contact person: Legal and Procurement Department
E-mail: tenders@gsa.europa.eu
Internet address(es):
Main address: https://www.gsa.europa.eu/about/how-we-work/procurement

1.3) Communication
The procurement documents are available for unrestricted and full direct access, free of charge, at: https://
www.gsa.europa.eu/about/how-we-work/procurement
Additional information can be obtained from another address:
Official name: European GNSS Agency (GSA)
Postal address: Janovskeho 438/2
Town: Prague
NUTS code: CZ010 Hlavni mésto Praha
Postal code: 170 00
Country: Czechia
E-mail: tenders@gsa.europa.eu
Internet address(es):
Main address: https://www.gsa.europa.eu/about/how-we-work/procurement
Tenders or requests to participate must be submitted to the following address:
Official name: European GNSS Agency (GSA)
Postal address: Janovskeho 438/2
Town: Prague
Postal code: 170 00
Country: Czechia
E-mail: tenders@gsa.europa.eu
NUTS code: CZ010 Hlavni mésto Praha
Internet address(es):
Main address: https://www.gsa.europa.eu/about/how-we-work/procurement
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1.4) Type of the contracting authority

European institution/agency or international organisation
1.5) Main activity

Other activity: Space, stellite navigation systems
Section lI: Object
11.1) Scope of the procurement
1.1.1)  Title:

Cyber range Training Solutions for the GSA

Reference number: GSA/OP/08/20

11.1.2)  Main CPV code
35121000 Security equipment

[1.1.3) Type of contract
Supplies

11.1.4)  Short description:
The objective of this Invitation to Tender is to conclude a direct supply contract for the provision of a cyber
range platform for the Galileo Security Monitoring Center (GSMC), with related support services, as well as the
provision of training.

11.1.5) Estimated total value
Value excluding VAT: 600 000.00 EUR

[1.1.6) Information about lots
This contract is divided into lots: no

11.2) Description

11.2.2)  Additional CPV code(s)
48931000 Training software package
48982000 Configuration management software package
48100000 Industry specific software package
48730000 Security software package
22471000 Computer manuals
30236000 Miscellaneous computer equipment
30231100 Computer terminals
30211300 Computer platforms
80610000 Training and simulation in security equipment
80600000 Training services in defence and security materials

11.2.3) Place of performance
NUTS code: FR1 ILE-DE-FRANCE
NUTS code: ES3 COMUNIDAD DE MADRID
Main site or place of performance:
GSMC-FR (Saint-Germain-en-Laye, France), GSMC-ES (San Martin de la Vega, ES).

11.2.4)  Description of the procurement:
The GSA intends to procure a cyber range solution, which is a cyber defence training system, based on a
controlled and isolated virtual environment, designed to simulate part or the whole network and systems of
an organisation. This way all the cyber range scenarios are run in a fully-mastered, controlled and isolated
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environment. The solution subject to this procurement should provide up-to-date practical training on the most
comprehensive security strategy and real-life cyberattacks.

The cyber range solution to be procured should provide simulation training based on different architectures
and scenarios. The different architectures are, for training purposes, representative of the real infrastructure,
allowing to have a comprehensive set of meaningful threat scenarios and cyberattacks.

The contract to be awarded will also cover the provision of trainings for sim-officers, administrators and of
operators, the execution of training scenarios and the preparation of customised virtual infrastructures.

11.2.5)  Award criteria
Price is not the only award criterion and all criteria are stated only in the procurement documents

[1.2.6)  Estimated value
Value excluding VAT: 600 000.00 EUR

[1.2.7)  Duration of the contract, framework agreement or dynamic purchasing system
Duration in months: 48
This contract is subject to renewal: no

[1.2.10) Information about variants
Variants will be accepted: no

11.2.11) Information about options
Options: yes
Description of options:
Requirements indicated as ‘OPTION’ have to be provided in the tender. They will also become part of the
contract awarded. However, they shall only be performed by the contractor subject to activation upon the
Agency'’s specific request in writing and availability of budget, with no claim of the contractor for activation.
This tender includes the following options, further described in the tender specifications:
— preparation of customised virtual infrastructure;
— execution of training scenarios/training of operators.

11.2.13) Information about European Union funds
The procurement is related to a project and/or programme financed by European Union funds: yes
Identification of the project:
Galileo programme.

11.2.14) Additional information

Section lll: Legal, economic, financial and technical information
1.2) Conditions for participation

[11.1.2) Economic and financial standing
Selection criteria as stated in the procurement documents

I1.1.3) Technical and professional ability

Selection criteria as stated in the procurement documents
11.2) Conditions related to the contract
[11.2.2) Contract performance conditions:

Please refer to tender documentation available for download on: https://www.gsa.europa.eu/about/how-we-work/
procurement

Section IV: Procedure
IV.1) Description

IV.1.1) Type of procedure
Open procedure
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IV.1.3)
IV.1.8)

IV.2)
IV.2.1)

IV.2.2)

IV.2.3)

IV.2.4)

IV.2.6)

IV.2.7)

Information about a framework agreement or a dynamic purchasing system

Information about the Government Procurement Agreement (GPA)
The procurement is covered by the Government Procurement Agreement: no

Administrative information

Previous publication concerning this procedure
Notice number in the OJ S: 2020/S 149-364213

Time limit for receipt of tenders or requests to participate
Date: 29/01/2021
Local time: 23:59

Estimated date of dispatch of invitations to tender or to participate to selected candidates

Languages in which tenders or requests to participate may be submitted:
English

Minimum time frame during which the tenderer must maintain the tender
Duration in months: 9 (from the date stated for receipt of tender)

Conditions for opening of tenders

Date: 01/02/2021

Local time: 10:00

Place:

GSA, Janovskeho 438/2, Prague 7, CZECH REPUBLIC.

Information about authorised persons and opening procedure:

Tenderers who wish to attend are invited to send a request (at least 5 (five) calendar days before the date of the
opening) to the following email address: tenders@gsa.europa.eu specifying the name of the attending person
and the tenderer (s)he represents.

Section VI: Complementary information

VI.1) Information about recurrence
This is a recurrent procurement: no
VI.3) Additional information:
VI1.4) Procedures for review
VI.4.1) Review body
Official name: General Court of the European Union
Town: Luxembourg
Country: Luxembourg
Internet address: http://www.curia.europa.eu
VI.4.2) Body responsible for mediation procedures
Official name: The European Ombudsman
Town: Strasbourg
Country: France
Internet address: http://www.ombudsman.europa.eu
VI.4.4) Service from which information about the review procedure may be obtained
Official name: European GNSS Agency (GSA)
Town: Prague
Country: Czechia
Internet address: http://www.gsa.europa.eu
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VI.5) Date of dispatch of this notice:
23/12/2020
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