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1. ADOPTION PROCEDURE

This Security Standard is adopted in accordancle miticle 10(3) of Commission
Decision C(2006) 3602 concerning the security édrimation systems used by the
European Commission, adopted on 16 August 2006.

It is drawn up under the responsibility of the Sé@gwDirectorate pursuant to Article
9(1)(b) and takes into account the items listedArticle 10(2) of Commission
Decision C(2006)3602, in particular internationaky¢gognised norms and standards
applicable in the field of information systems s#gu

Under Article 10(3) of Commission Decision C(20@®&02, the implementing rules
may be supplemented by measures of a technicalsiqahy procedural or
organisational nature proposed by the Director hef Security Directorate and
adopted by the Director-General of the Directofaeseral for Human Resources
and Security in consultation with departments tiaate a legitimate interest. These
supplementary measures are called ‘security stdadarhere their application is
mandatory, or ‘security guidelines’ where their légadion is optional or where they
provide guidance on security standards implementati

2. INTRODUCTION

Cryptography is the practice and study of transfogminformation to make it
inaccessible or illegible to unauthorised partiggithin an ICT environment, this is
performed through encryption and subsequent deorymif information, using a
variety of methods. Encryption is used for a nunddealifferent purposes, including
protecting the confidentiality of information andiaganteeing the integrity and
authenticity of data.

Encryption is a very powerful control, but can atsoa very expensive one, and can
introduce new risks. In order to guarantee thecotiffeness of the encryption
process, adequate controls and procedures mustt lre pace.

3. OBJECTIVES

The objective of this standard is to ensure thatygtion is used when appropriate,
and that appropriate controls are put in place risuge that the encryption is
effective and does not create new risks.

4, SCOPE

This standard applies to all current or proposedsk€iems that use cryptography,
including but not limited to the following: servemgorkstations, portable PCs, other
portable computing devices (PDAs, smartphones, estoyrage devices, network
equipment and media storage (floppy disks, USB a#mvietc.). The measures
mandated by this standard must be followed byeddiviant personnel, including all
Commission officials, contractors and third parti@s possession of such
information.
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The standard is applicable to all systems thatngeography, handling both EUCI
and non-EUCI, although systems handling EUCI mushmy with additional
rule€. Chapter 8 of this document must be followed lincases when deciding
whether cryptography should be used. If cryptolyais used, then the rest of the
standard must be followed.

The standard is also applicable to systems andniation operated by third parties
on behalf of the Commission.

5. THREATS COVERED

Security controls defined in this security standaesh reduce the impact of the
following threats (their description is in ti8andard on Information Security Risk
Management).

T18 — Remote spying

T19 — Eavesdropping

T20 — Theft of media or documents

T21 — Theft of equipment

T22 — Retrieval of recycled or discarded media

T23 — Disclosure

T24 — Data from untrustworthy sources

T36 — Corruption of data

T41 — Denial of actions

6. TERMINOLOGY

There are many terms used in relation to the stibjecryptography. This section
only gives a brief explanation of the main ternmet #re used in this document.

Asymmetric Encryption: an encryption mechanism using a pair of keys wher
different keys (usually a Public and a Private Kag used to encrypt and decrypt a
message.

Certificate: an electronic text that is issued by a certifmatauthority (CA) and
establishes the credentials of the owner. It ¢ostanformation such as the
common name, a serial number, expiration dategpg of the certificate holder's
public key (used for encrypting messages and eleictrsignatures), and the
electronic signature of the certificate-issuinghawity so that a recipient can verify
that the certificate is real.

! At least, where a decision to use cryptograpipoissible. Cases such as the encryption of passvioyrd
operating systems are not in scope, where it isiational and non-optional feature of the software
hardware in use.

2 As mandated by Commission Decision C(2001) 844.
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Certificate Policy (CP). the CP is a policy statement for a PKI systen tledines
and limits the intended use of the certificateshst they are only used for approved
purposes for which the assured level of trust egadte.

Certificate Practice Statement (CPS)in a PKI system, a declaration by the CA of
the details of its trustworthy system and the peastit employs in its operations and
in support of issuance and management of cergfgcat

Certificate Revocation List (CRL): a list of the identifiers of certificates thatviea
been revoked.

Certification Authority (CA) : an entity that is authorised to create, signyasand
revoke electronic certificates.

Cryptanalysis: the process of recovering the Plaintext of anrygted message
without the key.

Ciphertext: the encrypted version of the original Plaintext.

Crypto Authority : the director of the Security Directorate, whaesponsible for
authorising the use of cryptography within the EC.

Cryptography: the study and practice of transforming informatito make it
inaccessible or illegible to unauthorised parties.

Decryption: the process of transforming Ciphertext back Rlaintext (the reverse
of Encryption).

Electronic Signature data in electronic form which are attached toamically
associated with other electronic data and whictiesas a method of authentication.

Encryption: the process of transforming Plaintext informatioto Ciphertext using
an algorithm to make it unreadable to anyone extkpse possessing special
knowledge, usually referred to as_a Key. The mweprocess is known as

Decryption.

EUCI: EU Classified Information, i.e. information cldgsd at the levels
RESTREINT UE, CONFIDENTIEL UE, SECRET UE or TOP SEET UE.

Hashing: a deterministic procedure that takes an arlyitoéwck of data and returns
a fixed-size bit string, the (cryptographic) hasklue, such that an accidental or
intentional change to the data will change the hadhe. The data to be encoded is
often called the "message”, and the hash valuenssmes called the "message
digest” or simply "digest".

Key: a code that is used together with an encryptigorghm to encrypt and/or

decrypt information. Keys may be of differing le¢ing according to the algorithm
and option chosen, typically ranging from 64 to ®its. As a general rule, the
longer the key, the more secure the encryptionti@tmore processing power is
required to perform the encryption / decryption.
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Key Escrow. a procedure for storing copies of keys with onenore third parties to
enable their recovery in case the operational ®st. Keys may be split into two
or more parts, each of which is lodged with a défé party to ensure that no single
third party possesses the entire key.

Key Management the set of procedures to be followed for taskshsas key
generation, distribution, replacement, storagegvery and deletion.

Key Recovery the process of retrieving a lost key, e.g. frobaak-up or from Key
escrow.

PKI: see Public Key Infrastructure.

Plaintext: the original, unencrypted information.

Private Key: the secret component of a pair of cryptographéyskused for
Asymmetric encryption.

Public Key: the publicly disclosable component of a pair iypptographic keys used
for Asymmetric encryption.

Public Key Infrastructure (PKI) : a set of hardware, software, people, policied, an
procedures needed to create, manage, distribwgestase, and revoke certificates.

Registration Authority (RA): an entity that collects and verifies, on behdlfao
CA, the Subscribers’ identities and other attrisui@ be included in the electronic
certificates. A Registration Authority may not signrevoke certificates.

Relying Party: A recipient of a certificate who acts in relianoe that certificate
and/or any electronic signatures verified using teatificate.

Shared Key. a secret key that is shared between two (or nag)es so that only
they can encrypt and decrypt information. See Sgtrimencryption.

Steganography A cryptographic technique whereby informatiorhidden among
other information such that it is not normally deéble. This is often done
nowadays by hiding information in media files sua pictures, videos or sound
files, through making changes that are imperceptibla person but which can be
decoded using the appropriate software.

Subscriber. a CA Subscriber is an entity (a person or a cdeipsystem) whose
name, or other information suitable for identifioat is included in an electronic
certificate issued by a CA.

Symmetric Encryption: an encryption mechanism where the same secreiskey
used to both encrypt and decrypt the informatiowl, ia therefore known by both the
sender and the receiver.

Virtual Private Network (VPN) : a communication channel passing over a (public)
network that is considered to be as secure asvaternetwork due to the packets
being encrypted.
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7. BACKGROUND INFORMATION
7.1. Introduction

Computer cryptography is a very broad and compigjext, encompassing
both the technical and procedural aspects of etioryand decryption. This
standard will not attempt to provide a completeremsv of this topic, since

there are many other resources available for thgigse. Some knowledge
of the following areas of encryption may be necgssaorder to understand
and apply this standard:

* Encryption algorithms

e Symmetric and asymmetric encryption
* Public Key Infrastructure

e Hashing

» Electronic signatures

The information in this section is included only gsdelines (background
for the rest of the standard). Rules are giversantions 8 to 9 of this
document. Guidelines for PKI implementations aveig in section 10.

7.2. Use of Cryptography

Cryptography can be a very effective measure taeptoinformation,
particularly when that information is stored on twansmitted through
systems or networks that are not controlled byGbenmission. Depending
on the algorithm and key length chosen, the avetiage required to break
the encryption of information can make this unfeksi(e.g. many years).
Due to the constantly increasing power of computeosvever, these values
are constantly falling and so cryptographic comstnmust be chosen to take
into account the potential computing power avadabler the lifetime of the
informatiorr.

Although there are many different applications nfptography, they are all
designed to protect one or more of the followingparties of information:

» Confidentiality by ensuring that unauthorised parties cannot acces
the plaintext and so understand the information.

* Integrity by ensuring that an unauthorised party cannot gdndhe
information, due to its being encrypted and theeefoaccessible, or
because the unauthorised party would be unableetceate the
encrypted data (or message digest), or by detethisigthe data has
been tampered with.

% In practical terms, this can mean simply choosingeater key length than is required at present.
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» Authenticity by demonstrating that the information could only b
encrypted by the holder of a private key, basedhenprinciple that
the owner of the private key is the only entityr§man or computer
system) that possesses it.

Integrity and authenticity controls are usually legp through the use of
electronic signatures (see below).

Cryptography can be used in many different circamsgs, all of which are
covered by this standard. Some of the main usgesutanmarised below.

Passwordsare usually stored in encrypted or hashed formhiwithe
authenticating system. Where the user can onlpiolpcally, this may be
controlled very simply; where the user can log @metely, more complex
processes such as hashing are used to protect ggdsspassing over
networks.

Information held in databases may be encrypted to prevent an
unauthorised user with direct access to the dagalbas understanding or
using it.

Network communications can be secured, either through the use of
encrypted protocols where all network communicatiare encrypted (e.g.
for wireless networks or sensitive wired networl®)through the use of
encrypted tunnels o¥irtual Private Networks (VPNSs) over untrusted
networks.

Electronic mails, messages or transactionsnay be encrypted and/or
digitally signed to guarantee their privacy, intggand authenticity.

Electronic signature$ (also sometimes calleBigital signatures) are
used to guarantee the origin and/or content of ssage or other data.

Files stored on computer equipment or media (e.g. badieqos, disks or
USB memory devices) can be encrypted to protedt ttanfidentiality
and/or integrity.

A Digital Fingerprint is a hash-value of a document that is used tdyveri
the integrity of a signed electronic document.

Whole disk encryption is an effective way to protect information,
particularly on portable end-user devices such agop PCs. It is

* See also the following documents:
e Directive 1999/93/EC on a Community framework ft@otronic signatures
» Commission Decision 2004/563/EC, Euratom, regardiegtronic and digitised documents
e SEC(2005)1578 Electronic and Digitised Documeniimplementing Rules

This standard does not replace or in any way mab#&yabove documents.
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mandated by this standard for all Commission laff@s (see section
8.1.1 below).

Web communicationsmay be encrypted, often via HTTPS using SSL or
TSL, to guarantee the identity of either party andb protect the data
transmitted.

Interactive application sessionsmay be encrypted to protect data in
transit from the user's workstation to the appioaserver.

Application-to-application communications can also be encrypted.

File transfers and remote file servicesmay be encrypted, usually for
confidentiality.

Network printer communications may be encrypted to prevent sensitive
information being printed from being intercepted.

Several of these functions are supported by Pud#ig Infrastructure (PKI)
systems, which provide a framework for issuing asithg public/private key
pairs. This standard therefore contains some fpeales for PKI systems
(see section 10).

7.3. Risks of Cryptography

Although cryptography is a powerful security cohtimproper use can lead
to a number of risks, due to either inadequate qmores or malicious use,
such as the following.

* Encryption can introduce technical complicationshsas problems
in establishing secure (encrypted) network conoasti

» If encryption keys are not adequately protectedrehare risks that
information may be compromised when it is belietedbe intact
(e.g. revealed to unauthorised parties, or malgjoaltered without
this being detected).

* Encryption can also cause effective (temporaryavmanent) loss of
data, if the information only exists in encryptentni but the key is
lost.

* Cryptographic tools could be used for hiding datacaiated with
illegal activities and impeding investigation prdaees.

* Encryption of communications (such as e-mails derimet traffic)
can make it impossible to scan for viruses or otheeats at the
gateways.

* Organisational shortcomings, such as inadequatent@yagement,
can undermine the solution.
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* Human errors such as violations of basic legal itmms for the use
of cryptographic procedures can cause the soltvidail.

» Technical failures, such as weaknesses in cryppbgraalgorithms,
may introduce vulnerabilities.

* Deliberate acts, such as unauthorised use of aocnyydule for
nefarious purposes, can introduce other vulnetadslor liabilities.

To avoid these risks, cryptographic solutions amdc@dures must be
designed with great care and forethought.

8. CRYPTOGRAPHIC MEASURES

Policy objective 6.6.1 — Policy on the use of crypgraphic measures -
Cryptographic measures for the protection of infation must be approved |n
advance and their use will be allowed for certaurppses and under certgin
conditions. Cryptographic measures must be usembnmpliance with all relevarn
agreements, laws and regulations.

—

8.1. Identifying cryptographic requirements
8.1.1. Introduction

Most of this standard is concerned with the morenmex uses of
cryptography which are generally more costly arffiadilt to implement, and
involve the greatest potential risks. However, wdes of cryptographic
controls must be approved in advance by the Crptbority.

When they are required, cryptographic controls mimt applied
systematically and rigorously, with the participati of all relevant
stakeholders, including the LISO, system ownertesgsnanager, IT service
provider etc.

Cryptographic requirements are initially determindoy the data
classification. The following sections specify thcedures for EUCI and
non-EUCI.

Encryption should be used in particular where E@rmation leaves
Commission premises. Consequently, whole diskyption is mandatory
for all laptop PCs, irrespective of the classificatof data held on them,
since they are likely to leave the Commission'snises. Encryption of data
stores is also highly recommended for other pogtatievices, where
possibl& and depending on the sensitivity of the data edrri

® As noted in the Scope section (§4), this exclutiesr built-in encryption functions of software weehe
feature is not optional (such as encryption of wasds).

® This is dependent on the technology being availablother portable devices. At the time of wgtiit is
still emerging and not yet universally available.
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Where EC information traverses network links thatsg outside EC
premises, encryption must be used unless a rigssisent shows that it is
not necessary.

8.1.2. Requirementsfor EUCI

Communications of classified information (EUCI) rhuse protected by
adequate encryption. Cryptographic products usedtife protection of
EUCI must be selected and implemented accordintpeaules laid out in
the Commission Decision of 29 November 2001 (2004/8C, ECSC,
Euratom).

The rules in section 9 of this standard apply ypwgraphic solutions for
EUCI as well as non-EUCI. However, additional sufeay be specified by
the above mentioned Decision.

8.1.3. Requirementsfor Non-EUCI

The decision whether to use cryptography must seda&n a documented
risk assessment and taken by the System Ownernguttation with the

LISO and the IRM, and approved before implementatly the Security

Directorate (see section 8.3 below).

The risk assessment must also include an evaluafitme particular threats
relating to encryption, as outlined in section @®ve.

The Sandard on Asset Management specifies how systems should be
classified for Confidentiality, Integrity and Avalbility. The classifications
for Confidentiality and Integrity may be used (wheavailable) to help
determine the use of encryption according to tievang table.

Table 1: Cryptographic control recommendations by data classification

INTEGRITY

CONFIDENTIALITY

STRATEGIC

CRITICAL

MODERATE

LIMITED HIGH

Should be actively
considered

Consider for
specific functions
Or purposes

Only in exceptiona
cases

LIMITED BASIC

Consider for
specific functions
Or purposes

Only in
exceptional cases

Not recommended

PUBLIC

Only in exceptiona
cases

Not recommended

Not recommende
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Data classified as LIMITED HIGH (particularly pers datd) must be

actively considered for encryption. The decisiorhetiher to apply
cryptographic controls must be formally documented] any decision not to
encrypt LIMITED HIGH data must be adequately justif

Consideration of questions such as the following also help to define
whether cryptographic controls are needed and wihdtof solution may be
required:

* Does the encryption solution encompass more tharsgstem?
* Does the information traverse any (external) neka/®r

* Does the information leave the physical perimetaehe EC (e.g. on
magnetic / optical media)?

» Is the encryption solution used to authenticate etemy (or similarly
sensitive) transactions?

* In case of failure, would the encryption solutioa difficult and/or
costly to recover or replace?

« Will non-Commissiofi staff, organisations or systems use the
encryption solution?

* Will non-Commission staff, organisations or systdmsissued with
keys?

The proposed use of encryption for a system mustdmumented and
approval sought as described below.

The encryption algorithms used in the products gsegd must be well
established and considered to be secure. The fugsekoown algorithms
does not provide extra security since they areylike be less robust and
there are sophisticated tools and methods for sevemgineering algorithms.

8.2. Selecting cryptographic products

The Crypto Authority must be contacted in advanbenever cryptographic
products are being considered for selection soitlwan provide advice and
help the requestor to ensure that the product teelewill meet the business
requirements and comply with this standard. Thistibe done before the
selection, procurement or use of cryptographic pctsl

" Systems that handle personal data are obligatoldlgsified as SPECIFIC and so must undergo a risk
assessment, where the need to encrypt should Ielpctonsidered (see section 3.4.1 of the
Implementing Rules for Commission Decision C(20@8)3).

8 Non-Commission staff means any personnel who ate employed, directly or indirectly, by the
Commission (i.e. not Commission officials or cootmas). This is not a simple yes or no question;
issues to be considered in this area include wheitieeCommission has contracts and/or NDAs with
such personnel or organisations, and what levassfirance the Commission has of their true identity
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Products should be selected that meet the busmegssrements and risks
fully, but which do not impose unnecessary burd@ust, administration
etc.), since this will increase the risk of thedarot not being used correctly.
It is also recommended that products which arediresupported by Product
Management within the Commission should be revievad suitability
before considering new products, since extendirg ube of an existing
product may be more cost-effective, simpler to dgind avoid the need for
the approval process. The approval for these mtedwill include
conditions of use, and further use of the sameywodill not require re-
approval as long as it is covered by these conditioln case of doubt, the
Crypto Authority will advise whether a new use cesguires re-approval.

When writing a call for tender (or similar documefdr any product that
uses cryptography, the call for tender documemtatmust stipulate that all
cryptographic solutions are subject to prior apptoby the Security
Directorate, which will be requested after the vimgntender has been
provisionally selected but before it is formallycapted. The Security
Directorate may veto the selected solution for sgcreasons.

Care must also be taken in selecting products apetential import, export
or usage restrictions on encryption technologyletsrmined by the National
Security Authority of the country of the manufaetuand the country where
the products are used (including countries visieed, for products to be
used on portable computers). Cryptographic praductist comply with

national legislation in the countries where they ased.

Where appropriate, external services may be usguiode cryptographic
services such as certificates. However, privatgs kgovided by external
services may not be used to encrypt standing datanging to the
Commission, since the Commission may not be ablgetwypt the data if
the key is lost. These services should therefaragrily be considered for
cases such as the following:

» the encryption of data communications, where thaygted data is
decrypted upon receipt (e.g. SSL certificates fee un external
communications)

» decrypting information sent to the Commission bieaxal parties
» providing electronic signatures that can be velifig external parties

The use of unspecialised end user produdtr encryption is not
recommended by the Security Directorate, since tloégn contain
vulnerabilities that may be easily exploited andc&ing tools are readily
available for many of these products.

° This means products such as compression utibtiesfice software that offer encryption as an siddal
feature, but where this is an add-on rather tharctine feature of the software.
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For cryptographic facilities that are part of othoducts (such as Office
software), the Security Directorate will formulatenditions for use during
product selection.

8.3. Obtaining approval

Once a cryptographic product has been selected utbl fspecific
requirements, this must be documented and sethiet@typto Authority in
the Security Directorate for approval before thedpict is implementéd

The request for approval must include at leasfahewing items™:

» The classification (for integrity and confidenttg)i of the data to be
protected

* An overview of the system(s) involved in the sauti(including
external systems where relevant, and with the bawesl clearly
denoted)

+ A statement of the risks that the solution is idthto reduce

* A description of the proposed solution, explicitigking it to the
risks

* An assessment of the residual risks after the imetgation of the
solution, including any risks that are introducedrzreased by the
solution (e.g. risk of losing data if the key i<i@entally destroyed)

* An assessment of the risks inherent in the promesgstems

* The relevant security operating procedures (SecQmus)ering the
measures mandated later in this standard

e The cryptographic product name, and the algorithnaisd key
length(s) to be used

* An overview of the types and numbers of the usérhe solution,
with training needs

* An outline implementation plan

 The names and signatures of the System Owner, I®® BAnd the
IRM to indicate their agreement with the proposeldtson.

19°cf C(2006) 3602 Article 6, paragraph 1: "The u$encrypting technologies by Directorates-General
must be approved in advance by the Security Dirat¢d'

™ n cases where the information is not availatiis should be indicated together with an explamagiod
discussed with the Crypto Authority.
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When a request is received by the Crypto Authotitwill be evaluated for
approval. The approval is based upon an evaluaticdhe solution rather
than of the justification or need for cryptographyrthe main criteria for
approval include:

* An evaluation of the fit of the solution to the vegments, and its
justification

* Whether a suitable alternative already exists withe Commission

* Whether the solution proposed uses a reputabled gpaality
cryptographic product and algorithm, and adequayeéngths

* The adequacy of the SecOps

» For products intended to protect EUCI, whetherrtiies laid out in
C(2001) 844 have been followed correctly

* The implementation and documentation of the kepwvery process
(see also section 9 below)

In all cases, provision must be made for the regoeé keys used in the
encryption process. Where the encryption is agpbg end users (most
commonly for file encryption), this requirement #ill valid but the
responsibility lies with the users themselves.

9. KEY MANAGEMENT

Policy objective 6.6.2 — Key management key management, including recovery
and escrow arrangements, must be in place to supip®rorganisation's use pof
cryptographic techniques.

9.1. General rules

Key management procedures must be documented grdniented for all
cryptographic processes. These procedures must ableast the following.

Key generation

Keys shall be generated by a random process,égowe environment and in
a way that guessing of the keys or successive isepot feasible, even if

some of the preceding keys are known. In particlkay generators must
produce random key sequences that are evenlydittd over the entire key
space. Alternatively, key generation may be basedatues presented by the
user, provided that the process assures thatysetris random. In any case,
key generators must filter out weak keys.

Use of Keys

Each asymmetric cryptographic key should be usedrity one purpose, for
example for electronic signatures, or encryption adrtain files, or
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encryption of a communication line. This will enabinore flexible key
management and reduce the impact in case of congegaha single key.

Symmetric keys may be used for multiple purposéshis should be limited
as much as possible.

Use of cryptographic keys shall require the utiima of user authentication
techniques to ensure that keys cannot be usedauthorised entities.

Key Distribution

When there is a need to exchange cryptographic, kbgse keys must be
distributed on suitable data media or via commuigoalinks that ensure
adequate key confidentiality, integrity and autieation.

Key Recovery

Key recovery procedures must imperatively be cavdre the SecOps and
must be reviewed by the Security Directorate befomduct approval may
be granted.

Key recovery shall be implemented when there iseadnto ensure the
availability of data stored in encrypted fdfm The European Commission
shall not implement or apply key recovery mechasismrecover data that
are encrypted on-the-fly during transmission oveteBecommunication

medium.

The other party (or parties) holding a copy of msetric key may not be
relied upon for its recovery. Key recovery measuraist be controlled by
the European Commission.

Key escrow may be used for key recovery. In cadereal suppliers are
used to provide key escrow services, all keys mesplit and key fragments
lodged with at least two separate parties.

The European Commission shall not implement or yappcovery
mechanisms to recover keys used for non-repudiagovices. In particular,
keys used in electronic signatures may not be exeaol (instead, a new
signature should be issued).

Key recovery may only be performed by officialstieé Security Directorate,
with the authorisation of the Crypto Authority, by the relevant LISO,
following procedures that protect classified infation and personal dafa
All actions related to key recovery must be recdrded be available for
security audits and investigations.

12 Cf C(2006) 3602 Article 6, Paragraph 2: "DirectesaGeneral shall put in place means of recovering
stored data where the necessary decryption keytiavailable."

13 Cf C(2006) 3602 Article 6, Paragraph 3.
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Changing Keys

Changing keys periodically can increase the degfesecurity in some
circumstances. Hence mechanisms for periodic kéyest@ng shall be
considered and specified in the SecOps (if key gbsuare not appropriate or
necessary, this must be stated explicitly).

Key Storage

Cryptographic keys should be stored in such a \way einauthorised users
cannot read, modify or delete them. If possiblgptgraphic keys should be
stored in an encrypted form. The level of protativer the keys should be
designed based on the required level of assurahdéeocryptographic
system.

Making copies of personal (as opposed to sharedptpr keys used for
electronic signatures or non-repudiation is forleildFor shared keys, there
must be a single owner who controls all copies.

Deletion of Keys

Keys that are no longer required must be destrofedadequate sanitisation
process shall be used when necessary (e.g. whandtieim on which the
key is stored will be reused). See Siandard on Sanitisation of Media for
further information on appropriate sanitisationqasses.

10. PusBLIC KEY INFRASTRUCTURE (PKI)
10.1. Introduction

PKI is implemented through an information systermt thses cryptography.
As such, PKI implementations must follow the ruleshe previous sections
of this standard. However, PKI is subject to sfiecules and terminology,
and there are additional guidelines for PKI impletagons that are
described in this section.

This section on PKI is divided into three subsedio The first includes
instructions to be followed during the acquisitioha PKI system. The
remaining subsections concern the implementatich @peration of PKI
systems, and include respectively guidelines fostesy owners and
administrators, and guidelines for end users, ideorto clarify the
responsibilities of each party.

10.2. Acquiring PKI systems

Like any other cryptographic implementation, PKs$tgyns must be approved
in advance by the Crypto Authority. When a requieat for PKI has been
identified, the Security Directorate should be ested to establish whether
an existing PKI implementation at the Commissionldde used instead of
acquiring a new system.
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Since PKI systems use encryption, the Security diorate must be
contacted for advice and approval on all PKI system

10.3. Rules for system owners and administrators

This section outlines the requirements for Comrnaissbodies that own
and/or operate PKI systems.

10.3.1. Certificate Policy and Certificate Practice Statemat

Each PKI system must have a Certificate Policy (@RJl a Certificate
Practice Statement (CPS) that define the rulespmactices governing the
security policies and controls of the system, dndstestablish the level of
trust that may be put in the certificates thas#ies. The CP and CPS must
be made available to all users of the system.

The CPS documents the practices employed in therabpes and
management of the PKI system. Where the publicatfocertain practices
would harm the security of the system, they mayekeluded from the
published version of the CPS.

The Crypto Authority may require owners of PKI €mst to submit the CP
and CPS for review.

10.3.2. Root Certificate

The root certificate is used to sign the otheritestes generated by the
system, and the reliability of all certificates dagds on the trust value of the
root certificate. The confidentiality, integrity@ availability of the private
key that is used to sign the root certificate nthietefore be highly protected,
and the root certificate must be renewed on a jinbalsis to ensure the
continuous validity of all certificates.

10.3.3. Certificate management
Registration
Naming

CAs shall generate and sign certificates contaimagies that uniquely
identify the Subscribers across the European Cogsiomsand any external
organisation that may be involved in the operatibthe PKI.

Private Key Generation and Transfer

When the computer module that generates the prkeyes not under the
control of the Subscriber, the key, or a computedute containing the key,
shall be delivered to the Subscriber via an acahletmethod, which shall
be described in the approved CPS.

Authentication of Subscribers
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The Certification Authority (CA) shall ensure cartebinding between
identity information and public keys by employingtl@entication procedures
specified in the approved CPS.

The CA shall maintain evidence that due diligencaswexercised in
authenticating the Subscribers by recording theguares followed for each
certificate.

Certificates

A Certificate shall contain the following informat:
* Version
» Serial number

* Name or other information that can uniquely idgntife Subscriber
to whom the certificate is issued

» Attributes that the certificate binds to the Sulim These may
include items such as:

o A public key and the identification of the cryptaghic
algorithms with which the key must be used

o Access privileges of the Subscriber

o Membership of the Subscriber to certain groups
* The beginning and end of the period of validitylud certificate
* The identification of the CA issuing the certifieat

* The identity code of the certificate; this shouldquely identify the
certificate throughout the life time of the CA

» The usage scope of the certificate

* The algorithm used to create the signature
The certificate must include the signature of ti#e C
Certificate Revocation

A certificate must be revoked when the binding lestwthe Subscriber and
the public key or other attributes mentioned in ¢eeificate (e.g. dates) is
no longer valid.

The CA must authenticate each certificate revonateguest to the same
level as for the issuing of the certificate.
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The CA must revoke certificates as soon as possitpd® the receipt of an
authenticated revocation request or upon an ewtdering the certificate
invalid. The CPS shall define the maximum delayrémoking a certificate.

Revoked certificates must be included on the CRLl uhe certificate
expiration date.

The Subscriber, or its owner, shall be notifiedtiofé revocation of the
certificate.

Certificate Revocation Lists (CRLS)

CRLs shall be made available to the target commiueig. on a website),
and a link to the CRL must be included in all dexdites. All appropriate
measures shall be taken to avoid denial-of-serattacks that may render
CRLs unavailable to the Verifiers.

The CRL posting frequency and the maximum delaypfmsting a new CRL
following a certificate revocation shall be definadhe CPS.

The CA shall publish information on how to obtaneyify and use CRLs in
such a way that all potential Verifiers can haveess to it.

The CRL shall be signed with the private key of @&. The verifier must
be able to verify the integrity and origin of theRIC by checking the
electronic signature of the CRL.

Protection and Usage of Private Keys

The private keys of the Subscribers must be predetchrough suitable
security controls against fraudulent use by emstitither than their owner.

Private keys used for electronic signatures or mpudiation services shall
be issued only once and remain under the exclusiwérol of their owner,
and may therefore not be recovered.

10.3.4. Confidentiality

All information or data relating to PKI systems rhbs classified at least as
LIMITED HIGH. If the information to be protectedylihe PKI system (or

the keys that it produces) is classified at a hidgéeel, then the PKI system
itself and the key# generated must be classified at the same level.

10.4. Rules for end users

Note: wherever the term "end users' is used in this section, it includes both
Subscribers and Relying Parties.

14 Except the public keys which must be availabletter parties.
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End users must only use certificates for the pwpatescribed in the CP.
End users may not use certificates for fraudulemtloer illegal purposes, or
to masquerade as other users. Subscribers musterull and accurate
information when applying for certificates.

Subscribers must ensure that their private keysairersecret. If specific
controls are required by the CPS, they must beviatl.

Subscribers must inform the CA immediately if anfy tbe following
conditions is true:

* identification information in the certificate beceminvalid;
+ attributes defined within the certificate beconmeaiid;
» the private key of the Subscriber has been comseai

» the Subscriber has violated the policy rules reggrduse and
handling of certificates and private keys;

» the Subscriber leaves the European Commission oexdernal
organisation that is served by the PKiI;

In this case, or if the Subscriber requests it,diificate will be revoked.
The Subscriber may then apply for a new certificatidne normal way.

When a certificate is revoked, the Subscriber mstgh using it for signing
and/or encrypting information immediately and pemeratly.

Relying parties must verify that certificates aigéhwm their validity dates and
do not appear on the CRL.
11. ROLES AND RESPONSIBILITIES
System Owner
The System Owner of the system using encryptiofi Beaesponsible for:
a) determining where there is a need to use crygpby;

b) selecting appropriate cryptographic productsyring in mind existing products
that are supported by Product Management;

c) requesting approval for the use of cryptograpinaxiucts, where required;

d) defining Security Operating Procedures (SecOmsthe use of cryptographic
products;

e) ensuring that the products are implemented, ws®dl decommissioned in
accordance with the rules of this standard, theOfscand any additional
requirements or restrictions specified by the Grydtthority;
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f) ensuring that cryptographic products are usectbmpliance with national import,
export and usage restrictions.

System Managers

System Managers in charge of operating cryptogcagdiutions shall be responsible
for:

a) managing the operation of the solutions in atamoce with the SecOps;
b) monitoring the security of the solution to deét@ay security incidents;

c) informing the relevant system managers and LISICany security incidents that
occur;

d) implementing the necessary containment and cireesecurity measures when a
security incident occurs.

e) where relevant, ensuring that IT service pragadmmply with the SecOps (e.g.
through the use of Service Level Agreements).

IT Service Providers

The providers of cryptographic services or prodsbtt! be responsible for:
a) implementing and operating the products in ataace with the SecOps
Crypto Authority

The Crypto Authority shall be responsible for:

a) monitoring the advances in technologies relatedcryptography including
encryption, authentication, electronic signatumes @ectronic certification services;

b) setting standards and developing guidelinesegards the use of cryptography
within the Commission; standards and guidelinedl teareviewed periodically to
ensure compliance with technology advancements;

c) assessing the suitability of cryptographic tpelspecially as regards their use in
systems handling Classified information;

d) approving cryptographic solutions used withia @ommission;
e) advising the Commission services in developimd)asing cryptographic tools;

f) auditing the development and use of cryptograpbols within the Commission
and in particular in Critical and Strategic systems

g) auditing the use of cryptographic tools by Caators that may affect the security
of the Information Systems of the Commission.

LISO

LISOs shall be responsible for:
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a) liaison with the Crypto Authority on the use ofyptographic tools and
procedures;

b) analysing the needs in terms of using cryptdg@apools in their Directorates-
General;

c) advising the Directors-General, Directors, Heatnits, and IRMs on the use of
cryptography;

d) performing the recovery of encrypted data whecessary and permissible by the
rules in this standard.

All Users
All users shall be responsible for using cryptogregools according to this policy
and the applicable system-specific policies.
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