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1 Acronyms and Abbreviations

Table 1 - Abbreviations

Abbreviation Definition

AIVP Assembly, Integration and Verification Platform
AR Acceptance Review

ARTS Anomaly Report Tracking System

CADM Configuration and Documentation Management
CAS Commercial Authentication Service

CDR Critical Design Review

CIP Contribution to lonospheric Prediction

DEV Development platform

DMS Document Management System

EC European Commission

ECAS European Commission Authentication Service
EDAP External Data Acquisition and Processing

EEAS European External Action Service

E-GSC European GNSS Service Centre

EU European Union

EUCI EU classified information

EUSPA European Union Agency for the Space Programme
EWS Emergency Warning Service
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Abbreviation Definition

FOC Full Operational Capability

G2G Galileo Second Generation

GACF Ground Asset Control Facility

GCC Galileo Control Centres

GCS Galileo Control Segment

GDAP Generation, Dissemination and Archiving of Products
GDDN Galileo Data Dissemination Network

GGTO Galileo to GPS Time Offset

GMS Galileo Mission Segment

GNSS Global Navigation Satellite System (e.g. GPS, Galileo,

GLONASS etc.)

GPS Global Positioning System

GRC Galileo Reference Centre

GRSP Geodetic Reference Service Provider
GRUE GSA RESTREINT UE (network)

GSF Galileo Security Facilities

GSS Galileo Sensor Station

GST Galileo system time

GTRF Galileo Terrestrial Reference Frame
HAS High Accuracy Service

INT Integration platform/chain

IFQ In-Factory Qualification
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Abbreviation Definition

[e)Y) In-Orbit Validation

ITRF International Terrestrial Reference Frame
KMF Key Management Facility

MCS Monitoring, Control and Support

MDDN Mission Data Dissemination Network
MGF Message Generation Facility

MSF Mission Support Facility

MTCF MEOLUT coordination facility

MUCF Mission and Uplink Control Facility

NSS Network & Security System

NRT Non Real Time

OPE Operational platform/chain

(0N Open Service

OSNMA Open Service Navigation Message Authentication
OSPF Orbit and Synchronisation Processing Facility
0sQ On-site Qualification

PDR Preliminary Design Review

PKI Public Key Infrastructure

PRS Public Regulated Service

PTF Precise Time Facility

PVT Position-Velocity-Time
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Abbreviation Definition

RLSP Return Link Service Provider
RT Real Time

SAR Search and Rescue

SAS Signal Authentication Service
SGS SAR Ground Segment

SIS Signal-in-Space

SISA Signal-in-Space Accuracy
SPF Service Products Facility
SSEG Space Segment

T™MS Training Management System
TRA Training platform/chain

TS Timing Service

TSP Time Service Provider

uLsS Up-Link Station

VAL Validation platform/chain

2 Objectives of the Procurement

The scope of the E-GSCINF framework contract is to provide turn key service E-GSC infrastructure releases
over six years, as explained further below in the present document and in the Tender Specifications.

The procurement of the E-GSC evolutions is particularly complex in a number of technical aspects, specifically:

- although there is an available indicative roadmap of the E-GSC evolutions (see section 5.3 below), the
details of the modifications that will be required in order to implement all the expected capabilities in the
E-GSC infrastructure are not available at the time of writing this document. Therefore, the E-GSC
infrastructure design needs to be highly modular (module-plug-in), flexible and expandable allowing the
verification, integration, validation, accreditation and deployment of new capabilities without impacting
the existing ones. The design, verification, integration, validation, accreditation and deployment strategy
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also needs to be compatible with more frequent evolutions of certain component(s) (normally those
interfacing with the users) and the combination of different methodologies to implement agile
approaches for evolution (Major or minor) and correction implementations.

The acceptance of the E-GSC infrastructure releases (see section 6.1.7 below) requires the provision of a
number of evidences collected in different environments, including the operational one. These evidences
are aimed at demonstrating the full compliance of the different E-GSC infrastructure releases to all
applicable requirements. By definition, the collection of these evidences implies the necessary
coordination with the operator/maintainer of the E-GSC infrastructure and the definition of appropriate
performance indicators for the different phases of the project.

The optimal handling of these complexities can be ensured through a procurement procedure allowing the
refinement of the tender requirements through one or more rounds of dialogue with Candidates, in order to
develop the best technical, legal and financial solutions to achieve the following overarching procurement
objectives:

Select a Contractor ensuring genuine competition according to the principles of the Financial
Regulation and GNSS regulation;

Entrust the Contractor with clear responsibilities for the delivery of the complex tasks as described in
this document and in particular:

a.

Ensure the continuous evolution of the design and qualification of the existing GSC
infrastructure to enable the service provision of the E-GSC in a timely and secure manner that
meets the needs of the Programme;

Ensure the correct deployment, installation, integration and migration of the new E-GSC
operational infrastructures;

Ensure the commissioning of the new E-GSC infrastructure releases procured under this
framework contract, covering both, previously existing capabilities (see 5.1) and the new
associated ones to the new E-GSC infrastructure releases, which is required in order to test
and validate the infrastructure performances and accept it according to the terms and
conditions which will be specified in the draft contract. During the commissioning, the
infrastructure will have to be operated as of the point in time when an E-GSC infrastructure
release starts to be migrated to the operational platform (OPE) of the system up to the final
migration check point between the Contractor and the Galileo Service Operator (= acceptance
review). More information on this is provided under section 6.1.7 below.

Provide technical support and expertise to the Contracting Authority for all matters relating
to the E-GSC.
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3 Background Information on Galileo

3.1 The Galileo Programme

Galileo is an autonomous European satellite radio navigation system which is interoperable with other existing
GNSS systems, in particular the Global Positioning System (GPS). Galileo provides a number of services through
a combination of capabilities of the core system components (GCS/GMS/SSEG) and interfacing entities:
Support Facilities, Service Facilities, and External Entities.

The Galileo Programme is structured in the following main phases:

In-Orbit Validation (IOV) phase to develop the Galileo System and validate its in-orbit performance.
This phase started in 2004, covering the design, development, deployment and in-orbit validation of
the first 4 Galileo satellites together with the associated ground segment and initial operations
activities. The IOV Phase was completed in December 2013 with the In-Orbit Validation Review (IOVR)
and concluded formally in May 2014 with the successful closure of this milestone;

Full Operational Capability (FOC) phase to deploy in full the ground and space infrastructure as
required for achieving full operational capability. The FOC phase effectively started in 2010 with its
FOC#1 and is on-going. It is composed of Deployment activities related to infrastructure completion,
development of additional system functionalities and Exploitation activities related to the service
operations in the full operational capability scheme. The FOCH#2 technical requirement baseline
represents the targeted final infrastructure configuration for this Phase. In particular, the first steps
toward the implementation of the Full Operational Capability (FOC) was the progressive provision of
“Early” and an “Enhanced” phases. These phases have followed a common logic based on a validation
period followed by the corresponding service provision declaration. The validation period started in
2015 with a minimum number of satellites transmitting nominal, continuous, and stable Signal in
Space (SiS) and having the scope to demonstrate the capability of the Galileo System to provide the
Galileo Services to the Users with a committed level of performance (even if reduced with respect to
the target FOC system). It was concluded by 2016 with a service review milestone and a service
declaration. These milestones represented for EUSPA and the Galileo Service Operator (GSOp) the first
steps toward the nominal “service provision”.

3.1.1.1 Description of the main stakeholders

3.1.1.2 Role of the European Union (EU)

The Galileo programme is funded by the EU. The Galileo infrastructure is owned by the EU.

3.1.1.3 Role of the European Commission (EC)

The European Commission has overall responsibility for the programme, managing and overseeing the
implementation of all activities on behalf of the EU.
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ECis responsible of the formal interface with the Security Accreditation Board (SAB), which is the sole Security
Accreditation Authority of the European GNSS systems and acts independently of the authorities in charge of
the programmes.

3.1.1.4 Role of the European Union Agency for Space Programme (EUSPA)

More information on the European Union Agency for Space Programme (hereinafter ‘EUSPA’, ‘the Agency’ or
‘the Contracting Authority’) can be found in the Tender Specifications (Annex | to the Invitation to Participate).

3.1.1.5 Role of the Galileo Service Operator (GSOp)

The GSOp is the Galileo service operator and, as such, plays a central supporting role to the EUSPA in the
provision of all Galileo Services.

Progressively, GSOp is becoming also the L2/L3 maintainer of the Galileo infrastructure.

More specifically, GSOp is already the GSC operator, GSC hosting service provider (having INTA as mandatory
GSC hosting service provider) and L2/L3 maintainer of the GSC operational release.

As explained further below in the document, each major release of the GSC infrastructure requires the update
of the set of platforms making up the infrastructure. The new version of the infrastructure that is procured as
a result of this process, is then accepted by EUSPA. From the moment of acceptance of the infrastructure,
certain platforms (including the operational platform) are handed over to the GSOp (see section 6 below) who
is in charge of their operation.

Considering that the infrastructure that is procured enters into operation as of its acceptance, it is in the
interest of the Contracting Authority to ensure, as an inherent step of the acceptance process, that the
infrastructure is operational. This step can only be achieved through the operational validation (i.e.
“commissioning” of the infrastructure as detailed in section 6.1.7 below) of every new major and minor GSC
infrastructure release.

Given the role of the GSOp as the contractor in charge of operating the Galileo system, the operational
validation activities can only be undertaken by GSOp. Furthermore, entrusting these operational validation
activities to a different economic operator (to be awarded as a result of a new procurement procedure) is not
possible, as such an approach:

= js not technically feasible for reasons linked to interoperability requirements, considering that the
operational validation requirements cannot be different from those already forming part of the GSOp
contract;

= would result in a disproportionate administrative effort and consequent duplication of costs.

In view of the above and with the aim to simplify, and streamline the acceptance by the Contracting Authority
of a new E-GSC infrastructure release upon execution of all required validation tests in simulated and real
conditions, it is envisaged to designate GSOp as mandatory subcontractor for a minimum set of tasks (to be
confirmed in Phase Il of the procurement) :

- Contribute to the E-GSC infrastructure operational CONOPS.
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Preparatory activities for the operational validation execution (operational/maintenance/security
documentation validation and availability of trained operators/maintainers).

Ensure OPS sanitization, hardening and lock down.
Execution of the operational validation.
Provision of OPS/Hosting inputs for the related accreditation dossier.
Upon start of the migration of the new E-GSC infrastructure release to the operational system:
o Secure operations and service provision of the E-GSC OPE chain during the migration to OPE,

=  Support the necessary operational tasks to safeguard migration to OPE, including
operational data migration. This needs to include potential roll back to previous GSC
operational release if major problems are found.

o Secure operations of the new deployed E-GSC infrastructure release (after completion of the
migration activities) up to the Acceptance Review (final migration checkpoint). This needs to
include potential roll back to previous GSC operational release if major problems are found.

3.1.2 Overview of the Galileo Services

The Galileo system provides high quality navigation services with associated performance guarantees. The
main services that are planned to be provided by Galileo are the following:

a Galileo open service (0S), which shall be free of charge for users and shall provide positioning and
synchronisation information intended mainly for high-volume satellite navigation applications for use
by consumers. The Galileo OS also includes the Open Service Navigation Message Authentication (OS-
NMA): that provides the authentication data for OS geolocation information contained within the
navigation signals;

a high-accuracy service (HAS), which shall be free of charge for users and shall provide, through
additional data disseminated in a supplementary frequency band, high-accuracy positioning and
synchronisation information intended mainly for satellite navigation applications for professional or
commercial use;

a signal authentication service (SAS), based on the encrypted codes contained in the signals, intended
mainly for satellite navigation applications for professional or commercial use;

a public regulated service (PRS), which shall be restricted to government-authorised users for
sensitive applications which require a high level of service continuity, including in the area of security
and defence, using strong, encrypted signals; it shall be free of charge for the Member States, the
Council, the Commission, EEAS and, where appropriate, duly authorised Union agencies;

an emergency service (EWS), which shall be free of charge for users and shall broadcast, through
emitting signals, alerts regarding natural disasters or other emergencies in particular areas; where
appropriate, it shall be provided in cooperation with Member States national civil protection
authorities;
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a timing service (TS), which shall be free of charge for users and shall provide an accurate and robust
reference time, as well as realisation of the coordinated universal time, facilitating the development
of timing applications based on Galileo and the use in critical applications.

Galileo shall also contribute to:

the search and rescue support service (SAR) of the COSPAS-SARSAT system by detecting distress
signals transmitted by beacons and relaying messages to them via a return link. It is foreseen to
introduce a Beacon Command Service for the Galileo SAR Return Link Service, in addition to the
already implemented Acknowledgment Service. The Beacon Command Service is a function of the
Return Link Service able to send commands via Return Link Messages (RLM) to Emergency Locator
Transmitter (ELT) beacons to perform specific actions. In a first step, these commands shall enable a
Remote Beacon Activation(RBA) ) Service to remotely activate/deactivate beacon transmission of
distress alert messages upon request as well as a Remote Triggering of Self-Test of the beacon. In the
future, Enhanced Beacon Command Services such as Two-Way Communications (TWC) and Distress
Position Sharing (DPS) are planned to be developed.

integrity-monitoring services standardised at the Union or international level for use by safety-of-life
services, on the basis the signals of Galileo open service and in combination with EGNOS and other
satellite navigation systems;

space weather information via the GNSS Service Centre as referred to in Implementing Decision (EU)
2016/413 and early warning services via the Galileo ground-based infrastructure, intended mainly to
reduce the potential risks to users of the services provided by Galileo and other GNSSs related to
space. Space weather events or ‘SWE’ means naturally occurring variations in the space environment
at the Sun and around the Earth, including solar flares, solar energetic particles, variations in the solar
wind, coronal mass ejections, geomagnetic storms and dynamics, radiation storms and ionospheric
disturbances, potentially impacting Earth and space-based infrastructures. The Contribution to the
lonospheric Prediction (CIP, informing users, via means of notifications, of upcoming ionosphere-
induced degradation of performance ) is the first SWE function to be implemented.

The attention of the Candidates is drawn to Article 45 of the Space Regulation which provides for a list of the
services provided by Galileo.

3.1.3 Overview of the Galileo Infrastructure

The Galileo Infrastructure is composed of two main elements:

The Galileo Space Segment, and

The Galileo Ground Segment.

3.1.3.1 Overview of the Galileo Space Segment

The final Galileo Space Segment consists of a constellation (defined by the Walker parameters 24/3/1) of 24
operational satellites plus 3/6 active spare satellites in Medium-Earth Orbit (MEO), providing adequate
coverage for the provision of the Galileo services on a worldwide basis:
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e 3 orbital planes with ascending nodes distributed at intervals of 120 degrees,
e 8slots per orbital plane, distributed at intervals of 45 degrees,
e 1spare (and up to 2 possible) satellite per orbital plane.

This Galileo constellation provides the capability of broadcasting globally a set of navigation signals in L-band.
The constellation also supports Search and Rescue international mission, by relaying distress messages to the
COSPAS-SARSAT ground mission segment and providing a return link channel to the users.

3.1.3.2 Overview of the Galileo Ground Segment

The Galileo Ground Segment consists of two Galileo Control Centres (GCC):
e GCC-lin Fucino (Italy),
e GCC-D in Oberpfaffenhofen (Germany).

Each of these centres host a Ground Control Segment (GCS) to command and monitor the constellation and a
Ground Mission Segment (GMS) to compute and uplink the navigation data to the satellites and monitor the
SiS performance:

e GMS-l and GCS-l,
e GMS-D and GCS-D.

The GMS and GCS interface the Satellites though a worldwide network of Remotes Sites, hosting Telemetry,
Telecommand & Control stations (TTC), C-band data Uplink Stations (ULS) and L-band data receiving Sensor
Stations (GSS).

In order to interconnect the elements of the Galileo Ground Segment, the system implements the Galileo Data
Dissemination Network (GDDN) interconnects the Galileo Control Centres (GCCs) with the remote sites, the
Galileo Support Facilities and the Galileo Service Facilities (of which the E-GSC is one). The network is
composed of a combination of VSAT links (especially for the Remote Sites) and terrestrial links (mainly for
facilities in Europe).

Within the Ground Mission Segment, the GCC is connected to the relevant Ground Stations (Ground Sensor
Stations GSS, Uplink Stations ULS) through Mission Network Elements (MNE), and is connected to the TTC
stations using the Satellite Network Element (SNE) within the Ground Control Segment. The two GCCs are
interconnected via the inter-GCC link interfacing with (Common Network Equipment) CNE Network Elements
at both GCC sites. In order to satisfy the Galileo system performance requirements, the GDDN service has to
meet specific performance requirements in terms of availability, latency and continuity of data dissemination.

3.1.3.2.1 Galileo Ground Control Segment

The Galileo Ground Control Segment (GCS) provides a large range of functions to support the management
and control of the satellite constellation. The scope of this functionality includes control and monitoring of the
satellites and their payload, planning and automation functions that allow safe and correct operations to take
place, and the support of payload related operations such as uplink of navigation data.

The GCS consists in the following facilities:
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e Satellite & Constellation Control Facility (SCCF): the entity that performs the on-line monitoring and
control of the satellites, both for routine and critical operations;

e GCS Key Management Facility (GCS KMF): element that supports security aspects and data protection
(generation of encryption keys, encryption/decryption process, etc.);

e Central Monitoring and Control Facility (CMCF): providing the monitoring and control of all GCS
ground assets, including the TT&C stations, GCC resident facilities and networks;

e Flight Dynamics Facility (FDF): that supports non-nominal orbit determination (GMS provides
nominal) and manoeuvre planning;

e Operations Preparation Facility (OPF): that supports the preparation and configuration control of all
operational databases and procedures, including those that are destined for automated execution;

e Satellite Constellation Planning Facility (SCPF): which supports the scheduling of regular contact
(once per orbit) with all satellites in the constellation to support routine operations and special
extended contacts to support critical operations;

e Constellation Simulator (CSIM): that is used for validation of operational processes and procedures,
training and anomaly investigations;

e Satellite Data Distribution Network (SDDN): that connects the remote TTCF sites with the GCS
elements at the GCC;

e External Data Distribution Network (EDDN): infrastructure for spacecraft data secure access
permitting the exchange of non-real-time products between GCCs and external entities (satellite
payload & platform manufacturers, external satellite control centres, test centres).

In addition, the GCS includes facilities at remote sites:

o Telemetry Tracking and Control Facilities (TTCF) (TT&C Stations): for satellite tracking, TC reception
from the SCCF, up-linking to the satellites, telemetry reception from satellite and forwarding to the
SCCF. The TTCF also performs satellite ranging and provides related data to the FDF.

The GSC is not connected to the GCS, and at the time of writing this document, there is no concrete plan to
connect the future E-GSC infrastructure releases with the GCS.
3.1.3.2.2 Galileo Ground Mission Segment

The Galileo Ground Mission Segment (GMS) determines the navigation and timing data part of the navigation
messages and transmits this information to the Satellite via C-Band ground stations. The GMS consists of the
following 3 chains:

1. Processing Chain
2. Dissemination Chain
3. Operational Chain

The Processing Chain contains the following facilities:
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Orbit and Synchronisation Processing Facility (OSPF): for the determination of satellite navigation
parameters, i.e., ephemeris computation, satellite clock prediction, and determination of the Signal-
in-Space accuracy (SISA);

Message Generation Facility (MGF): for the multiplexing of all the messages, generated either within
the GCC or received by external entities, into a single data stream to be sent to each ULS in order to
be uploaded to satellites;

Precise Time Facility (PTF): for the generation of a physical realisation of Galileo System Time (GST)
that is provided to all elements for time synchronisation purposes. This facility also computes
parameters to be disseminated to the users, i.e.:

o UTC-GST conversion models;
o Galileo to GPS Time Offset (GGTO).

In addition, the PTF includes a GSS station synchronised directly to the physical realisation of GST that
collects the measurements needed to calibrate the OSPF

The Dissemination Chain contains the following facilities:

Mission Data Dissemination Network (MDDN): supports the transport of data between GMS-GCC and
ULS, and between the GSS and GMS-GCC. The MDDN includes both Realtime and Non-Realtime
networks depending on the type of data to be disseminated. In addition, the MDDN includes the
GNMF which is used for GMS and GCS network monitoring and control (and GNMF-S for secure
network M&C);

Service Products Facility (SPF): that is dedicated to the implementation of the exchange gateway
between the GCC and the external world;

GMS Key Management Facility (GMS KMF): that supports security aspects and data protection
(generation of encryption keys, encryption/decryption process, etc.).

The Operational Chain contains the following facilities:

Mission and Uplink Control Facility (MUCF): that supports the on-line and off-line mission monitoring
and control including the Galileo overall long-, mid- and short-term mission planning and uplink
scheduling;

Ground Asset Control Facility (GACF): for the monitoring and controlling all the elements of the GMS
in real time;

Mission Support Facility (MSF): that provides off-line support functions including the computation of
configuration and calibration data for the real-time elements;

In addition, the GMS includes facilities at remote sites, i.e.:

Up-Link Station (ULS): that formats and up-links messages to the satellites in C-Band;

Galileo Sensor Station (GSS): for tracking Galileo satellites, acquiring Galileo SiS, collecting and
providing the SIS observables for Navigation and Integrity processing chains. One GSS is collocated
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together with each PTF, and takes the time input directly from the PTF, so that it becomes the GST
reference.

3.1.3.3 Galileo Service Facilities

Facilities that support the provision of services and which, due to their criticality and strategic nature for the
Galileo service provision are developed as part of the FOC System:

e Time Service Provider (TSP): monitors and steers the Galileo system time (GST) and GRSP (Geodetic
Reference Service Provider) to maintain Galileo Terrestrial Reference Frame (GTRF) vis-a-vis
international metrological standards;

e Geodetic Reference Service Provider (GRSP): the facility responsible for maintaining the Galileo
Terrestrial Reference Frame (GTRF) close to the International Terrestrial Reference Frame (ITRF);

e Galileo Security Facilities (GSF): consisting of the GSMC-FR and GSMC-ES for system security
monitoring and exploitation of PRS access and the Point of Contact Platforms (POC-P) that perform
the interface between the GSMC and the Competent PRS Authorities;

e European GNSS Service Centre (E-GSC): The European GNSS Service Centre, E-GSC, is the element of
the Galileo infrastructure acting as the single interface between the system established under the
Galileo programme, on the one side, and the users of the open service, of the former commercial
service and the users of safety of life applications based on the integrity monitoring service of that
system on the other side. As per GSC Hosting Agreement, any future Safety of Life service interface
will be hosted and operated in the GSC. GSC will play a key role in the provision on the OSNMA and
HAS/SAS.

e SARGround Segment (SGS): receives and processes the SAR downlink data. The SAR GS includes three
MEOLUT (SAR ground tracking stations) with 4 antennas each in Larnaca (CY), Maspalomas (ES) and
Spitzberg (NO), and one facility in Toulouse (F) comprising a MEOLUT coordination facility (MTCF);

e Return Link Service Provider (RLSP): sends distress messages back to the distress beacons and to
rescue personnel. The Return Link Service Provider facility is located in Toulouse and provides
messages through a real-time interface to the GMS for uplink to the Galileo satellites;

e Galileo Reference Centre (GRC): monitors service performance independently from the operational
core infrastructure, and is located in Noordwijk, the Netherlands.

3.1.3.4 Galileo Support Facilities

In addition, certain Support Facilities have to be available during the FOC phase as they are critical for the
Deployment, Validation and Maintenance of the Galileo system. The In-Orbit Test (I0T) station is one example
of support facilities that is currently deployed and in used:

e In-Orbit Test (I0T) station: located in Redu (Belgium) which provides high gain antenna measurement
system in L-band for navigation payload signal in space characterisation during commissioning and
routine operations, as well as C-band and UHF transmit antennas for mission uplink and SAR
transponder in-orbit testing respectively;
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3.1.4 Galileo 2™ Generation

There are ongoing activities for the development of the 2" Generation of Galileo (G2G). The aim is to keep
Galileo ahead of the technological curve compared to global competition and maintaining it as one of the best
performing satellite positioning infrastructures in the world while strengthening it as a key asset for Europe’s
strategic autonomy.

G2G developments are planned to take place during the timeframe of European GNSS Service Centre (E-GSC)
Infrastructure Evolution Framework Contract, therefore it is envisaged that the E-GSC infrastructure will
require evolutions triggered by G2G developments.

4 Background information on EGNOS

4.1 Overview of the EGNOS Services

EGNOS is the European Satellite Based Augmentation System (SBAS). The purpose of EGNOS V2 is to address
a range of user services requirements by means of an overlay augmentation to GPS based on the broadcasting
through GEO satellites of signals in the L1 (1575.42 MHz) frequency. The EGNOS signals contain integrity and
differential corrections information applicable to the navigation signals of the GPS satellites. EGNOS can
provide integrity positioning with Safety-of-Life (SoL) quality that allows it to address needs of all modes of
transport, including civil-aviation. EGNOS V3 augmentation to Galileo satellites will also be provided in the L5
(1176.45 MHz) frequency.

EGNOS Services are provided free of charge to users. Based on the dissemination means (SIS broadcasted from
the GEO satellites or data via Internet) and the safety implications of the applications (either safety critical
application or non-safety critical applications), they can be classified in three main categories:

e The EGNOS Safety of Life (SoL) Services: aimed at users for whom safety is essential, typically for
transport applications in different domains, and accessible via the EGNOS Signal-in-Space (SIS). The
EGNOS product has been designed so that the EGNOS SIS is compliant to the ICAO SARPS for SBAS and
at this stage, a detailed performance characterisation has been conducted only against the
requirements expressed by civil aviation (for this reason it is usually understood that there exists one
EGNOS Sol Service which is in fact an EGNOS Aviation SoL Service). Nevertheless, the EGNOS SolL
service might also be used in a wide range of other application domains (e.g. maritime, rail, road...) in
the future.

A so-called NOTAM proposals service is also provided to support Air Navigation Service Providers using
EGNOS to comply with SES Regulations. Complete information on the EGNOS (Aviation) SoL Service
can be found in the SOL Service Definition Document (SoL SDD: https://www.gsc-
europa.eu/sites/default/files/sites/all/files/egnos os sdd in force.pdf).

Currently, only single-frequency services are available. Dual-frequency Sol services will be provided
with EGNOS V3.

e The EGNOS Open Service (OS): it is aimed at users of non-safety critical applications in any domain
that require improved positioning with respect to the GPS stand-alone performance. It is accessible

Page 19 of 66



Annex Il to the Invitation to Participate - Descriptive

o~ Document for the Evolution of the European GNSS Service
-
- Centre (E-GSC) Infrastructure

European Union Agency for the Space Programme

EUSPA-GAL-GSC-SPE-A15083

Issue/version: 1.0

also through the EGNOS SIS to any user equipped with a GPS/SBAS compatible receiver for which no
specific receiver certification is required.

The applications of the EGNOS Open Service cover a wide range of domains: agriculture for high
precision spraying of fertilisers and pesticides; geodesy for property boundary mapping, land parcel
identification and geo-traceability; road transport for “pay-per-use” insurance, automatic road tolling
and fleet tracking; etc.

EGNOS OS SIS also offers a precise and stable atomic time reference which allows users to have a
highly accurate time reference to be used for synchronisation and timing applications.

EGNOS OS has been available since 1st October 2009. More information on the EGNOS OS can be
found in the oS Definition Document (0s SDD: https://www.gsc-
europa.eu/sites/default/files/sites/all/files/egnos os sdd in force.pdf).

Currently, only single-frequency services are available. Dual-frequency OS services will be provided
with EGNOS V3 to any user equipped with a dual-frequency receiver.

e The EGNOS Data Access Service (EDAS): it is the EGNOS terrestrial data service which offers ground-
based access to EGNOS data in real time and also in a historical FTP archive to authorised users (e.g.
added-value application providers). EDAS is the single point of access for the data collected and
generated by the EGNOS ground infrastructure mainly distributed over Europe and North Africa. EDAS
also offers DGPS and RTK products in different formats and protocols to users. In addition, application
providers are able to connect to the EGNOS Data Server, and exploit the EGNOS data, offering high-
precision services to final customers.

Examples of applications are: application of DGNSS and RTK positioning techniques in areas close to
EGNOS stations in order to enhance precision; retransmission of DGPS corrections based through
existing Maritime and Inland Waterways transmission infrastructure; GNSS products for users within
surveying, geodetic, mapping, construction, tracking and agriculture domains; A-GNSS for LBS.

The EGNOS EDAS is available since July 26th 2012. More information on EDAS can be found in the
EDAS Definition Document (EDAS SDD: https://www.gsc-
europa.eu/sites/default/files/sites/all/files/egnos-data-access-service-sdd.PDF).

4.2 Overview of the EGNOS infrastructure

EGNOS V2 and V3 share the same architectural concept even though they are two different systems:
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Figure 1 — EGNOS High level architecture

The EGNOS space segment, composed of EGNOS geostationary (GEO) satellites, broadcast corrections and
integrity information to be applied to the GPS constellation in EGNOS V2 and to the GPS and Galileo
constellations in the future EGNOS V3. The coverage area is primarily the EU-Member States, Norway and
Switzerland Flight Instrument Regions (FIRs).

The EGNOS ground segment is in charge for the computation of the integrity measurements and wide area
differential corrections. To this purpose a set of Ranging and Integrity Monitoring Stations (RIMS) are deployed
and operated within and beyond the European Union territories. The RIMS collect the GPS, Galileo (for V3)
and EGNOS GEO raw pseudo-range measurements. The network of RIMS is connected to two Mission Control
Centres (MCCs) (of which one is master) where the integrity, differential corrections, ionospheric delays are
computed by the Central Processing Facility (CPF). This information is sent in a message to the Navigation Land
Earth Stations (NLES) to be uplinked in a GPS-like signal to the two GEO satellites. The ground segment is
operated from the Central Control Facility (CCF) located in the MCCs. All EGNOS sites are connected through
an EGNOS Wide Area Network (EWAN).

EGNOS service provision and operations are supported by specific tools hosted in the EGNOS support facilities
sites.

Next sections provide a more specific description of respectively EGNOS V2 and V3 infrastructure.
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4.2.1 Description of the EGNOS V2 Infrastructure

EGNOS V2 Infrastructure based on the architectural concept presented in 4.2 introduction, is composed of the
main building blocks of the Figure 2 and is described in this section.

EGNOS V2

Service Provision User I/F tools

Service Performance Monitoring tools

EDAS EuroNOTAM tool

EGNOS V2 Product

Validation Support Segment & Facilities
Segment (ASQF, AS, PACF)
(SPEED, EGNOS Ground Segment
TEST, ...) (RIMS, NLES, CPF, CCF, ENMA, FEE)

AN chvle GEO Space Services

RIMS, MCC, PACF, ASQF (incl. NLES Hosting sites &

RF Stati
Hosting Sites Services tations)

Figure 2 — Main EGNOS v2 building blocks

The EGNOS V2 Product is the system developed and qualified by the V2 product manufacturer. It is composed
of 3 segments:

e Ground segment composed of the deployed operational subsystems providing the EGNOS SIS, i.e. the
RIMS, CPF, NLES and CCF described in the introduction plus two subsystems specific to EGNOS V2, the
EGNOS Network Management Application (ENMA) ensuring the monitoring of the network and the
Front End Equipment (FEE) being the entry point to the EGNOS network;

e Support segment and facilities composed of the Performance Assessment and Check out Facility
(PACF) supporting the operations and the Application Specific Qualification Facility (ASQF) supporting
the service provision, both including the EGNOS Archive Server (AS);

e Validation segment composed of a set of tools used to validated the EGNOS Product, like the System
Platform for EGNOS Evolutions and Demonstration (SPEED) or EGNOS TEST which consists in a
segregated partition of the EGNOS ground segment feeding dedicated CCF and CPF hosted in the Test
Control Centre (TCC) and broadcasting a SBAS test SIS as defined by the ICAO SARPS.

The EGNOS V2 Product relies on a set of services:
e TWAN services consisting in network services connecting the elements of the EGNOS Product;

e Hosting Services in the various sites where the EGNOS Product is deployed (includes premises,
electrical power, air conditioning, access control, First Line Maintenance, etc.;
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e GEO space services consisting in the provision of SBAS navigation payloads and RF uplink stations to
continuously broadcast the EGNOS Signal in Space and of the NLES hosting and First Line Maintenance
services.

The EGNOS V2 Product is complemented by:

e The EDAS server which supports the provision of EDAS services and interfaces with the EuroNOTAM
tool. EDAS server is envisaged to be replaced by SDAF system which will be procured directly by EUSPA;

e The EuroNOTAM tool which prepares Notice to Air Men proposals;
e The service provision user interface (I/F) tools, i.e. the EGNOS User support website and helpdesk;

e The service performance monitoring tools used to monitor the provided level of services that
complements the tools part of the ASQF;

e Other tools required for EGNOS V2 service provision.
4.2.2 Description of the EGNOS V3 Infrastructure

EGNOS V3 Infrastructure based on the architectural concept presented in 4.2 introduction, is composed of the
main building blocks of the Figure 3 and is described in this section.

EGNOS V3

Service Provision User I/F tools

Service Performance Monitoring tools

SDAF EuroNOTAM tool
EGNOS V3 Product
Validation Operations Support Segment
Segment (SOSF, Security product)
(VALCHAIN, TSP, Ground Segment
AIVP)

(RIMS, NLES, CPF, CCF, ELAN)

TWAN Services

RIMS, MCC, OCC Hosting
Sites Services

GEO Space Services

(incl. NLES Hosting sites &
RF Stations)

Figure 3 — Main EGNOS v3 building blocks

The EGNOS V3 Product is the system developed and qualified by the V3 product manufacturer. It is composed
of 3 segments:

e Ground segment corresponding to the operational subsystems providing the SIS, i.e. the RIMS, CPF,
NLES and CCF described in the introduction plus one subsystem specific to EGNOS V3, the EGNOS Local
Area Network (ELAN) which is an overlay network over the TWAN services;
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e Operations support segment corresponding to System Operation Support Facility (SOSF) subsystems
and the security product;

e Validation segment corresponding to the platform used for system and operation qualification.
The EGNOS V3 Product relies on a set of services:
e TWAN services consisting in network services connecting the elements of the EGNOS Product;

e Hosting Services in the various sites where the EGNOS Product is deployed (includes premises,
electrical power, air conditioning, access control, First Line Maintenance, etc.);

e GEO space services consisting in the provision of SBAS navigation payloads and RF uplink stations to
continuously broadcast the EGNOS Signal in Space and of the NLES hosting and First Line Maintenance
services.

The EGNOS V3 product is complemented by:

The SDAF system which supports the provision of EDAS and other data dissemination services;

e The EuroNOTAM tool which prepares Notice to Air Men proposals;

The service provision user I/F tools, i.e. the EGNOS webserver and helpdesk;

The service performance monitoring tools used to monitor the provided level of services.

Other tools required for EGNOS V3 service provision.

EGNOS V3 is fully independent from EGNOS V2. EGNOS V3.1 will provide single frequency services (SBAS L1)
equivalent to the one provided by EGNOS V2, while EGNOS V3.2 will provide dual frequency multi constellation
services (SBAS L1 & L5).

5 The European GNSS Service Centre (E-GSC) and its infrastructure

The European GNSS Service Centre, GSC, is the element of the European GNSS infrastructure acting as the
single interface between the system established under the Galileo programme and progressively other
elements of the EU space programme (such as specific EGNOS services), on the one side, and the users of the
open service, of the former commercial service (reprofiled as OSNMA, SAS, HAS) and the users of safety of life
applications based on the integrity monitoring service of that system on the other side. As per GSC Hosting
Agreement, any future Galileo Safety of Life service interface will be hosted and operated in the GSC. GSC will
play a key role in the provision on the new Galileo services: OSNMA and HAS/SAS. Finally, other hosting
functions and services are currently being considered for GSC and may be introduced in future releases (see
section 5.3.1.1)

The GSC, as a centre, shall act as an active means to engage in both inbound and outbound activities (see
5.3.1.4) . These activities can be, for example, the collecting of information from the user community (e.g., via
surveys) and support the implementation of other market development activities (e.g., working groups). This
centre is conceived as a centre of expertise, knowledge sharing, custom performance assessment, service
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status information, E-GNSS dissemination platform and support to the provision of value-added E-GNSS
Galileo services.

To implement these missions, the GSC has interfaces with the key elements of the Galileo ground segment, as
well as with external entities. These interfaces will evolve during this Framework execution and new ones will
be added.

5.1 Description of the current GSC Infrastructure

5.1.1 Current functional description
5.1.1.1 Current Internal Modules

Taking into account the current GSCinfrastructure required functions (web portal, data management, streams,
security management, service and system management, training and AlV), and the GSC external and internal
interfaces, the following GSC infrastructure basic functional components shown in Figure 4 make up the last
available version of the GSC.

G5C g]

GDAP {] EDAP 3:] OSNMA 3:]

Secure Communications @

N55 @ MCs @

Figure 4 — GSC infrastructure functional components

Throughout the past developments of the GSC infrastructure versions the main functional blocks remain the
same, these are presented in the diagram below, Figure 5 (fully applicable to GSCv1.1). Each of the functional
components is explained in the proceeding sub-sections.
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Figure 5 - GSC v1.1 Functional Blocks vs Components

5.1.1.2  External Data Acquisition and Processing (EDAP)

The EDAP module manages the External Interface between the Galileo Mission Segment (GMS), Commercial
Service Provider and High Accuracy Data Generator (HADG), processing and elaborating data from CS Providers
or HADG interfaces and relaying it to the GMS to be uploaded to the satellites, establishing the secure
communication with GMS (in accordance with Galileo Standards), checking the status of the data sent to GMS,
providing feedback about it to CSPs/HADG, feeding the data bases with data coming from GMS and
CSPs/HADG, etcetera.

In order to do so, this external interface uses either Real-Time (RT) or Non-Real-Time (NRT) communications
and as such it is internally composed of the EDAP-RT and EDAP-NRT components.

5.1.1.3  Generation, Dissemination and Archiving of Products (GDAP)

The GDAP module implements the external interface between the GSC and the end-users to provide access to
the GSC Web Portal contents and E-GNSS platform dissemination functions (as an example the SAR server
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service in the GSC v1.2 and the HA corrections ground dissemination planned for the GSC v1.3). Furthermore,
this component is in charge of the GSC reports generation, making use of its responsibility for the management
and implementation of the GSC databases and storage functions. It works as a portal web where information
relevant to Galileo is made public to the users. In addition, users are also able to request information from the
databases held within the infrastructure and get in touch with directly with Galileo experts for support or
queries.

This element also keeps record of the data which may be required at any time by the users, archiving the data
based on a hierarchically managed storage system, establishing different levels of access (online, near online...)
and providing the information required by users in form of predefined report.

5.1.1.4  Monitoring, Control and Support (MCS)
Monitoring all the assets of the GSC to ensure their correct operations, and also having the control parameters

to enable reconfiguration or repair if necessary. The monitoring functionalities have to do mainly with:

e Checking the health of any of the hardware components of the elements, like if they are up or down,
the CPU load, the RAM consumption, file system occupation, network links...

e Checking the health of the service themselves.
5.1.1.5 Open Service Navigation Message Authentication (OS-NMA)

This element is connected to the GSC though the EDAP-EDBS and provides the functionality of generating
authentication messages for OS Navigation. It is also in charge of generating and managing all the keys
associated to the NMA functionality.

5.1.1.6  Network & Security System (NSS)

This element supports, via different switches, all the services / internal modules as a common component to
the rest of the infrastructure. Composed by different firewalls, NSS controls the access to the different security
zones by making it possible for approved external data providers to have secure access to the platform. The
secure access is achieved by means of dedicated VPN tunnels (built through the Internet connection) between
the elements and firewall technologies. The use of these technologies allows direct interfacing with the MCS
component of the GSC.

Also forming part of this module are the unidirectional network devices (diodes) and their associated (proxy)
servers which forces the physical separation between elements (allowing just unidirectional data flows) and
the antivirus and network time protocol (NTP).

5.1.2 Current GSC Platforms

The current GSC Infrastructure is composed of a number of different platforms:
e QOperational platform (OPE).
e Validation platform (VAL).
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e Training platform (TRA).
e Integration platform (INT).
o Assembly, Integration and Verification Platform (AIVP)

e Development platform (DEV).
5.1.2.1  Operational platform (OPE)

The Operational platform was first procured along with the GSC v1.0 / v1.1 INF (see more information under
section 5.1.3 below) and is deployed at the GSC centre, which presents the real interfaces with the external
entities and the users as well. The Operational platform is the one used to deliver GSC services to the Galileo
users and to the Galileo Programme.

5.1.2.2  Validation platform (VAL)

The Validation platform was first procured as part of the GSC v1.2 INF (see more information under section
5.1.3 below) and deployed as well as at the GSC site. The VAL chain is a replica of the GSC OPE chain in terms
of architecture and functionality. This means that it will be capable of connecting to all the interfaces of the
GSC OPE chain and with the GMS Validation chain. The same internal modules as the OPE chain will also make
up the functionality of the VAL chain. Its main mission will be the support of the operational validation and
maintenance activities, although it will be also used to support the deployment strategy of the GSC v1.3 (see
more information under section 5.1.3 below).

5.1.2.3 Training platform (TRA)

The Training platform, deployed at the centre (same premise as GSC Operational Platform), is composed of a
reduced version of the operational platform plus a subset of the Assembly, Integration and Verification
Platform components (external entities simulator and tools for configuration, control, scenarios launching,
etc) which serves as the centre of the operator’s training. It is worthy to remark that the emulation done
reflects the functionality of the GMS, Internet Users and CSP external interfaces.

Note: GSC TRA platform will evolve in this FWC to a E-GSC Front Desk Design platform. It will contain a reduced
version of the GSC infrastructure, the E-GSC Front Desk (see section 5.3.1.6), and several simulators of internal
and external interfaces, to allow the deployment of rich and interactive prototypes and intermediate versions.
This will provide a visual overview of what is actually going to be made, helping to build common
understanding of user needs.

5.1.2.4 Integration platform (INT)

The Integration platform, deployed at the GSC, intended to be a full replica of the operational platform. Its
main purpose is to allow the GSC INF providers to qualify and deploy new GSC releases without taking the
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GSC VAL platform from the operator. In addition to the performing of qualification activities, the INT chain? is
also foreseen to be utilised for engineering support activities.

5.1.2.5 Assembly, Integration, and Verification Platform (AIVP)

The Assembly, Integration and Verification Platform (AIVP) is a replica of the Operation Platform (including
some limitations as a smaller storage capacity and without some secure communications/redundancy), this
platform provides a complete solution to perform (a) the AlV activities needed for the GSC development as
well as (b) to develop, pre-develop and test new releases of the GSC infrastructure. This component is
responsible for:

e Simulating the external interfaces to the GSC.
e Emulating the GSC components.

e Providing tools to execute tests, results assessment, control of scenarios, etcetera, as the single
platform to be used for operational training purpose.

e Configuration control of deployed items and tests.

The GSC AIVP has been hosted at the premises of the current GSC INF contractor for the GSC v1.1 and GSC
v1.2, but there is a plan to move it to the GSC site for the GSC v1.3 in order to ease EUSPA supervision of the
verification activities.

5.1.2.6 Development platform (DEV)

The Development Platform of the GSC is a development environment that is located at the current GSC INF
contractor premises. It contains a reduced version of the full infrastructure that is capable of simulating the
various interfaces of the operational chain to allow development and test of the functionality prior to
integration testing on the AIVP.

5.1.3 GSC infrastructure releases
5.1.3.1 GSC nucleus

The GSC nucleus is included here as an introductory version and starting point to the GSC versioning. The GSC
nucleus (GSC-n) operations started in May 2013 with the inauguration of the GSC-n interim facilities.

The GSC-n provided the first interface between the Galileo system and users, receiver manufacturers and
service providers via:

! Note that in the current GSC INF FWC, it is not used as full integration platform connected to others Galileo INT segments, but as the
GSC platform used to first fully run the qualification, before becoming the GSC VAL platform on which the GSC operator will run the
operational validation.
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- A web portal (www.gsc-europa.eu) conceived as the one-stop-shop for the Galileo users, providing
Galileo system status (NAGUSs, constellation information, technical parameters and almanacs);

- Avuser help desk which accessible via a web form of the GSC-n web portal.
- An electronic library (Official Galileo documentation).
- Adedicated server for the provision of orbital products to the SGDSP MEOLUTs.

The GSC-n look and feel was to be preserved by the GSC INF contractor in the subsequent developed versions
of the GSC.

The following section provides an overview of the versions of the GSC that have been procured (or are
currently being procured) under the current GSC Infrastructure Framework Contract (FWC).

2013 2018 2019 2020 2022
/\\ /ﬁ
N 4
\v/ \/ A5 . 4 \/
GSCn GSCvL.1 v GSC
(Nudeus) ATO  Entryinto v1.2 v13&vl.4
Operations

Figure 6 - GSC releases till 2022
5.13.2 GSCvl.0andvi.1

Initially, it was intended that the first version of the GSC be that of version v1.0. However, it was agreed by
EUSPA/EC and ESA to add new security requirements to the GSC v1.0 infrastructure. This decision gave rise to
the GSC v1.1 version, known as the ‘High Robustness’ version, and meant that the GSC v1.0 would never see
entry into operations.
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Figure 7 - GSC v1.1 functional architecture

Table 2 provides an overview of the different chains and platforms associated with the GSC v1.1 along with
the relevant timeline and the main services and functionalities included.

GSC v1.1 INF Details

PE VAL INT? TRA IVP DEV

Chains Included

2 INT, standing for INTEGRATION CHAIN.
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Version Timeline Kick-off

January 2014 for GSC v1.0
March 2016 for the GSC v1.1

Services =L Initial version of the GSC infrastructure:
Functionality
e  Web portal
e MCS

e Data archive and management
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Entry into Operations

ATO in March 2018 (GSC v1.1)

Entry into Operation in Sep 2019 (GSC
v1.1.b, maintenance release)

e Connection to GMS (GMS-SC ICD 6.9), CSP

Table 2 - GSC v1.1 INF Details

5.13.3 GSCvl.2

The GSC v1.2 borrows heavily from the GSC v1.1, in as much as it uses the same base architecture and

functional components.

The main evolutions included in this version are as follows:

e Support to the provision of initial 0S-NMA, including implementation of EDBS interface.

e GSC SAR SERVER service.

e Web portal improvements

e Implementation of a GSC validation chain at the GSC site, able to connect to GMS VAL chain.

e Compliance with EC cyber management and acceptance requirements

The components of the GSC v1.2, Figure 8, can be compared with those of the GSC v1.1 in Figure 7. The

functional components of the GSC v1.2 are shown in:
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Figure 8 - GSC v1.2 -functional architecture

GSC v1.2 INF Details

Chains Included VAL INT TRA IVP DEV

X

Kick-off Entry into Operations

x
x
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31/10/2017 Q4 2020

Updated OS-NMA  specifications
injected in Nov 2018

DCN implemented on the GMS-GSC ICD
in Q2 2020

New Services and e Update to GMS interfaces (GMS-SC ICD 7.1)

Functionality
Introduced

e Support to initial OS-NMA service provision

e  GSCSAR Server

e GSCVAL Chain

e EC Cyber management and acceptance requirements compliance

e  Web portal enhancements

Table 3 - GSC v1.2 INF Details

5.13.4 GSCvil.3

The GSC v1.3 scope includes the necessary modification to the GSC infrastructure to enable the provision of
the Galileo High Accuracy Service (HAS) Initial Service (Phase 1).

In order to provide the Phase 1 of HAS to the users, the GSC must facilitate interfaces between the Geodetic
Reference Service Provider (GRSP), the Galileo Ground Mission Segment (GMS), and the user community via
a dedicated ground server.

The GSC v1.3 is designed to integrate of a module known as the High-Accuracy Data Generator (HADG) into
the perimeter of the GSC. The data required for computing the corrections will be obtained by the GSC via an
interface to the GRSP/GMS. Upon collection of the necessary data items from the GRSP/GMS, the GSC will
forward the data to the HADG who in turn will make the calculations.

In order for the HADG to be able to provide the high accuracy corrections, the interfaces between the GMS
and GSC must be aligned so as to allow the GSC to provide the corrections to the GMS for uplink. In parallel,
these same corrections will be provided in RTCM format (using the NTRIP protocol) via a dedicated ground
server implemented within the perimeter of the GSC enabling archiving functions as well.

The components of the GSC v1.3, Figure 9, can be compared with those of the GSC v1.2, Figure 8, and GSC
v1.1, Figure 7. The functional components of the GSC v1.3 are shown in :
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Figure 9 - GSC v1.3 functional architecture

At the time of writing this document, the schedule for the GSCv1.3 is provided in Table 4.

GSC v1.3 INF Details

Chains Included OPE VAL INT TRA AIVP DEV
X X X X X
Version Timeline Kick-off Entry into Operations
Q2 2020, 31t July 2020 Q2 2022
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e QRinOct2021

New Services and e Updated interfaces to GMS (GMS-SC ICD 10.1).
Functionality

Introduced e Initial service (reduced performance) High Accuracy Service with HADG

(Phase 1)Interface to Geodetic Reference Server Provider (GRSP).

e Ground server for dissemination for high accuracy corrections (via
NTRIP).

Table 4 - GSC v1.3 INF Details
5.1.3.5 GSCvi4a

The GSC v1.4 is the GSC release enabling an OSNMA service capability. From a functional point of view, the
GSC v1.4 does not change the GSC v1.3 architecture ( Figure 9 - GSC v1.3 functional architecture).

GSC v1.4 INF Details

Chains Included OPE VAL INT/VAL TRA AIVP DEV
X X X
Version Timeline Kick-off Entry into Operations
Q4 2021 Q4 2022
e QRinQ2 2022
New Services and e Updates in the GSC infrastructure baseline to enable an OSNMA service
Functionality capability.

Introduced

e  PKI provision

e Interface with EUSPA PKI

Table 5 - GSC v1.4 INF Details

5.2 Current contractual situation and establishment of fair competition conditions

GSC infrastructure releases up to the GSC v1.4 have been contracted to a consortium co-led by GMV and
INDRA.

Within the ongoing GSC Infrastructure framework contract, two major GSC infrastructure releases, GSC v1.1
and GSCv1.2, have been delivered and entered already into service and, at the time of writing this document,
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the GSC v1.3 development is ongoing and planned to be completed and accepted in Q2 2022, while GSC v1.4
development is planned to be kicked off in November 2021 and accepted in Q4 2022.

Once the GSC v1.4 infrastructure contract is completely closed, this will be the status of the different
platforms:

- In GSC v1.4 configuration:

o Operational Chain (OPE) (under GSOp contractors responsibility = it will be handed over to
the E-GSCINF at due time for upgrade into E-GSC v2.0 OPE configuration)

o Validation Chain (VAL) (under GSOp contractors responsibility = it will be handed over to the
E-GSCINF at due time for upgrade into E-GSC v2.0 VAL configuration)

o Assembly, Integration, and Verification Platform (AIVP) (under GSCINF contractors
responsibility to be handed over to the awarded tender: E-GSCINF)

- In GSC v1.3 configuration:
o Former GSCv1.3 Operational platform (to be handed over to the awarded tender: E-GSCINF)
o Former GSCv1.3 Training platform (to be handed over to the awarded tender: E-GSCINF)

o Development Platform (under GSCINF contractors responsibility to be handed over to the
awarded tender: E-GSCINF)

It has to be noted that all the GSC platforms are to be handed over temporarily (for the purpose of its upgrade),
and that they need to be managed under operational processes, with OPE ensuring continued service
provision.

At the time of the E-GSC v2.0 kick off, it is expected to have completed the entry into service of the GSC v1.4
infrastructure release.

Appropriate measures are implemented throughout the procurement procedure in order to establish level
playing field and fair competition conditions for all Candidates. For indicative purposes only such measures
include, without limitation to:

a. a clear description of the GSC infrastructure and the stakeholders involved in all phases of
development

b. information on the current contractual situation (i.e. scope of activities procured under the current
FWC)

c. information about the current Galileo Services provision

d. due diligence organised across all Phases of the procurement procedure, as further defined in the
Tender Specifications
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5.3 Indicative Roadmap of the E-GSC Evolutions

This section is structured as follows:

a.

firstly, under section 5.3 (immediately below the present text), high-level information is provided on
the work that will have to be carried out in the different components of the E-GSCinfrastructure, every
time there is a new major/minor E-GSC infrastructure release

secondly, under section 5.3.1, detailed information is provided on the elements that will contribute
towards the various E-GSC infrastructure releases that will occur during the lifetime of the FWC (each
element is analysed separately)

thirdly, under sections 5.3.2 and 5.3.3, detailed information is provided on the envisaged specific
content of each E-GSC infrastructure release that will occur during the lifetime of the FWC

finally, under section 5.3.4, high-level information is provided on elements which may contribute
towards other E-GSC infrastructure evolutions and/or additional elements in the planned (as per
sections 5.3.2 and 5.3.3) E-GSC infrastructure releases during the lifetime of the FWC; such elements
are out of the scope of the current FWC, however are included in order to anticipate to economic
operators a potential change in the scope of the FWC, following a relevant amendment in line with
the contractual provisions (draft FWC to be communicated in the second phase of the procurement
procedure, as explained in the Tender Specifications).

It is to be noted that the European GNSS Programme management will evolve over the time, therefore this
entire section shall be understood as high level provisional information of the expected different evolutions.
To the extent and within the limits compatible with the applicable procurement rules, the Contracting
Authority reserves the right to further specify and modify the elements contained in this section of the
Descriptive Document, during the course and as a result of the competitive dialogue.

It is underlined that the GSC v1.4 shall be the latest GSC release that the awarded tenderer will be required to
evolve in order to accommodate the first E-GSC infrastructure releases (E-GSC v2.0 and E-GSC v2.1).

If not specified differently in the different Specific Contracts®, every time a new E-GSC infrastructure release
will be procured, the deployment logic, after confirmation of its design in the Critical Design Review milestone,
will be the following:

The former Training platform is requested to become an E-GSC Front Desk Design platform to allow
the deployment of rich and interactive prototypes and intermediate versions.

Upgrade of the Assembly, Integration and Verification platform at contractor premises (AIVP) and
execution of the In-Factory Qualification (IFQ).

% Note, at the time of writing this document, an analysis of a pre-OPE deployment concept is being carried out.

Page 38 of 66



Annex Il to the Invitation to Participate - Descriptive

o~ Document for the Evolution of the European GNSS Service
-
- Centre (E-GSC) Infrastructure

European Union Agency for the Space Programme

EUSPA-GAL-GSC-SPE-A15083

Issue/version: 1.0

- Upon successful IFQ review, upgrade of the Integration platform (INT)* at GSC site and execution of
the On-Site Qualification (0SQ).

- Upon successful 0SQ review, upgrade of the VAL platform (VAL) at GSC site and execution of the
Qualification (QR) and Operational Validation (OVR).

- After successful qualification, the commissioning phase begins (see 6.1.7), which consists of the
operational validation, and subsequently the submission of the accreditation dossier to the SAB to
grant the authorisation to connect to the operational (OPE) system. Once the authorization is issued,
a migration to OPE kick off will be organized to start the upgrade of the OPE platform and launch the
operation of the infrastructure which continues up to the final migration check point between the
Contractor and the Galileo Service Operator (= acceptance review).

IN-FACTORY Authorization

Platform under QR (AIVP) to deploy i Migration to
ey ekt i QR (VAL) OPE KO New GSC

VAL
| ON-SITE | release Final

Authorization |
Pt it | eron) | | L ——— Check Point
GSOpresponsibility | | | | | | | I
I
[ [ : | [ [ | [ :
| | | | | | [
E-GSC
Front Upgrade to
Desk new GSC Mew GSC relelase
Design relesze T T T T T T

| L I | |
AIVP Previous G5C i i

Upgra
VAL l Previous GSC release Gatpe New GSC release.
release
| | | | I
OPE Previous GSC release Migration  OPE Kew GSC release

Figure 10 Deployment logic of a new GSC Release

4 Note, that the awarded tendered is expected to deliver an INT chain built up reusing, when possible, the
platform (former GSC v1.3 OPE platform) handed over form the current GSC INF contractor.
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5.3.1 Elements considered under the E-GSC roadmap

The evolutions of the E-GSC infrastructure will be mainly triggered by:
i Evolutions of existing Galileo Services and implementation of new Galileo Services.
ii. Implementation of new security requirements and security improvements (cyber/accreditation).

iii. GSC system improvements (for instance: integration chain, services robustness / business continuity,
operational improvements...)

iv.  Evolution of E-GSC user services.
V. Evolution of interfaces (system and user interfaces).
Vi. Integration/optimization of the delivery of EGNOS services to users.
Each of the abovementioned elements is analysed separately immediately below.

During the execution of the different specific contracts to be launched under the FWC subject to this
procurement, additional GSC infrastructure platforms could be procured, for instance (list non-exhaustive):

e another platform to ensure GSOp has always a VAL chain with the same configuration than the
Operational chain regardless of the deployment status of new releases (following the typical
deployment approach, the VAL chain will be upgraded to the configuration of the next E-GSC release,
and that point in time, GSOp will not have a representative VAL chain of the operational platform),

e another chains for a redundant GSC site.

5.3.1.1 Evolution of existing Galileo services and implementation of new Galileo services

The GSC is contributing to the delivery of OS and SAR and will contribute to the delivery of Galileo OS-NMA,
HAS and CAS/SAS. Confirmed main service related drivers for next E-GSC major releases are the ones
associated to FOC of OS-NMA, HAS,CAS/SAS, SWE-CIP (Space Weather — Contribution to lonospheric
Prediction) and GSC user services improvement.

Other initiatives are being discussed at programme level and, at the time of writing this document, final
details of their implementation are not yet closed. The Contracting Authority envisages to enter into a
dialogue with the Candidates invited to Phase Il for the purpose of identifying and defining the most
appropriate technical means for the implementation of such initiatives in the E-GSC infrastructure, on the
basis of a provisional set of requirements to be proposed by the Contracting Authority in Phase Il of the
procurement procedure. These initiatives are:

- Emergency Warning Service (EWS).
- Timing Service (TS) / Timing applications offerings.
- SAR Remote Beacon Activation

- SAR Enhanced Beacon Command Service (such as Two-Way Messaging and Distress Position Sharing)
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5.3.1.1.1 Galileo 0S/0S-NMA implementation plan

The following OS/0OS-NMA milestones cover the implementation of the OS/OSNMA evolutions for which the
GSC needs to fulfil specific requirements and functions.

eImproved OS eCompletion of

oFirst declaration of

OS availability performance Infrastructure
eStarting point for e[nitial availability of eFull compliance with
Implementaiton Plan 0S NMA (2020) test Programme baseline
*2016 signal (Internal test *INAV improvements
ﬂgs:rlv;’zzzliflith *NAGU 2 days before
GSC v1.2 and GSC *RT/NRT publication
v1.3) *0S NMA Service
(initial OSNMA
service capability
with GSC v1.4)
\_ J . / N J

Figure 11 - Open Service Implementation Milestones

5.3.1.1.2 Galileo High Accuracy Service implementation plan

The following HAS milestones cover the implementation of the HAS service for which the GSC needs to fulfil
specific requirements and functions.

Phase O [E— [
—_— _—

*Validate eUse of Galileo eFull Service
dissemination system data only Provision
capabilities (GSS) eEvolution of

*HA SiS tests *New facility (HADG) Core System
including pre- at GSC infrastructure
recorded data eRelaxed including as

eLeverage lessons performance option
learned for targets external QSS
following phases «GSC v1.3 data (su!oject

»Ongoing with GSC to security
v1.1 and to accreditation)
continue with GSC
v1.2

N J N J - J

Figure 12 - HAS Service Implementation Milestones

5.3.1.1.3 Galileo SAS implementation plan

The following SAS milestones cover the implementation of the SAS service for which the GSC needs to fulfil
specific requirements and functions.
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Figure 13 - SAS Service Implementation Milestones

5.3.1.1.4 Galileo SAR service evolutions

GSC Enhanced SAR Server: The Galileo SAR service will evolve to make available to the SAR server community
the orbital products received from the Galileo core infrastructure (computed at GCS and GMS) though the
GMS-GSC ICD. The provision of SAR server data retrieved from GMS instead of TGVF to users will require
modifications at GSC level.

GSC SAR Beacon Command Service (BCS) Server: For the Galileo SAR Return Link Service it is foreseen to
introduce a Beacon Command Service, in addition to the already implemented Acknowledgment Service. The
Beacon Command Service is a function of the Return Link Service able to send commands via Return Link
Messages (RLM) to Emergency Locator Transmitter (ELT) beacons to perform specific actions.

In a first step, these commands shall enable a Remote Beacon Activation (RBA) Service to remotely
activate/deactivate beacon transmission of distress alert messages upon request as well as a Remote
Triggering of Self-Test of the beacon. In the future, Enhanced Beacon Command Services such as Two-Way
Communications (TWC) and Distress Position Sharing (DPS) shall be developed.

For the first step, the SAR Beacon Command Server shall:

- provide an interface for accredited users to launch specific service requests, to receive
acknowledgements and feedback and to update user related information,

- host a database for user related information (including user contacts and beacon IDs),
- validate service requests, and

- generate commands for distribution to other entities of the Galileo ground segment (for example
RLSP and potentially including the GMS).
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Phase 0
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eConsolidation of
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Figure 14 — SAR Command Service Implementation Milestones

5.3.1.1.5 Galileo Emergency Warning Service (EWS) service roadmap

The Galileo Emergency Warning Service (EWS) has been conceived as a complementary alert service to the
already established ones in EU Member States. While Member States and their administration and services
will remain competent in deciding to trigger an alert, Galileo offers the possibility to reach population at large
scale and in a timely manner, including in the cases where traditional terrestrial alerting systems cannot
operate at full capacity or have collapsed. The main capabilities offered by Galileo to be exploited in the frame
of the ES are:

e Single point of access for National Civil Protection Authorities to make service requests;

e  Worldwide access via the Signal in Space on E1b and E5b, including without mobile or internet access;
e Dissemination of an alert message of 122 bits, including associated guidance to react;

e Authentication of the message using the OS-NMA capability;

e Geo-location information encoded in the message is used to target only the relevant population.

5.3.1.1.6 Timing Service (TS) / Timing applications offerings Connection to TSP

The GSC as the SINGLE interface with the Galileo users (excluding PRS) will be the channel to offer ad-hoc
timing products to users (beyond the information contained in the SIS).

5.3.1.1.7 SWE: Contribution to lonospheric Prediction (CIP)

The GSC will host the programme function covering the Space Weather — Contribution to lonospheric
Prediction (SWE-CIP).

5.3.1.2 Implementation of new security requirements and security improvements

The GSC infrastructure has to comply with the Galileo programme security baseline, which is updated on a
regular basis.

EC Cyber Management and Cyber Acceptance Requirements have been made applicable to GSC v1.2 and GSC
v1.3.
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Further identified security improvements are to be implemented through the E-GSC infrastructure evolution

FWC:

EUSPA Cyber Requirements: EUSPA cyber requirements will be made fully applicable to all the GSC
evolutions procured in the frame of the present procedure, in line with EUSPA Cyber implementation
plan.

Security Monitoring: A new cyber security monitoring infrastructure (SECMON) is being established
and includes dedicated enclaves at the Galileo Service Facilities. The GSC INF evolutions shall be
compliant with the SECMON enclave needs, in line with EUSPA Cyber implementation plan.

Security Classification Guide : A new Programme Security Classification Guide v4.3.1is planned to be
made applicable from GSC v1.4 onwards. The security capability of the GSC site is planned to be
elevated to C-UE/EU-C from GSC v1.4/GSC v2.0 onwards.

Inclusion of the VAL chain in the accreditation perimeter.

Inclusion of the INT chain in the accreditation perimeter

5.3.1.3 GSC System improvements

The GSC system is constantly scrutinized in order to identify improvements. The following list (non-exhaustive)
depicts clear examples of the nature of the improvements that are being planned for the next E-GSC evolutions
under the E-GSC infrastructure evolution FWC:

Integration chain, to allow the execution of qualification activities with a very high level of
representativeness and to support engineering activities and connection to the GMS Integration Chain
to perform GSC Segment Qualification and overall System Qualification without having to impact
activities running on the validation or pre-OPE chain (both GSC/GMS). In addition to the performing
of qualification activities, the INT chain is also foreseen to be utilised for engineering support activities.
In terms of hardware and software, the INT chain is expected to be fully representative of the OPE
chain.

E-GSC Front Desk Design platform, to allow the deployment of rich and interactive prototypes and
intermediate versions.

Improved qualification representativeness, by enabling the use of OPE data in INT and/or VAL
platforms.

GSC Services robustness / business continuity: Redundant infrastructure deployed at another EU
location (TBC).

Improvement in E-GSC modular design to enable the fast implementation (through appropriate
tailoring of the development/qualification/accreditation processes) of new capabilities or evolution of
existing capabilities without impacting the rest of the GSC infrastructure (minimize crossed
dependencies among different components/functions towards a “module plug in” approach).

Monitoring / reporting improvements, at service and infrastructure level.
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Operational improvements: emulators in VAL/INT, better alarm configuration, capability of putting
assets at the MCS in maintenance mode.

NAGU publication improvements: automatic or quasi-automatic publication of unplanned NAGUs.
Introduction of GNSS IloT / Big data / Data mining / Machine learning

Technology evolution / Obsolescence.

5.3.1.4 Evolution of GSC user services

The GSC user services are market driven and shall evolve to meet the new identified needs, aiming to foster
the use of E-GNSS data and services, as well as providing new support capabilities and tailored interfaces. The
new GSC services are designed to provide the necessary means to facilitate the development of new E-GNSS
applications and business creation.

The following functions and capabilities have been identified as elements that will be progressively
implemented in the different E-GSC infrastructure releases to be procured under this framework contract.
Derived applicable requirements will be available in the respective Specific Contracts.

Enhanced Web Portal and Content: The need to stay current with regards to the public facing content
of the GSC Web Portal is a priority of any centre providing a service such as the one that the GSC
provides. Staying current and increasing the usability of the interface is key to keeping a consumer
base, be it with improved technologies and with enhanced data content. A number of improvements
already identified are: to improve the web portal configuration flexibility for the operator, better
search engine for GSC products, introduction of a GNSS planning tool, and possibility to incorporate
multimedia content in the ticketing system. An analysis of the benefits of the integration of the
www.useGalileo.eu web portal content will be done to conclude on its possible merge/integration
with the GSC.

E-GSC Mobile Device Applications: In order to keep the GSC current with advancing technology, it is
planned to develop a mobile application for mobile and tablet devices (running Android and iOS
operating systems) that can interface with the user-facing component of the GSC. It is envisaged to
include push notifications, enhanced contact mechanisms, additional content, along with the already
available content of the web portal.

E-GSC E-Learning / Training Platform: an E-learning / training platform will be included in the GSC
infrastructure evolutions. EUSPA’s effort in supporting the development and adoption of Galileo
services is usually accompanied of training material that shall be easily accessible to any interested
user. Therefore, the GSC, as the User Centre, will host and ease the access and utilization of existing
and future training material on E-GNSS.

E-GNSS User workspace at GSC: A need has been identified to support entrepreneurs for the
development of EGNSS applications and testing of their solutions. The GSC, which includes in its
mission the support to the validation of applications, is suitable to develop an E-GNSS User Workspace
aiming at the:

o Provision of dedicated software, equipment and expertise to SMEs/start-ups that do not have
them in house.
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o Support to design new concept of operations and applications with existing services as well as
new services under development.

o Training to users/app developers (linked to the GSC E-Learning / Training Platform).

- E-GNSS downstream market place: There is a need to create a single repository of E-GNSS applications
and full EU downstream value chain beyond receiver manufacturers (i.e. developers, integrators,
providers), in order to foster business creation, facilitate access to market in EU and target
international opportunities. The GSC infrastructure will evolve to host such market place providing
suitable web services, underlaying database and interaction tools, while ensuring security of the
corporate data and personal data protection.

- E-GSC Specific Survey Tool: In-light of the updated regulations on personal data, a survey tool which
will be fully compliant to the applicable personal data rules (currently Regulation (EU) 2018/1725) and
readily maintainable to ensure compliance to any future changes in the applicable law, will ensure
better clarity on the subject of personal data in relation to the GSC. Currently, when organising user
surveys (e.g. the User Satisfaction Survey), the outsourcing of third party tools is required. This can
often be time consuming and increase the burden on the GSC when trying to prepare and execute a
survey and the post-analytical process. With a tool included as part of the GSC infrastructure, it will
allow the creation of more surveys, ensuring that the use of personal data is in-line with the applicable
rules, which will help to further the bond with the users’ communities.

- Evolution of user service performance assessment and forecasts: With the amount of data available
(and intended to be available with the coming evolutions) at the GSC, it is important to have some
more advanced post-processing tools and possibilities within the infrastructure so as to allow the GSC
operators to provide bespoke data products on request or simply to increase the amount of useful
and useable data to the user of the GSC. These tools shall enable the generation of user’s customized
performance assessments, forecasts and notice to users as GSC mission.

- GSC interface for the GNSS interference system: the GSC already hosts a function enabling users to
report interference. Given the increased user interest, this tool may evolve to host and interface with
advanced interference detection systems allowing the fulfilment of the GSC mission as single interface
with the users.

5.3.1.5 Evolution of interfaces.

The Galileo infrastructure is continuously evolving and, therefore, so are the ICDs between the different
segments as well. Therefore, the evolution of interfaces is a source of E-GSC evolutions. Usually these
evolutions are linked to evolutions of the Galileo services (see 5.3.1.1).

- Current interfaces within Galileo perimeter:
o GSCv1.1 was connected to GMS and CS demo,
o GSCv1.2is connected to GMS, CS demo and TGVF
o GSCv1.3 will be connected to GMS, GRSP, HADG and TGVF.
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o GSC v1.4 will be connected to GMS, GRSP, HADG, TGVF and possibly other demonstrators
(SAS). GSC v1.4 will have an interface with the EUSPA PKI.

New interfaces will be deployed in the next GSC releases as part of the foreseen evolutions (with TSP, GRC, ...)
5.3.1.6 Integration/optimization of the delivery of EGNOS services to users.

It is envisaged that the E-GSC infrastructure will implement a common interface (E-GSC Front Desk) to act as
the one-stop shop for all users of the intended Galileo and EGNOS services provided or to be directly provided
by the EUSPA (Galileo services, except PRS and EGNOS EDAS services).

The use of agile methodologies in the E-GSC Front Desk element is envisaged to allow parallel, independent
and more frequent evolutions of this element vis a vis the rest of the E-GSC infrastructure
elements/components.

The E-GSC Front Desk intended to cover the centralization of the users’ interfaces for Galileo (excluding PRS)
and EDAS related user services, including the EDD (E- GNSS Data Distribution) concept for the terrestrial
distribution of all E-GNSS data made available by EGNOS and Galileo, both non-real time and quasi real time.

E-GNSS Service Centre \

Data Distribution

| RT(NTRIP) Service nRT (SFTP) Service M Added Value Services |
Galileo EGNOS Galileo EGNOS
User Management:
Service Monitoring

Galileo Service Paft

Others:
-BCS
-EWS
-CIP Galileo
NMA data [TBC)
GRC ~Timing

Figure 15 — High level functional description of E-GSC (EDAS service delivery integration)

W??
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5.3.2 Major E-GSC infrastructure releases

The E-GSC v2.0 and the E-GSC v2.1 are envisaged to be the first E-GSC infrastructure releases to be procured
under the present FWC. Furthermore, it is expected that two other major® E-GSC infrastructure releases will
be procured under this new framework contract (E-GSC v2.2 and E-GSC v2.3)

E-GSC v2.0
KO: Feb 23 > AR: Dec 23 E-GSC v2.2 E-GSCv2.3

E-GSC v2.1 KO: Oct 24 > AR: Feb 26 KO: Mar 26 - AR: Dec 27

KO: Feb 23 - AR Sep 24

Figure 16. Planned Major E-GSC infrastructure releases to be procured in the new E-GSC infrastructure evolution FWC

It is the Contracting Authority’s intention to enter into a dialogue with the Candidates invited to Phase Il for
the purpose of identifying and defining the most appropriate technical, legal and financial means for the
implementation of the abovementioned releases, on the basis of a provisional set of requirements to be
proposed by the Contracting Authority in Phase Il of the procurement procedure.

5.3.2.1 E-GSCv2.0
First E-GSC version procured in the new GSC INF FWC. It will be focused on the update of the E-GSC Front Desk
and user interfaces:

- Evolution of E-GSC web portal / new E-GSC app,

- integration with EGNOS (EDAS/Maritime web, E-GNSS Data Distribution, EDAS/SDAF),

- E-GSC E-learning/Training Platform,

- E-GSC Specific Survey Tool,

- E-GNSS downstream market place

SA major GSC release implements a change to the GSC System Technical Requirement Baseline or a change to the existing design
which requires an update of the GCS system design. Major releases shall be subject to Security Accreditation by the SAB.
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Implementation of SWE-CIP (phase 1)
Improve security (EUSPA cyber requirements)

Implementation of interface with TSP (TBC)

5.3.2.2 E-GSCv2.1

The E-GSC v2.1 is the second version to te procured under the new E-GSC INF FWC. It is planned to be kicked
off at the same time than the E-GSC v2.0 but focused on updating the Galileo “internal” capabilities (and not
E-GSC Front Desk). It will support:

Support OSNMA improvements (beyond GSC v1.4)

Support HAS improvements (beyond GSC v1.3)

Support assisted ACAS

Support EWS (database & OSNMA evolution for EWS authentication)
Support SAR services evolution (SAR SERVER data from GMS and others)
Improve security (SECMON)

Improve qualification representativeness (enabling the use of OPE data in INT and/or VAL
platforms)

5.3.2.3 E-GSCv2.2

The E-GSC v2.2 infrastructure release is envisaged to cover the implementation of the necessary evolutions

to the E-GSC v2.1 infrastructure to:

Evolve the E-GSC Front desk including further development of the GSC Centre of Expertise tools
Support ACAS improvements and other SAS implementations

Support EWS full service,

Support SAR TWC/DPS (TBC)

Support SWE-CIP phase 2 implementation

Support SECMON evolution

Improve transversal E-GSC functions (those deployed as part of E-GSC v2.0 and v2.1)

Implementation of interface with GRC

5.3.2.4 E-GSCv2.3

Fourth GSC release to be procured under the new GSC INF FWC, evolving E-GSC 2.2 to include:

Evolution of E-GSC Front desk including full development of the GSC Centre of Expertise tools.
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- Support to evolutions of OS, OSNMA, HAS, ACAS/SAS, EWS, SAR (WC/DPS), SWE-CIP and SECMON.
- Improve transversal E-GSC functions (those deployed as part of E-GSC v2.2)
- Technology evolution and obsolescence

- G2G evolutions (TBC)

5.3.3 Minor E-GSC infrastructure releases

On top of the Major E-GSC infrastructure releases, it is envisaged to procure minor® releases as well, mainly
focused on the element/component dealing with the users’ interfaces (for instance, web updates)

5.3.4 Elements that may form part of the E-GSC roadmap

High-level information is provided on elements which may contribute towards other E-GSC infrastructure
releases during the lifetime of the FWC; such elements are out of the scope of the current FWC, however are
included in order to anticipate to economic operators a potential change in the scope of the FWC, following a
relevant amendment in line with the contractual provisions (draft FWC to be communicated in the second
phase of the procurement procedure, as explained in the Tender Specifications).

a. Reprofiling of the Safety of Life" service: Integrity Support Message (ISM) / ARAIM

There is an agreement at Galileo Programme level on the development of a Safety of Life Workplan (GOSOL)
to support the use of Galileo Open Service in Safety of Life applications, such as EGNOS V3 or H-ARAIM. The
main objective is that aviation stakeholders can safely use Galileo for navigation.

ARAIM concept has been developed under the current bilateral US — EU Agreement on GPS/Galileo
Cooperation as an evolution of the current RAIM, which is based on GPS Single Frequency signals. Work is
ongoing at ICAO for the standardization of the concept. A key feature of ARAIM is the Integrity Support
Message (ISM). The ISM includes information about GNSS constellations and satellites that the receiver
requires in order to provide integrity to the user. The parameters are applied by the airborne GNSS Receiver
to compute the ARAIM solution, ensuring the adequate level of safety.

According to the work developed in the frame of GOSOL, together with other EC related activities, Galileo ISM
will be generated at the ground level based on the outcomes from Galileo SIS continuous monitoring. Galileo
ISM message might be generated by an external entity out of Galileo System — this point is currently under
investigation. Galileo ISM will be provided to the airborne fleet through the navigation information of Galileo
OS signals. Such dissemination scheme enables a worldwide applicability of Galileo ISM information. The

6 A minor release contains a limited evolution at GSC level, such as operability improvements, or changes which do not require a
modification of the GSC System Technical Requirement Baseline or any other design documentation at GSC system level. Its
qualification requires the execution of a limited set of non-regression tests at GSC system or lower level which should be defined and
agreed before their execution on INT Chain or in factory (and then on VAL Chain if necessary).
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definition of Galileo ISM message will be part of Galileo OS ICD — ESA is currently working on a proposal for
Galileo ISM ICD.

As per GSC Hosting Agreement, any future Safety of Life service interface will be hosted and operated in the
GSC.

b. Extra Data capacity.

It is envisaged that the Galileo system could be able to disseminate additional data to users worldwide with
the objective to provide improved signal and service capabilities at global scale. GSC could play a role in the
injection of some additional data into the SIS.

c. Integration/optimization of the delivery of other European Space programmes services to users
(SST, COPERNICUS, GOVSATCOM...).

Taking into account the expansion of EUSPA, it is foreseen that the E-GSC services could be expanded to cover
service centre functions of the different European Union Space programmes.

Future expansion to cover other EGNOS services (different from EDAS) or other services provided by different
European Space programmes (SST, Copernicus, GOVSATCOM...) could be envisaged. For instance, this FWC
could be expanded to procure supporting infrastructure for the implementation of SST Front desk
infrastructure at GSC.

E-GNSS Service Centre / \

SST data
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- 5
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Figure 17 — High level functional description of E-GSC

d. Adaptations to Galileo Second Generation developments
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G2G developments (see 3.1.4) are planned to take place during the timeframe of European GNSS Service
Centre (E-GSC) Infrastructure Evolution Framework Contract, therefore it is envisaged that the E-GSC
infrastructure will require evolutions triggered by G2G developments, although at this stage the related
changes in the GSC technical baseline cannot be identified.

6 Scope of the Procurement

6.1 Procurement Perimeter

Ultimately, the procurement perimeter of the E-GSCINF framework contract is to provide turn key service E-
GSCinfrastructure releases over six years. The following provisional tasks are foreseen, pertaining to all E-GSC
major infrastructure releases transversally that may be procured under the present FWC:

Management, PA/QA and supporting tasks

o

management of lower level procurement and deployment activities to ensure the
subcontracted sub-systems are delivered on time and within specification;

project control and product assurance activities;

interfacing with the Contracting Authority for the purposes of regular reporting, progress
meetings, and reviews;

support to the Contracting Authority for technical matters relating to the E-GSC infrastructure;

ensuring consistency of the schedule with respect to the major programme milestones,
reviews and delivery milestones;

Development tasks

@)

o

Engineering, design;

production, update, and delivery of necessary E-GSC infrastructure documentation for
hardware, software, tools, and all other items;

updating the obsolescence strategy in place for the E-GSC infrastructure in order to have it
compatible with the overall Galileo system and operations needs for the next 20 years;

preparation of the:

=  E-GSC infrastructure user manuals and installation, operations, and maintenance
procedures (L1/L2 and L3) for the platforms of the E-GSC infrastructure and

= Training material and provision of courses for operations, maintenance, and system
verification of the E-GSC infrastructure platforms;

= QOperational products to execute the operational validation and the E-GSC service
delivery.

Security tasks
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o security activities, including cyber security, supporting activities leading to accreditation of the
E-GSC infrastructure and operations evolutions, and any necessary security measures for
protection of products, documentation, infrastructures and personnel, including the
definition of security measures;

= performance of internal penetration test and support an independent penetration
test;

o full compliance with the programme security requirements, certification of the security
equipment and support on the System Security Accreditation

e Qualification, and commissioning tasks

o upgrade of the E-GSC infrastructure Assembly, Integration and Verification (AIV) facilities,
tools and procedures to support the new functionalities of the E-GSC;

o planand execute qualification activities (in-factory with AIVP, on-site with INT and VAL chains)
o support to external (e.g. GMS, GRSP, TSP...) System Integration & Verification activities;

o commissioning of the infrastructure (see 6.1.7), which consists of the operational validation,
and subsequently the submission of the accreditation dossier to the SAB to grant the
authorisation to connect to the operational (OPE) system. Once the authorization is issued, a
migration to OPE kick off will be organized to start the upgrade of the OPE platform and launch
the operation of the infrastructure which continues up to the final migration check point
between the Contractor and the Galileo Service Operator (= acceptance review).

Note: In the different Specific Contracts to be launched in the FWC, the contracting Authority may designate
mandatory subcontractors for the execution of specific activities. For example, GSOp is envisaged to be
designated as mandatory subcontractor for the execution of activities supporting the full commissioning
activities of the E-GSC v2.0/E-GSC v2.1 (first E-GSC infrastructure releases to be procured under this FWC) and
it is expected to be designated as mandatory subcontractor for the execution of activities supporting the full
commissioning activities of all or certain number of E-GSC infrastructure modules in the subsequent E-GSC
releases (v2.1.v2.2...).

EUSPA may decide, at a later stage, that others European Space Programme Operators/Service Providers could
be identified as mandatory subcontractors depending on the nature of the evolution for certain E-GSC modules
in order to support the full commissioning activities of those E-GSC modules

6.1.1 Management

The Contractor will have to setup and maintain all the necessary means and processes for the management of
the project at highest standard. This includes, for instance, the definition and implementation of the following
activities:

e Project Management,
e Project Breakdown Structures,

e Schedule Management,
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e Cost and Financial Management,

e Configuration and Documentation Management,

e Inventory Control and Assets Management,

e Progress and Performance Evaluation (Regular Reporting),
e Project Reviews,

e Risk Management,

e Resources Management,

e Subcontractors’ Management, and;

e Documentation Management Processes.

6.1.2 PA/QA and RAMS Tasks
The Contractor is expected to perform at least the following tasks throughout the scope of the E-GSCINF
contracts:

e Product Assurance (PA),

e Quality Assurance (QA) and Quality Management,

e Reliability, Availability, Maintainability, and Safety (RAMS),

e Dependability,

e Software Product Assurance,

e Configuration Management, and

e Audits.

This should include the setting up of the required processes and performing regular reporting on the activities
of each.

6.1.3 Design and Development Engineering Tasks

The Contractor is expected to perform the design and development engineering activities necessary to
translate the requirements and specifications of the E-GSC infrastructure into a robust design. This activity
includes a full system design, with low level specifications, to be derived and developed in all the necessary
sub-systems as well as the definition of the ICDs between elements/components .

The design of the E-GSC infrastructure releases shall allow a fast roll back to the previous existing GSC/E-GSC
release should any major problem be encountered in the migration to OPE or during the E-GSC service
monitoring phase would recommend it.

The scope of the activity includes, at least, the following elements:
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e Requirements Management,

e Engineering Management,

e System Specification,

e System Design,

e External Interface Management,

e Component Specification,

e Internal Interface Specification, Design, Implementation, and Management,
e System Performance Engineering, and;

e Software Element Design, Development, and Verification.

The activities are separated into project milestones to be evaluated by the Contracting Authority at each
phase. When applicable, the design should go through a Preliminary Design Review (PDR) and Critical Design
Review (CDR) as well as lower level milestones that are internal to the contractor in the form of software
reviews which are mandated by the Galileo Software Standards (GSWS).

6.1.4 Qualification tasks
6.1.4.1 In-Factory Qualification
The primary objective of the Assembly, Integration, and Verification (AIV) activities is to demonstrate that the

E-GSC infrastructure:

a) has achieved compliance with the Statement of Work (including annexes) and the Technical E-GSC
infrastructure baseline Requirements, and

b) is technically robust and ready to perform operations.
The first set of activities to be performed under this area include:
e AlV Planning, Definition, and Management.
e Development of the Verification Test Cases and Procedures.
e Maintenance of the Verification Control Documentation (VCD).
e Assembly, Integration, and Verification Platform (AIVP) Assembly and Integration.

e In-Factory Qualification (IFQ) executed on the updated AIVP.
6.1.4.2 On-Site Qualification

Following on from the successful design and development phases of the evolved E-GSC infrastructure and
proceeding the successful In-Factory Qualification, the contractor will:
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Deploy/update the E-GSC INT platform and execute the On-Site Qualification (0OSQ) review, including the
Integration activities with other Galileo elements/segments (firstly with internal tools/stubs and secondly, and
when possible, through the connection with other Galileo elements/segments/components (HADG, GMC
INT..))

6.1.4.3 Qualification

Upon successful On-Site Qualification (0SQ) review, GSC VAL chain handback from the GSC operators and
authorization to deploy in VAL, the E-GSC infrastructure contractors will deploy/update the E-GSC VAL chain
and conduct the Qualification Review (QR).

e Integration activities with other Galileo elements/segments shall be part of the Qualification
(firstly with internal tools/stubs and secondly, and when possible, through the connection with
other Galileo elements/segments/components (HADG, GMC VAL...) as part of the End to End
System Integration Verification (SIV) Test)

e The E-GSCINF contractors will support third parties designed by the contracting authority to
conduct independent penetration testing (pentest).

Throughout the aforementioned steps, the Contractor shall document and maintain all verification evidences
at each step so as to maintain an up to date and fully representative verification file.

The E-GSC infrastructure contractor shall be responsible for ensuring the correct deployment of the E-GSC
infrastructure and its sub-systems at the final GSC site(s) as well as ensuring the correct installation on the E-
GSC infrastructure platforms (INT, VAL).

Any deployment activity will be coordinated in advance with the Contracting Authority and will be
documented in the appropriate plans (including the necessary inputs from mandatory subcontractors when
required).

All procedures required for the migration to the Operational chain shall be validated, being the preferred
validation method the testing. Therefore the deployment/installation activities in the VAL chain shall be used
to validate the migration procedures to be later used in the Operational chain.

6.1.5 Security Tasks

Activities under this contract, including Galileo and EGNOS related operations will need to be conducted in
accordance to the “European GNSS Program Security Instruction” (PSI), including its Annexes Security
Classification Guide and the COMSEC Instructions. Any company at prime or subcontractor level involved, in
any form, in the handling of EU classified information and COMSEC items have to comply with the above
mentioned instruction, as mentioned in the TIP. The European GNSS PSI provides notably instructions on the
safeguarding of Classified Information that is provided or generated on behalf of any EU GNSS Program.
Furthermore, the PSI informs the Contractors of their obligations as regards to the management of Classified
Information. Finally, it provides instructions for the Participants on the classification of the information,
security procedures, including the handling and transfer of Classified Information, and visit procedures for EU
GNSS Programs.
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The Security related activities are all the supporting, non-routine activities aimed at ensuring accreditation of
the E-GSC, the security activities to be conducted from the beginning of contract to the successful acceptance
review (aligned with the completion of the initial service phase). This includes, in particular, the following main
areas:

e Supporting activities for the security accreditation process: The Contractor is expected to support
the regular accreditation process required for the E-GSC. The contractor shall particularly produce and
maintain a Security Risk Analysis. Based on the review of this analysis by EUSPA, the requested
security measure(s) to protect the E-GSC infrastructure releases and the Galileo and EGNOS Systems
are confirmed as sufficient or additional treatments are identified when needed. To this end, the
Contractor shall establish a proactive reaction process to any potential threats to the E-GSC or from
the E-GSC to Galileo and EGNOS. The results of this process shall be reported to EUSPA for analysis
which could trigger a request to the Contractor for the implementation of additional security
measure(s) in order to protect the E-GSC and, as such, Galileo and EGNOS System. The Contractor will
also contribute to the regular accreditation process in critical areas like production of Verification
Control Documents (VCDs) and Request for Waivers, implementation of Galileo and EGNOS System
interconnection security requirement (SISRS), security operational requirements (SECOPS) and Local
Security Operations.

e General Security: the Contractor will have to ensure that individuals only have access to classified
information and equipment after their need-to-know has been established and, where appropriate,
they have been security cleared to the relevant level by the relevant national authorities (NSA), to
ensure that classified information and assets are protected against unauthorised access. In addition,
the Contractor will need to ensure that users and processes are given the access, privileges or
authorisations on information only if they require them to perform their tasks in order to limit any
damage resulting from accidents, errors, or unauthorised use of it. To this end, the Contractor will
need to ensure proper segregation of information for individuals (and processes) in terms of access to
classified information on the basis of the need-to-know and, where appropriate, the relevant security
clearance. All security operations will need to be performed by personnel with the adequate Security
Clearance level recognised by the relevant national authorities (NSA).

e Security monitoring & control: upon the connection to the operational system, the contractor will be
expected to report on security events to EUSPA (usually GSMC), and the subsequent execution of
EUSPA (usually GSMC) orders. To this end, the Contractor will need to ensure that a Security Assets
Inventory is maintained in compliance with the Project Specific Security Classification guide (to be
made available in Phase Il of the procurement procedure, as explained in the Tender Specifications)
to determine traceability on the security classification of the various elements of the contract, for the
whole duration of the contract. Specific databases are required to manage classified and crypto items.

The security tasks expected to be performed throughout the duration of the E-GSC infrastructure contract are
anticipated to cover at least the following:

e Implementation of the security requirements with analysis of the applicable National and European
regulations;

e Protection and handling of European Union Classified Information;
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e Security Management and associated planning activities;

e Demonstration of the compliance to the security baseline (including cyber and accreditation), and
generation of Request for Waivers against requirements and against vulnerabilities when full
compliance cannot be ensured;

e Security accreditation, threat, risk, and vulnerability and business impact assessment processes;

e Cryptographic controls including symmetric and asymmetric key management systems such as Public
Key Infrastructure (PKI);

e Security archiving, configuration and change control processes and procedures that impact the
Service, system and operators and the return to normal Service;

e Non degradation of security accreditation, operations, systems and controls without negative impact
to the current service and system ;

e Business continuity and planning to minimise impact to Service confidentiality, integrity and
availability compliance;

e Security Monitoring related to maintaining the compliance to the levels of confidentiality, integrity,
and availability, through the collection and analysis of events, logs and data by the GSMC;

e Support the preparation and implementation of the security operations and maintenance;
e Execution of security operations during the migration to OPE and E-GSC service monitoring phases;
e Cyber security activities, including:

o Compliance reporting strategy;

o Cybersecurity assurance for subcontractors;

o Cybersecurity Training and awareness;

o Cybersecurity audit strategy and plan;

o Network map management;

o Vulnerability Management;

o Patch Management and installation;

o Obsolescence management;

o Infrastructure Acceptance Audit;

o Infrastructure Security Hardening;

o Infrastructure Security Lock Down.

6.1.6 Operations, maintenance and ILS preparatory tasks

The Contractor is expected to perform the following operations, maintenance and ILS preparatory activities:
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e Delivery of the CONOPS.
e Delivery of the fully validated Installation, Operations and Maintenance Manual.
e Delivery of training on operations (including security related) and maintenance.

e Delivery of all required elements (documentation and other deliveries as installation packages,
bespoke SW source code, COTS executable or binary, spares, AlV tools, ...) supporting the takeover of
GSOp as E-GSC L2/L3 maintainer as of the Acceptance Review (AR)

e Inclusion of Anomaly and Workaround Resolutions from GSC legacy infrastructures

e Delivery on the ILS concept, Integrated Logistics Services (ILS) Plan, Logistic Support Analysis (LSA)
Plan, Logistic Support Analysis Record (LSAR)

e Delivery of the Obsolescence Management Plan and Obsolesce Data

6.1.7 Commissioning tasks

As anticipated in section 3.1.1.5 above, the commissioning process is to provide assurance that the E-GSC
infrastructure combined with the E-GSC operational procedures and processes are designed, installed, tested,
operated, and maintained according to the operational and service requirements of the Contracting Authority.

The stakeholders involved in the commissioning activities are the Contracting Authority, the E-GSC
infrastructure contractor, and the GSOp which is envisaged as a mandatory subcontractor (as explained in
section 3.1.1.5above).

The commissioning tasks are divided in the following phases:
e QOperational system validation (OSV).
e Operation of the infrastructure and initial service provision:
o Seamless migration to the Operational (OPE) platform/chain.

o E-GSC Service monitoring in OPE.
6.1.7.1 Operational System Validation (OSV)

The purpose of operational system validation is to confirm that the new E-GSC infrastructure release is suitable
for its intended use (i.e. operational service provision). As such, it is quite distinct from system verification
(whose primary reference point is the system requirements).

The scope of OSV activities includes the demonstration that the E-GSC infrastructure, in conjunction with the
use of the associated operational products (plans, procedures, databases, timelines, etc.) and operated by
trained and representative operational and ILS teames, is capable of delivering the required E-GSC services in a
safe, reliable and sustained manner.

To achieve this objective, an operational scenario testing is generally used (building upon the pre-validation
activities of the various individual operational products) that starts with a restricted scope and progressively
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builds up to representative end-to-end testing that exercises the full operational functionality of the system
using different operational scenarios.

The scope of the OSV activities will be tailored to reflect the assessment of the impact of the changes
introduced by the particular E-GSC infrastructure release.

The E-GSC infrastructure contractor will be invited to propose the optimal organization of work aiming at
ensuring a successful operational validation. For this, the following milestones are considered mandatory:

- Authorization to deploy in VAL Kick Off
- Qualification Review, QR (see 6.1.4.3)

- Operational Validation Review, OVR. On completion of the OSV activities, an Operational Validation
Review (OVR) is held to check that the operational validation objectives have been satisfactorily
achieved (including collection of operational credits to support the E-GSC release accreditation).

o AtOVR, explicit confirmation of the readiness (scope and quality) and acceptance of all service
provision related documents (covering operations, maintenance and security activities) shall
be provided by the envisaged mandatory subcontractor (as explained in section 3.1.1.5
above).

Prior to the start of the OSV activities, the E-GSC infrastructure contractor may decide to organize an
Operational Validation Readiness Review (OVRR) to check that the appropriate pre-conditions are met, e.g.
the availability of all resources, test plans, procedures, timelines, system status, etc.

As of the closure of the Qualification Review, Anomalies or Non-conformances can be raised by the Contracting
Authority and the Contractor (including designated mandatory subcontractors) whenever a problem is
encountered to the E-GSC release under deployment. These anomaly reports will be reviewed by an Anomaly
Review Board (ARB) / Non Conformance Board (NRB) to be organized by the contractor.

6.1.7.2 Operation phase

6.1.7.2.1 Migration to Operational chain

Upon successful accreditation and once the authorization to connect to the operational system is granted for
the new E-GSC infrastructure release, the migration activities on the operational chain shall start with the
organization of the Migration Kick Off.

During the migration to OPE phase, the Contractor shall be responsible for ensuring the correct deployment
of the E-GSC infrastructure and its sub-systems into the operational chain without impacting the nominal E-
GSCservice delivery. The design of the E-GSC infrastructure releases and the migration procedures shall ensure
that in case of need (major problems found during the migration of during the service monitoring phase), a
roll back to previous operational release can be implemented without impacting the legacy service delivery.

Any deployment activity will be coordinated in advance with the Contracting Authority and will be
documented in the appropriate plans (including the necessary inputs from the envisaged mandatory
subcontractor when required) and CCRs.
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The migration to operational chain will be completed once the updated E-GSC infrastructure release is fully
deployed in the OPE chain and the OPE chain is integrated with the rest of the required operational elements
(for instance GMS OPE and HADG OPE chain).

All procedures required for the migration to the Operational chain shall be validated, being the preferred
validation method the testing.

6.1.7.2.2 E-GSC Service Monitoring in OPE

Upon completion of the migration to operational chain, the last commissioning phase starts. During the service
monitoring phase, the contractor collects evidences to demonstrate that the upgraded E-GSC infrastructure
release has been successfully implemented and is suitable for the expected E-GSC service delivery, and/or
identify any required recovery action, including the potential roll-back to the previous E-GSC.

The Service Monitoring phase will finish with the organization of the Acceptance Review (AR), that also defines
the handover of the responsibility for the provision of L2/L3 maintenance. At its successful completion, the
operation of the E-GSC release and the provision of its L2/L3 maintenance will be taken over by the GSOp
(under a different contractual scheme).

The Contractor shall procure warranty for all delivered E-GSC components for a period of 12 months starting
from the successful conclusion of the E-GSC System AR (AR + 12 months).The Warranty obligations shall cover
the following activities for both hardware and software elements (excluding bespoken software)’:

a) Defectsin material and defects due to workmanship regardless of the origin of the material,

b) Defects due to the design, including defects resulting from the choice of material and/or components,
c) Defectsin the manufacturing process,

d) Unstable Under-performance.

After successful E-GSC infrastructure Acceptance Review, the Contractor shall transfer the procured warranty
(including active licences) to the GSC L2/L3 Maintenance Provider.

6.1.8 Support Tasks

Throughout the execution of the specific contracts, the Contractor may be asked to provide technical support
in a number of fields, subject to a dedicated payment mechanism —i.e. a dedicated maximum envelope to be
consumed on the basis of the actual hours of Technical Support Tasks (TST) incurred by the Contractor,
following a request of the Contracting Authority.

Should the Contracting Authority require the Contractor to perform any such duties then the request will be
made in the form of a Technical Support Request (TSR). This request will detail the task to be carried out,

" Please note that once a new E-GSC release is accepted and the L2/L3 maintenance activities are handed over
to the GSC L2/L3 maintainer, any problem found in the Bespoken SW of that release is to be fixed by the GSC
L2/L3 maintainer.
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which sub-work package the support request originates from, and other relevant information to the
completion of the task.

6.1.8.1 Support to the Hosting Services

Depending on the evolutions of the E-GSC infrastructure to be procured under the present FWC, it is expected
that the E-GSC hosting site may not be technically equipped to host the full evolved infrastructure. To this
extent, the Contractor might be requested to conduct hosting site surveys to assess the current hosting
provisions and assess their correctness in-line with the coming E-GSC infrastructure evolution. In the event
that this hosting site survey identifies shortcomings of the E-GSC Hosting Site, the Contractor shall ensure that
these required changes are identified to the Contracting Authority at the earliest possible moment.

6.1.8.2 Support to Interface Management

During framework contract execution, the Contractor may be requested to support the process for the
maintenance of the Interface Control Document (ICDs) between the E-GSC and other sites (e.g. GMS, Service
Facilities, ...). If such a request is made, the Contractor may be asked to:

- produce Document Change Proposals (DCPs) to these ICDs,

- review DCP/DCNs proposed by other entities and

- aswell as attend the necessary engineering boards to support the endorsement of the DCP/DCNs.
Depending on the entity with which the E-GSC interfaces, these boards may have differing chairmen (e.g.
EUSPA, ESA, ...).
6.1.8.3 Support to future E-GSC concepts

The Contracting Authority may ask the Contractor to support the execution of technical studies with a goal to
identifying the impact on the future E-GSC infrastructure releases of new concepts and evolutions of services
and products to be defined by EUSPA.

6.1.8.4 Support to CIP Evolution

The Contractor may be asked to support the Contracting Authority, during execution of the framework, by
preparing document change proposals to further improve the different algorithms and enhance the product
quality of the E-GSC-CIP. In addition, the Contractor may be requested to support the product validation
campaigns of the CIP as a whole, to identify new sources of ionospheric data suppliers worldwide and help
the Contracting Authority to conclude arrangements with these external suppliers.

6.1.8.5 Support to the E-GSC Design Authority
The Contractor may be asked to support the Contracting Authority acting as the E-GSC Design Authority, during

execution of the framework, by supporting Anomaly Review Boards , Change Control Board, Non-
Conformance Review Boards for previous GSC releases in an expert technical capacity.
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6.1.9 Handover and Handback Tasks

The Contractor will be expected to perform handover and handback activities covering the demonstration of
the readiness to start the activities of this FWC, the transfer of platforms between the GSC operator and the
E-GSC infrastructure provider, and vice versa (see 5.2), and the enabling of the successor contract (for the
subsequent E-GSCinfrastructure evolution FWC) to become fully responsible of the future (after the expiration
of the FWC subject of this procurement) E-GSC infrastructure releases.

6.2 Contractual Interfaces

During the execution of the framework contracts and the specific contracts signed under it, the Contractor will
need to interface with various stakeholders and entities. The following sub-sections provide an overview of
what is envisaged at this point in regards to this.

6.2.1 Interface with EUSPA

The Contractor will interface with EUSPA for all matters concerning the execution of the contract.

6.2.2 Interface with ESA

The Contractor will have to interact, through EUSPA, with ESA to support the End-to-End System Integration
and Verification (SIV) activities as part of the E-GSC full verification activities. For that, the Contractor shall
allocate the necessary engineering resources to support the System Integration and Verification (SIV) activities
that imply participation of the E-GSC. In addition, the Contractor will:

e report anomalies (which will be either non-conformances or confirmed observations) on the E-GSC
and connected infrastructures (GMS and Service Facilities) and their corrective action plans;

e participate as the segment prime of the E-GSC infrastructure to anomaly review boards and non-
conformance review boards, when requested by EUSPA;

6.2.3 Interface with GSOp

Please refer to section 3.1.1.5 above.

6.2.4 Interface with others European Space Programme Operators/Service
Providers

Alternatively, EUSPA may decide, at a later stage, that others European Space Programme Operators/Service

Providers could be identified as mandatory subcontractors depending on the nature of the evolution for
certain E-GSC modules in order to support the full commissioning activities of those E-GSC modules.

Page 63 of 66



Annex Il to the Invitation to Participate - Descriptive
o~ S Pn m Document for the Evolution of the European GNSS Service
-
- U Centre (E-GSC) Infrastructure
European Union Agency for the Space Programme
EUSPA-GAL-GSC-SPE-A15083

Issue/version: 1.0

6.2.5 Interface with Data Providers

It may be possible, that in order to satisfy the implementation of specific technical elements set out in the
specific contracts, the Contractor may need interface with external data providers so as to obtain the data
necessary to complete the qualification and verification activities for newly developed elements of the E-GSC
infrastructure. This will be the case for the Contribution to lonospheric Prediction, CIP, to be implemented in
the E-GSC, where the contractors will be tasked to scout possible suppliers, identify good candidates, prepare
contractual arrangements, ensure security of the data link to GSC, ensure availability of the data, put in place
back up measures, etc

7 Performance Monitoring

The activities to be executed under this framework contract shall comply with the requirements defined in the
relevant statements of work, both at framework level and at specific contract(s) level. The compliance to such
requirements is envisaged to be measured against Key Performance Indicators (KPI) which are envisaged to
address the following targets:

¢ timely and quality achievement of milestones (i.e. penalisation in case of late or not complete
milestones);

e initial services provision during the commissioning phase;

These elements are envisaged to be discussed, in terms of general approach and structure, during the Dialogue
phase and then refined and specifically applied in the context of the discussions leading to FWC conclusion.

The liquidated damages regime will be set out at FWC level.

The Contractor may be requested to report regularly also on other metrics not directly subject to liquidated
damages. The contractor will have to develop appropriate means to measure and monitor those metrics.

8 Customer Furnished Items

EUSPA is going to make available to the Contractor a set of assets which will be detailed in the course of the
procurement procedure, as Customer Furnished Items (CFI). EUSPA envisages to maintain the responsibility
for the timely delivery and performances of the CFl. The contractual consequences stemming from delays or
underperformances of the CFl will be clarified in the next phases of the procurement.

For the sake of exemplification and initial information the CFl will comprise:
e GSCv1.3 DEV platform
e GSCv1.4 AIVP Platform
e GSCv1.4 QR Data Package.

9 Envisaged areas of Dialogue

The following areas have been identified as main areas of dialogue:
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1. Organization of the commissioning tasks and envisaged approach of identifying the GSOp as a
mandatory subcontractor;

2. Minimum activities to be subcontracted to the GSOp as mandatory subcontractor.

3. lIdentification and definition of the most appropriate technical means for the implementation of
initiatives concerning future Galileo services which are being discussed at programme level and, at the
time of writing this document, final details of their implementation are not yet closed (detailed under
section 6.3.1.1 above)

4. Key Performance Indicators),responsibilities in the different phases of the project and liquidated
damages/contractual remedies regime.

5. E-GSC modular/flexible design to enable the fast implementation (appropriate tailoring of the
development/qualification/accreditation processes) of new capabilities or evolution of existing
capabilities without impacting the rest of the GSC infrastructure (minimize crossed dependencies
among different components/functions towards a “module plug in” approach). Use of agile
methodologies.

6. Cyber security and security Accreditation;
7. Interaction between Stakeholders and Change Management;

8. Handover and handback;

Candidates’ attention is drawn to the fact that this list is indicative and may be modified in the course of the
dialogue phase and as a function of its development.
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End of Document
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