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1 Introduction 

The present document details the needs of the European GNSS Agency (GSA) in relation to the procurement 
of the European Union GOVernmental SATellite COMmunications (EU GOVSATCOM) Hubs, highlighting the 
context and objectives of the GOVSATCOM programme. 

Pursuant to point 7 of Annex I of the Financial Regulation, this document describes the high level activities to 
be performed by the awarded tenderers in the ensuing innovation partnership contract. Such contract will be 
structured as a conditional Stage payment contract (within the meaning of the draft Space Regulation1) 
implemented in three stages. 

The present document is annexed to the Invitation to Participate to the procurement procedure GSA/IP/10/20 
‘European Union Governmental Satellite Communications (EU GOVSATCOM) Hubs’.  

2 Acronyms and Abbreviations 

Table 1 - Abbreviations 

Abbreviation Definition 

CFI Customer Furnished Item 

COMSATCOM Commercial Satellite Communication  

CSDP Common Security and Defence Policy 

DMS Document Management System 

EC European Commission 

ECSS European Cooperation for Space Standardization 

EU European Union 

EUCI EU classified information 

EUSPA European Union Agency for the Space Programme 

FR Regulation (EU, Euratom) 2018/1046, i.e. ‘Financial 

Regulation’ 

FS Functional Specification 

                                                             

1 See Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL establishing the space programme of the Union and  the 
European Union Agency for the Space Programme and repealing Regulations (EU) No 912/2010, (EU) No 1285/2013, (EU) No 377/2014 and Decision 

541/2014/EU https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2018%3A447%3AFIN 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2018%3A447%3AFIN
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Abbreviation Definition 

GNSS Global Navigation Satellite System (e.g. GPS, Galileo, 
GLONASS etc.) 

GOVSATCOM Governmental Satellite Communications 

GRUE GSA RESTREINT UE (network) 

GSA European GNSS Agency 

HLUN High Level Civil Military User Needs for 
Governmental Satellite Communications 
(GOVSATCOM) 

IP Innovation Partnership 

MILSATCOM Military Satellite Communication 

SLA Service Level Agreements 

TS Technical Specification 

3 Applicable and Reference Documents 

Table 2 - Applicable Documents 

Applicable Documents: 

Type Title Reference 

AD High Level Civil Military User Needs for Governmental 

Satellite Communications (GOVSATCOM) 
AD.1 

AD Commission Impact Assessment for GOVSATCOM, 

Accompanying the document PROPOSAL FOR A 
REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE 
COUNCIL, SWD(2018) 327 

AD.2 

AD Nonconformance control system ECSS-Q-20-09B 

AD System engineering general requirements ECSS-E-ST-10C (6 
March 2009) 
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Candidates are informed that some documents will become applicable in the next phases of the procurement 
procedure, including, without limitation to:  

▪ General Security Requirements; 

▪ Security Classification Guide; 

▪ Programme Security Instructions.  

4 EU GOVSATCOM Programme Description 

4.1   Background of the Programme 

Satellite communications (SATCOM) play an indispensable role in security and defence related governmental 
communication. In particular, they are used when other ground-based means of communication are not 
possible, reliable or available. For a range of governmental tasks and services in the EU, secure satellite 
communication is an essential tool, especially in crisis situations or other cases related to the security and 
defence of citizens.  
 
According to [AD.1] several governmental user communities, including both civilian and military stakeholders,  
have been identified at European and national level which need secure and reliable SATCOM, such as: 

▪ border surveillance authorities,  

▪ maritime community,  

▪ police forces,  

▪ civil protection,  

▪ humanitarian aid,  

▪ EU external action (including actors involved in the conduct of Common Security and Defence Policy 
(CSDP) missions and operations),  

▪ military Forces of the EU Member States (involved in national, EU or coalition operations), 

▪ civil and military operators of key infrastructures such as, but not limited to:  

o institutional and diplomatic networks of the EU and Member States,  

o transport infrastructures (e.g. air, rail and road traffic management),  

o space infrastructures and services including EGNSS (EGNOS and Galileo) and Copernicus. 

Currently, the above-mentioned user communities are relying on either national military or commercial 
satellite communications provided by companies worldwide. However, neither military nor commercial 
satellite communications have the capacity to fully support the specific demand and the requirements of 
governmental user communities; more specifically: 
 

▪ military satellite communications (MILSATCOM) have been purposely designed to meet the military 
needs, therefore non-military governmental user communities must procure additional capacities to 
fully satisfy the demand; 
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▪ therefore, civilian governmental users are heavily relying on commercial satellite communication 
(COMSATCOM) services; however in such case, the specific users’ needs, especially those entailing 
security aspects, are not fully met by such systems and services.  

 
It is, therefore, evident that there is a mismatch between governmental SatCom needs and timely and 
appropriate solutions, which is increasingly creating risks to key missions, security operations and 
infrastructures of the Union and its Member States.  
 
Given the above, the Union identified the need to create autonomous, secure and cost-effective satellite 
communications services for EU and national public authorities managing security critical missions and 
infrastructures, via the establishment of a new EU space programme component, ‘GOVSATCOM’. The 
European Council of 19/20 December 2013 in its conclusions welcomed the preparations for the next 
generation of Governmental Satellite Communication (GOVSATCOM) through close cooperation between the 
Member States, the Commission and the European Space Agency.  
 

4.2   Programme objectives 

EU GOVSATCOM has been identified as one of the elements of the Global Strategy for the European Union's 
Foreign and Security Policy of June 2016. It is envisaged that GOVSATCOM will contribute to the EU response 
to Hybrid Threats, provide support to the EU Maritime Strategy and to the EU Arctic Policy.  It aims at providing 
secure and guaranteed satellite communication capacity and services to EU governmental stakeholders (Union 
or Member State public authority or a body charged with the exercise of such public authority) that are 
entrusted with tasks relating to the supervision and management of emergency and security-critical missions, 
operations and infrastructures. 
 
The main GOVSATCOM programme component objectives are: 

▪ to overcome the fragmentation of SATCOM for governmental users in the Union, in terms of both 
demand and supply, creating synergies between civilian and military domains; 

▪ to ensure that critical security needs of EU and Member States’ governmental users are met, in terms 
of guarantee of access and robustness against ill-intentioned acts;  

▪ to ensure that the GOVSATCOM solutions provide an appropriate level of European non-dependence 

in terms of technologies, assets, operations and services;  

▪ to optimise the match between the GOVSATCOM demand by authorised users, and the supply 
provided under GOVSATCOM contracts for satellite capacities and services;  

▪ to guarantee access in unpredictable situations, such as natural disasters, and to ensure operational 
efficiency and short turn-around times; 

To achieve the above mentioned objectives an innovative solution for the design, development and 
deployment of the GOVSATCOM ground infrastructure is required. 
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4.3   The EU GOVSATCOM Hub(s) 

In order to meet the objectives specified under section 4.2 above, the EU GOVSATCOM capacity will be 
procured (via service level agreements - SLA) by the Commission in close coordination with GSA/EUSPA and 
under possible joint procurement schemes, from Member States with national systems and spare capacity, 
and from commercial European SATCOM and Service providers.  The spare satellite communication capacity 
will be offered in the form of EU GOVSATCOM services via the relevant system infrastructure.   
 
In this respect, the GOVSATCOM infrastructure (see figure 1) will implement the operational interface 
between GOVSATCOM users and providers of secured satellite communication capacity and services and will 
manage, among others, the resource planning and security monitoring. 
 
The Hub’s infrastructure is required to provide the capacity of accessing resources from various national and 
commercial SATCOM with their respective proprietary interfaces and different security levels.  
 
An indicative, but not necessarily exhaustive, list of nationally owned and commercial operators which might 
provide resources to the EU GOVSATCOM is illustrated in [AD.2], as reported in Figure 5 and Figure 6, 
respectively. Their inclusion, as well as the contribution of newly established eligible operators, will be subject 
to the relevant criteria set for the procurement and associated SLA and in compliance with the applicable 
security provisions. 
 

5 Needs of the Agency 

5.1   Scope of Work 

The objective of the present procedure is to procure a fully functional secure ground infrastructure (Hub) of 
the future EU GOVSATCOM, as depicted in the figure below. 

 



 

Page 9 of 27 

 

  

Annex II to Invitation to Participate ‘Descriptive document for 
the European Union Governmental Satellite Communications 

(EU GOVSATCOM) Hubs’ 

 GSA-MKD-GOV-SPC-A05349 

Issue/version: 0.1 

 

 

 

Figure 1 – EU GOVSATCOM Hub 

 

The GOVSATCOM Hub shall make use of the resources made available by both private commercial and 
nationally owned operators, with the aim to provide services to EU and MS’s authorised users. The Hub will 
then interconnect the users to the relevant operators, monitor the overall system and services’ security and 
implement access control to ensure that the services are not accessible by unauthorised users. Resources shall 
be constantly monitored to properly plan the allocation of the available capacity to the requesting users.  

The GOVSATCOM Hub shall ensure end-to-end security, enabling secure transfer of information among 
authorised users at any time. It shall assure anonymity, confidentiality, integrity and availability of the services 
and related data. The Hub architecture shall ensure availability of the relevant capacity and services according 
to the access rights granted to the users. The whole infrastructure, including the relevant capacities, provided 
by private and Member State-owned operators, shall be compliant to applicable security regulations, including 
the EU Council Decision of 23rd September 2013 on the security rules for the protection of EU classified 
information (2013/488/EU). 

From the security point of view, the GOVSATCOM Hub shall ensure: 

- A secure architecture and overlay to support secure satellite communications on a global scale; 

- An access point intended to provide autonomy and secure access to the platform. 

The Hub infrastructure will provide the operational interface between users and providers of secure satellite 
communication capacity and services, and manage the resource planning and security monitoring.  In terms of 
capacity management for service provision, the GOVSATCOM Hub will gather, monitor and optimise the use 
of available satellite communication resources, making them available to authorised governmental users, 
guaranteeing access in unpredictable situations, and ensuring operational efficiency and short turn-around 
times, in consistency with operational user and security requirements. 
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The Hub’s capacity of combining various national and commercial SATCOM with their proprietary interfaces 
and different security levels and providing it to diverse users in the EU will require a development Phase with 
a component of engineering and technical innovation, as there is no existing system on the market able to 
implement such function for governmental users; therefore an innovative solution is needed. Due to the 
specific objectives of such an infrastructure element, an innovative infrastructure is to be developed, which 
will be able to implement a pooling and sharing function, leveraging the existing diverse capacity and services 
and making them available to an heterogeneous pool of governmental users. 

Please note that, for the time being, the GSA is not in the position to provide to the Candidates indication on 
the capacity that will be supplied by Member States via the above mentioned SLA and the terms and conditions 
in relation thereof. It is expected that the Hub infrastructure will be capable of aggregating and using different 
telecommunication capacities, from various sources and to the extent possible, being compatible with 
different standards. The infrastructure is also expected to be flexible and scalable so as to ensure connectivit y 
capabilities with respect to existing and future systems, including in the field of quantum technologies.  

Candidates will be required to provide their proposed technical solution to meet the high level objectives 
under this descriptive document, which will be further discussed in the dialogue and negotiation Phase of the 
innovation partnership procurement procedure as described in section 2.2.2 of the Tender Specifications 
(Annex I to the Invitation to Participate). 

Considering the innovation dimension, the GSA intends to award multiple innovation partnership contracts as 
a function of availability of funds and quality of the proposed solutions to define alternative architectural 
options and identify the solution which best meet the requirements (Stage 1, as specified in section 6.5.1 
below).  

The innovation partnership contract is envisaged to be structured in stages as follows:  

▪ Stage 1 – Preliminary design of the GOVSATCOM Hub, composed of: 

a. Feasibility analysis 

b. Preliminary design and consolidated design at system and N-1 level2 

▪ Stage 2 -  Development, qualification and final acceptance of the GOVSATCOM Hub, composed 
of: 

a. Detailed definition 

b. Development  

c. Deployment (Option 1a) or Storage (Option 1b) 

d. Readiness for Operations validation and acceptance (Option 2) 

▪ Stage 3 – Upgrade of the infrastructure for scalability and connectivity purposes . 

 

                                                             
2 In the frame of the current procedure, N level has the meaning of the overall system subject of the procurement, i.e. the GOV SATCOM Hub, and N-1 

level represents the set of sub-systems composing the Hub. 
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Upon accomplishment of contract Stage 1 and assessment of the results on the basis of the criteria defined in 
section 5 of the Tender Specifications (Annex I to the Invitation to Participate), one single Contractor will 
continue with the implementation of contract Stage 2 (section 6.5.2 below). 

The Innovation Partnership Contracts will be implemented following a standard development approach 
[RD.2]. They will be closely monitored and assessed against the specific objectives, as defined in sections 6.5.1 
and 6.5.2 below. 

Subject to the successful fulfilment of the objectives set for Stage 1 of the Innovation Partnership Contracts, 
and to the evaluation against the criteria set out in section 5 of the Tender Specifications (Annex I to the 
Invitation to Participate), the implementation of Stage 2 may be activated with the objective to complete the 
Hub development. Upon fulfilment of the relevant conditions for activation, Stage 2 might also encompass 
some options aiming to deploy (or store) and make the infrastructure ready for operations, as defined in 
sections 6.5.2.3, 6.5.2.4 and 6.5.2.5 below. 

Subject to the successful fulfilment of the objectives set for Stage 1 of the Innovation Partnership Contracts 
and to the activation of Stage 2, the implementation of Stage 3 may be activated with the objective of further 
developing the Hub scalability to exploit the capabilities offered by the future EU space based secure 
connectivity initiative and in particular those made available by the European Quantum Communication 
Infrastructure (EuroQCI). Candidates’ attention is drawn to the fact that the activation of Stage 3 may occur in 
the course of implementation of Stage 2, when so deemed appropriate by the Contracting Authority, in 
consultation with the Contractor and through an assessment of the status of the infrastructure and its 
suitability to be scaled up, according to the criterion under section 5 vi) of the Tender Specifications. The 
duration of Stage 3 and the Innovation Partnership contract may be adjusted accordingly.  
 
In the course of the execution of the innovation partnership contract and in the transition between the stages 
of the innovation partnership as described under section 6.5 below, an adjustment of technical specifications, 
functionalities and performance of the Hub infrastructure may take place. This is to be seen as inherent to the 
innovation process and not intended to affect equality of treatment between Candidates and transparency of 
the procurement procedure. 
 

For the present procurement the relevant technical, functional and security requirements are defined in the 

technical specifications to be communicated in Phase II of the procurement procedure. 

6 Main features of the Innovation Partnership 

6.1   Structure of the Innovation Partnership 

The structure of the innovation partnership is presented above and in section 2.3 of the Tender Specifications. 

6.2   Performances of the infrastructure and Services outputs 

The Candidates are invited to propose the performances of the infrastructure and service outputs as part of 
their offers in the frame of the procurement procedure.  

The Contracting Authority envisages to discuss the proposed innovation and the performance of the 
infrastructure as part of the dialogue/negotiations Phase, as described in the Tender Specifications. Without 
prejudice to the confidentiality and intellectual property rights of the Candidates in relation to the topics 
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discussed during the dialogue/negotiations, the Contracting Authority reserves the right to refine the 
infrastructure and service requirements either: 

▪ in the invitation to submit Best and Final Offers (BAFO) in the frame of the procurement procedure, 
or 

▪ during the course of execution of the innovation partnership contract. 

6.3   Dependencies 

The execution of the Contract is subject to external dependencies and for this reason several options are 
envisaged as part of the overall scope of the contract. In particular, the activation of such options is subject to 
a specific GSA/EUSPA decision and the fulfillment of the following conditions: 

▪ Option 1: the availability of adequate hosting capability for the Hub.  

Two possible scenarios are envisaged: 

a. Option 1a: upon hosting provision, the selected Contractor will deploy the infrastructure 
and proceed with the qualification on-site; 

b. Option 1b: in case of hosting unavailability, the selected Contractor will store the 
developed infrastructure in a dedicated facility for up to 1 year and carry out all the 
necessary activities to manage obsolescence during storage. This option could be 
activated by the Contracting Authority up to 3 (three) times.  

▪ Option 2 is subject to the activation of Option 1a and availability of the Hub Operator. It consists 
in the full system qualification and acceptance, with the aim to hand it over to the Hub Operator. 

6.4   Stages and milestones 

The stages of the innovation partnership contract are articulated according to a standard engineering 
approach, possibly, but not necessarily, derived from [RD.2]. The relevant matching between stages and ECSS 
phases, together with associated milestones, are listed hereafter and further specified in the sections below. 

 

 

Stages ECSS phases Name Milestone(s) 

Stage 1 

(Preliminary 
design) 

Phase A Feasibility analysis Preliminary Requirement Review (PRR) 

Phase B 

Preliminary Design (system) 

& 

Consolidated design at 
System and N-1 level 

System Requirement Review (SRR) 

Preliminary Design Review (PDR) 

Final Stage 1 Review (FS1R) 

Stage 2 Phase C 
Detailed Design and N-1 

development 
Critical Design Review (CDR) 
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Stages ECSS phases Name Milestone(s) 

(Development) 

Phase D 

System integration and 
qualification (*) 

Qualification Review part 1 (QR1) 

Opt. 1a. - Deployment  
Qualification Review part 2 (QR2) and 

Acceptance Review (AR) 

Opt. 1b. - Storage 

Nota Bene: activation of option 1b is 
not linked to the achievement of any 

milestone 

Opt.2 - Readiness for 
operations and Acceptance 

Operation Validation Readiness Review 
(OVRR) and Final Acceptance (FA) 

Stage 3 

 
 

Upgrade of the 
infrastructure for scalability 
and connectivity purposes. 

 

 

(*) depending on the availability of a hosting facility and on GSA/EUSPA decision, the next Phase might be 
either: 

 - Deployment (Option 1a), OR 

- Storage (Option 1b) 

6.5   Committed Stages and intermediate targets 

The awarded tenderers will conclude the Innovation Partnership contract with the commitment of Stage 1 of 
such Contract. The activities performed under Stage 1 constitute an intermediary target of the innovation 
partnership contract for the purposes of point 7 of Annex I of the FR. Such activities will be compensated 
according to the payment plan in section 0 and following the successful achievement of the milestones, set 
out in the innovation partnership contract. 

It is underlined that the successful completion of the review milestone(s) included in each Phase is a 
necessary but not sufficient condition for the activation of the contract Stage 2. The criteria for accessing 
Stage 2 of the innovation partnership contract are defined in section 5 of the tender specifications (Annex 
I to the Invitation to Participate).  

Please note that Hub operations, following successful operational validation and acceptance of the 
GOVSATCOM Hub infrastructure (end of stage 2 provided that option 2 is activated), are out of scope of this 
procedure and of the Contract. This is without prejudice to operations which are required in relation to 
potential initial operational capabilities, as proposed by the Candidates according to section 7 below. 
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6.5.1 Contract Stage 1 

The scope of Stage 1 includes the activities specified in sections 6.5.1.1 and 6.5.1.2 below. 
 
The objectives of Stage 1 include, without being limited to: 
 

1. Definition of an architecture allowing for an efficient operation of the infrastructure, with focus on 
the optimisation of the the match between the supply and demand in terms of availability, security 
and cost. 

2. Definition of the Concept of Operations. 
3. Use of a solid and time-efficient methodology for requirements consolidation and preliminary 

design. 
4. Use of a proper design approach, with the aim to best accommodate service related requirements 

and enable a comprehensive and scalable service portfolio provision. 
5. Definition of a preliminary design aiming at a flexible and scalable approach, justified by trade-off 

analyses and feasibility assessment. The architecture shall allow for the future inclusion of: 
a. additional satellite communication capacities from both commercial and governmental 

providers,  
b. an increased variety of services, and 
c. a larger pool of users. 

6. Definition of the Security Accreditation Strategy and applicable documentation data pack (e.g. 
current draft of Hub security documents and Hub risk and threat assessment), with the aim to 
develop a secure architecture, as well as future evolutions, capable to provide users’ 
communications at the target security level. 

All the requirements, functionalities and the design choices shall be justified by relevant security analyses and 
documentation. 

 

6.5.1.1 Feasibility and consolidation analysis (ECSS Phase A) 

Scope and objectives 

The feasibility analysis aims at critically assessing the feasibility and refining/consolidating the technical 

specifications which will be provided in Phase II of the procurement procedure and the relevant initial 

functional specification (FS), defined on the basis of a first specification of GOVSATCOM services to be 

provided via the Hub. 
The definition of the functionalities shall be derived also from operational user and service requirements, and 
supported by the Hub risk and threat Assessment.  

The Phase will be concluded by a Preliminary Requirements Review (PRR) to evaluate the readiness to move 
to the next Phase on the basis of the following objectives: 

▪ readiness of Project plans applicable to Stage 1. 

▪ consolidation of the technical requirements specification. 

▪ confirmation of the technical and programmatic feasibility of the system. 
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▪ Identification of concept of operations and technical solutions to be further analysed during Phase B 
through the execution of an ad-hoc trade-off analysis. 

A reference process is shown in the figure below: 

 

Figure 2 - Flow chart of Phase A 

 

During this Phase, the Contractor will implement the following tasks 

▪ Establish the project plans applicable for Stage 1, i.e. (i.) the management plan describing project 
organisation set up to ensure project success, (ii.) the system engineering plan describing the 
concurrent engineering processes (design, RAMS, security, ILS, Operations,…) their interactions and 
synchronisation,  (iii.) the product assurance plan – the Contractor may use ECSS-M-ST10, ECSS-E-ST10 
and ECCS-Q-ST-10 as guidance to establish these plans. 

▪ Perform a critical assessment of the GOVSATCOM Hub Technical Specifications (TS) to be provided in 
Phase II of the procurement procedure (as specified in section 2.2.2 of the Tender Specifications) as 
input, and consolidate this document ensuring a complete coverage of the mission requirements 
provided in AD.1 – the Contractor may use ECCS-E-ST-10 and ECCS-E-ST-10-06 as guidance. 

▪ Establish a first specification of all the system external interfaces – the Contractor may use ECCS-E-ST-
10 as guidance. 
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▪ Elaborate possible concepts of operations identifying involved actors and their role and 
responsibilities in the GOVSATCOM services provisions – the Contractor may use ECSS-E-ST-10-06 

▪ Establish a first functional breakdown of the system by comparing possible system architectures 
against the identified needs and the level of risks. – the Contractor may use ECCS-E-ST-10 as guidance. 

▪ For each element of this function tree, identify possible concepts and assess their feasibility by 
identifying implementation, costs, schedules and operations constraints. For the most complex ones, 
identify list of trade-off analysis to be conducted during Phase B. 

▪ Establish a first development plan, identifying critical items requiring prototyping/pre-development 
activities, long lead items, and verification strategy. 

▪ Initiate the risk assessment process. – The Contractor may use guidance documentation delivered by 
GSA based on ISO 27001 methodology. 

▪ Prepare the roadmap of the accreditation process and definition of the required security 
documentation (e.g. Security Accreditation data pack, Security Design data pack, Hub Security 
Requirements Statement). 

 

6.5.1.2 Preliminary design and consolidated design at system and N-1 level (ECSS Phase B) 

Scope and objectives 

The scope of this Phase is the definition of the preliminary design of the GOVSATCOM Hub on the basis of the 

requirements previously elaborated and consolidated in the feasibility analysis. It will consist of the 

preliminary definition of the system, after consolidation of the system requirements, and relevant detailed 

definition of the sub-system elements composing the system itself. 

 

In addition to the requirements consolidated in the feasibility analysis, the Contractor shall take 

into account additional service related requirements which will be made available by the 

GSA/EUSPA at PRR completion. 

Such additional requirements shall be flown down in the refined system technical specification 

via functional specification and interface requirements, which are expected deliverables for the 

SRR.  

 

The Contractor shall define and develop the architecture(s) of the GOVSATCOM Hub. The different solutions 

presented at PRR shall be analysed, and a trade-off analysis shall be performed and documented in the 

preliminary system design justification file of the proposed architecture. 

 

Using as inputs the approved PRR deliverables, the following objectives are to be achieved: 

1. system technical specification and related interface requirements shall be established by the 
Contractor at a System requirement Review (SRR), as a system baseline for the development and the 
definition of lower level elements technical specifications; 
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2. the selected physical architecture shall be identified by the Contractor on the basis of its compliance 
to system technical specifications and interface requirements and traded off in terms of schedule and 
cost. The proposed architecture shall be made available at the Preliminary Design Review (PDR); 

For the purpose of the current contract, the system PDR will not be the final milestone of the contract Stage 
1, as normally foreseen in the relevant Phase B of the applicable standard [RD.2].  

3. After PDR, the Contractor shall consolidate and update its PDR results for a redelivery at the Final 
Stage1 Review (FS1R) in order to consolidate the Stage 2 solution’s baseline in terms of design and 
justified compliance, cost estimation and schedule at completion (Stage 2).  

 

The flow chart describing a possible process to accomplish the objectives of this Phase, limited to the PDR3, is 
the following: 

 

                                                             

3 Final Stage1 Review (FS1R) is not included in the flow chart below. 
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Figure 3 - Flow chart of Phase B 

During Phase B, the Contractor will implement the following tasks: 

For SRR: 

▪ Finalise the consolidation of the Technical Specification and external interfaces specifications 
considering new service requirements introduced at PRR completion, and confirm compliance to AD.1 
and Preliminary General Security Requirements.   

▪ Progress in the definition and justification of the flexible and scalable solution by initiating trade-off 
analysis, by developing a preliminary version of the physical architecture including preliminary 
identification of system internal interfaces and by initiating traceability between design and technical 
solutions. 

▪ Prepare the justification files, as minimum for Hub security requirements, CONOPS and security 
architecture, supported by the outcomes of the Hub security risk and threat assessment – the 
Contractor may use guidance documentation delivered by GSA based on ISO 27001 methodology.  

▪ Initiate RAMS analysis on the basis of qualitative assessment. 



 

Page 19 of 27 

 

  

Annex II to Invitation to Participate ‘Descriptive document for 
the European Union Governmental Satellite Communications 

(EU GOVSATCOM) Hubs’ 

 GSA-MKD-GOV-SPC-A05349 

Issue/version: 0.1 

 

▪ Improve the development plan by defining precise design, verification and deployment phases with 
clear entry conditions and expectations. 

▪ Develop the verification approach by identifying for each requirement its verification methods and 
verification Phase and by identifying the necessary IVQ means (e.g. tools and platforms) with their 
specification and development plan. 

▪ Provide the current versions of the Hub security requirements and Hub security risk and threat 
assessment for review at component level. 

▪ Prepare the roadmap of the accreditation process and definition of the required security 
documentation4 (e.g. Security Accreditation data pack5, Security Design data pack, Hub Security 
Requirements Statement). 

 

For PDR 

▪ Establish new versions of the project plans applicable for Stage 2. 

▪ Select a flexible and scalable technical solution by finalising all trade-off analyses and establish a first 
system architecture and design with its justification, compliance and traceability to Technical 
Specification. Prepare technical views of the selected solutions, i.e. function, product, specification 
trees. Detail external interface design. 

▪ Define the subsystems (N-1) and internal interface specifications as well as other business agreement 
document to be ready to launch N-1 activities.  

▪ continue RAMS analysis with quantitative assessment based on the System budget apportionment 
defined in the subsystem specifications. 

▪ Determine the verification program down to the level of verification activities (e.g. test cases) and 
identify the preliminary design of the necessary IVQ means. 

▪ Further develop the development plan by elaborating organisational breakdown structure (OBS), the 
work breakdown structure (WBS) linking them to the product tree. 

▪ Initiate the procurement of any long-lead item required to meet project schedule needs and any pre-
development work when it is necessary to reduce the development risks. 

▪ Consolidate the operations concept and prepare initial operations and ILS plans detailing strategies 
for operation, maintenance, logistic, training, spare management, obsolescence 

▪ Consolidate the CONOPS of GOVSATCOM Hub. 

▪ Update the Hub risk and threat assessment. 

▪ Update the Security design datapack (e.g. Hub security requirements, Hub Risk and threat 

                                                             
4 Containing: security accreditation plans, security risk management reports, Security Requirement Statements (SRSs), security architectures, security  
implementation verification documentation (e.g. Security Test and Verification (ST&V) plans, vulnerability  assessment reports) and Security Operating  
Procedures (SecOPs) or national equivalent security related documentation 
5 The Security Accreditation Data pack shall contain information about the planned certification of information security, the authorities involved in the 
security accreditation process, the activities to be performed (possibly including their security accreditation schedule to a ccommodate resources) and 

the documentation to be produced. 
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assessment)  

▪ Provide the current versions of the Hub security requirements and Hub security risk and threat 
assessment for review at component level 

 

The deliverables associated to the above-mentioned objectives will be identified in Phase II of the 
procurement procedure.  

 

For the purpose of the current contract, the system PDR will not be the final milestone of the contract Stage 
1, as normally foreseen in the relevant Phase B of the applicable standard [RD.2]. Indeed a Final Stage 1 
Review (FS1R) shall also be included with the aim to achieve the following tasks: 

▪ Consolidate the system design and compliance to requirement established at PDR with the N-1 
contributions 

▪ Confirm the baseline master schedule established at PDR with consolidated inputs coming from N-1 
level  

▪ Estimate of cost at completion based on a consolidation of both system level costs and lower level 
costs estimates. 

▪ Define possible scenarios to demonstrate the benefits of GOVSATCOM services on the basis of the 
concepts developed during the Stage 1. 

The deliverables associated to the above-mentioned tasks will be identified in Phase II of the procurement 
procedure.  

6.5.1.3 Criteria for activation of Contract Stage 2 

Stage 2 of the Innovation Partnership Contract will be activated if all milestones of Stage 1 are successfully 

completed and on the basis of the criteria defined under Section 5 of the Tender Specifications.  

6.5.2 Contract Stage 2 

The scope of Stage 2 includes the activities specified in sections 6.5.2.1 and 6.5.2.2 below, as well as the 
options described in sections 6.5.2.3 or 6.5.2.4 and 6.5.2.5, if and when activated by the GSA/EUSPA. 
 
The implementation of Stage 2 shall aim at ensuring: 

 
1. Development of a service-oriented infrastructure ready to be operated, that optimally matches the 

supply with the current and future demand of secure, cost-efficient and assured services. 
2. Use of a solid and time-efficient methodology for development, deployment, qualification and 

accreditation. 
3. Use of an approach to best enable the flexible and scalable provision of a comprehensive service 

portfolio. 
4. Definition of a flexible and scalable approach in the development, deployment, qualification and 

acceptance of the Hub, with the aim to allow for the future inclusion of: 
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a. additional satellite communication capacities from both commercial and governmental 
providers, and 

b. a larger pool of users. 
5. Elaboration of an efficient strategy to properly address and mitigate the possible impact of the 

dependencies associated to the options (i.e. availability of the hosting facility and selection of the 
Operator), with respect to costs, schedule and performance. 

6. Development of a long-term secure architecture, capable to provide users’ communications at the 
target security level. 

7. Conclude security data-pack for the Hub, supported by relevant justification files. 
8. Obtain the security accreditation certificate allowing Authorisation to Operations (ATO). 

 

6.5.2.1 Detailed System Design and N-1 development (ECSS Phase C) 

Scope and objectives 

Building on the approved deliverables of the Stage 1 Final Review, the Phase C will aim at consolidating the 
system design and at preparing the verification activities to be carried out in Phase D. 

During Phase C, the Contractor will implement the following tasks: 

For CDR: 

▪ Completion of the System detailed design definition based on consolidation of detailed design 
definition at levels in the supplier chain and on the results of all the other engineering processes at 
system level (e.g. Security, RAMS, Operations, ILS, IVQ engineering). 

▪ Detailed definition of internal and external interfaces thanks to consolidation of lower level 
contribution. 

▪ Identification of all COTS elements and related licence to be transferred at OVRR. 

▪ Finalisation of requirement traceability to design at all levels in the supplier chain.  

▪ Consolidation of RAMS analysis (quantitative analysis based on S/S and lower level contributions part 
of their detailed design). 

▪ Completion of verification programme definition with the full definition of assembly, integration and 
test planning for the system and its constituent parts down to test procedures. Record of the 
verification activities results based on analysis of the design. 

▪ Finalisation of the Operational concepts, the Operations and ILS plans and preliminary definition of 
the operations, maintenance and training manuals as well as their verification approach.  

▪ Configuration management  of the “as designed” baseline. 

▪ Finalise the security design data-pack, supported by relevant justification files. 

▪ Define the security implementation verification documentation (e.g. Security Test and Verification 
(ST&V) plans). 

▪ Finalise the security accreditation plan. 

At CDR completion, the Contractor shall: 
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▪ Prepare the production, development and unit testing of all bespoke equipment and SW 

▪ Launch Procurement of all COTS equipment.  

6.5.2.2 System integration and qualification (ECSS Phase D) 

Scope and objectives 

Upon successful definition of the design achieved at the CDR, the Contractor shall carry out the Hub 
development, integration and verification (qualification) against the requirements and configuration baseline. 

The system integration and qualification shall be completed in factory and the relat ive documentation shall 
be provided and accepted at a first Qualification Review (QR1).  

During this Phase, the Contractor will implement the following tasks: 

▪ Complete manufacturing, assembly, integration and validation of system components at each level. 

▪ Complete Factory qualification testing and associated verification activities.  

▪ Finalize the security implementation verification documentation (e.g. Security Test and Verification 
(ST&V) plans). 

▪ Compile the verification results to demonstrate the achieved compliance to specification at all levels; 
produce associated Certificate of Conformity. 

▪ Complete preparation and verification activities for deployment and operations planification including 
verification of deployment procedure and operation and maintenance manual. 

▪ Update as necessary the “as design” baseline with results of the Phase to constitute and manage under 
configuration the “as qualified” baseline. Establish the inventory of all system assets.  

▪ Ensure proper management and transport of classified components (e.g. preparation of 
transportation plans). 

▪ Finalise the security accreditation data-pack, supported by relevant justification files. 

 

The next contract tasks will depend on the availability of relevant Customer Furnished Items (CFI):  

- Hosting facility [CFI.1] 

- Hub Operator [CFI.2] 

In case the hosting facility [CFI.1] is available at the QR1 finalisation, the GSA/EUSPA might activate the option 
1a (section 6.5.2.3 below), otherwise the Contractor might be requested to temporarily store the developed 
system before proceeding with the actual deployment, through the option 1b (section 6.5.2.4 below). 

Upon completion of the on-site qualification (i.e. Qualification Review 2), successful Acceptance Review (AR), 
which is the final milestone of option 1a, and availability of the [CFI.2], the GSA/EUSPA might activate option 
2 (section 6.5.2.5 below) with the aim to hand the infrastructure over to the GOVSATCOM Hub Operator. 
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6.5.2.3 Deployment (Option 1a) 

Pre-condition 

Option 1a (Deployment) might be activated by the GSA/EUSPA, provided that a suitable hosting facility [CFI.1] 
is available in due time. 

The period of validity of this option will be defined in Phase II of the procurement procedure.  

Scope and objectives 

Upon provision of a hosting facility, in compliance with the requirements defined in Stage 1, the Contractor 
shall ensure the deployment of the developed infrastructure, carry out a full on-site qualification (Qualification 
Review – QR2) and ensure accreditation of the deployed equipment (AR). 

In particular, following the deployment on-site, a set of additional assurance tests with respect to the ones 
carried out in QR1 and including a non-regression test campaign shall be performed. As a result, the QR part 
2 data-pack shall be updated. 

The accreditation process shall be concluded before acceptance of the development under the Acceptance 
Review milestone (AR). 

 

As part of this option, the Contractor will implement the following tasks: 

▪ Accept CFI and deploy on site all system components and execute all site integration testing. 

▪ Complete Site qualification testing and associated verification activities based on a non-regression 
approach of the results obtained at QR1. 

▪ Compile the on-site verification results to confirm the achieved compliance to specification at all levels 
presented at QR1; produce associated Certificate of Conformity. 

▪ Update as necessary the “as qualified” baseline with results of the Phase to constitute and manage 
under configuration the “as deployed” baseline. Maintain the inventory with their actual location of 
all system assets including spares, development and test platforms. 

▪ Update, if required, the security data-pack, following the Qualification Review 2 and the findings of 
the security evaluation process. 

▪ Finalise the security accreditation data-pack, supported by relevant justification files; 

▪ Conclude the security accreditation process. 

▪ Obtain the security accreditation certificate allowing Authorization to Operations (ATO).  

▪ Implement the acceptance plan: 

o To confirm that the verification process has demonstrated that the product is free of 
workmanship errors and is ready for subsequent operational use. 

o To verify that the acceptance verification record is complete at this and all lower levels in the 
customer-supplier chain. 

o To verify that all deliverable products of the approved deliverable items list are available 
(including source code and development environment) and listed in the inventory.  
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o To verify the acceptability of all waivers and deviations. 

o To verify that the Acceptance Data Package is complete. 

▪ Maintain the system up to the end of the Phase 

6.5.2.4 Storage (Option 1b) 

Pre-condition: 

Option 1b (Storage) might be activated by the GSA/EUSPA, in case a suitable hosting facility is not available in 
due time.  

The period of validity of this option will be defined in Phase II of the procurement procedure.  

Scope and objectives 

In case of unavailability of the hosting facility, the Contractor shall temporarily store the developed 
infrastructure in a facility made available by the GSA/EUSPA. For the sake of the present procurement, the 
Candidates are requested to assume a storage duration equal to 1 year. 

As part of this option, the Contractor will implement the following tasks: 

▪ Definition of a Storage plan based on the ILS results defining the storage conditions and storage 
preventive actions to be performed during the storage period. 

▪ Establish inventory at the start of the storage period. 

▪ Implement Storage plan and report on storage plan implementation.  

▪ Check inventory at the end of the storage period. 

▪ Ensure proper maintenance and obsolescence management of the stored infrastructure. 

 

6.5.2.5 Readiness for Operations and Final Acceptance (Option 2) 

Pre-condition: 

Option 2 (Readiness for Operations) might be activated by the GSA/EUSPA, in case Option 1a was activated 
and successfully achieved AND the Hub Operator [CFI.2] is appointed in due time. 

The period of validity of this option will be defined in Phase II of the procurement procedure.  

Scope and objectives 

Upon selection of the future GOVSATCOM Hub operator, the fully deployed and qualified system shall be 
accepted at an Acceptance Review (AR), and made available for handover. 

As part of this option, the Contractor will implement the following tasks: 

▪ Maintain the system up to the handover. 

▪ Verify the readiness for transfer to operation by 

o confirming verification of operation and maintenance manuals 
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o implementing the training plan 

o transferring to operations the latest system configuration status and inventory 

o transferring license required for the Operations & Maintenance of the system 

▪ Handover the system to operators. 

6.5.3 Contract Stage 3 

Stage 3 of the Innovation Partnership Contract might be activated by the Contracting Authority as described 
under section 5.1 above. 

The aim of Stage 3 is to further develop the Hub capability to exploit the capabilities offered by the future EU 
space based secure connectivity initiative and in particular those made available by the European Quantum 
Communication Infrastructure (EuroQCI). 

This Stage might encompass the refinement of the requirements and design, implying a further development, 
qualification and acceptance of the infrastructure to achieve the further scalability goal.   

The Candidates are requested to consider these margins of flexibility which are inherent to the innovation 
process for the procurement of the Hub infrastructure, when formulating the proposals and in the 
implementation of Contract Stages 1 and 2, as specified under innovation item 5 of section 6.5.1 and 
innovation item 4 of section 6.5.2 respectively. 

7 Indicative Timeline of the Innovation Partnership 

Overall Indicative Timeline and payment plan 

The Contractor is expected to work in close coordination with the Agency, particularly in key decision 
processes associated with the activities of this Contract.   

The following payment plan, with indicative dates of the relevant milestone reviews are listed hereafter: 

Stage Phases Name Milestone 
Indicative milestone 

date 
Payment date 

1 

A Feasibility 
Preliminary Requirement 

Review (PRR) 

PRREND = T0 + 3 
months 

T0 corresponds to 
the contract kick off 

T0+3M 

B 
Preliminary 

Design (system) 

System Requirement 

Review (SRR) 

SRREND = PRREND + 2.5 

months 
T0+5.5M 

Preliminary Design Review 

(PDR) 

PDREND = SRREND + 3.5 

months 
T0+9M 



 

Page 26 of 27 

 

  

Annex II to Invitation to Participate ‘Descriptive document for 
the European Union Governmental Satellite Communications 

(EU GOVSATCOM) Hubs’ 

 GSA-MKD-GOV-SPC-A05349 

Issue/version: 0.1 

 

Stage Phases Name Milestone 
Indicative milestone 

date 
Payment date 

Consolidated 
Design (system 

and N-1) 
Final Stage 1 Review (FS1R) 

DDEND = PDREND + 3 
months 

T0+12M 

2 

C 

Detailed Design 

and N-1 
development 

Critical Design Review 
(CDR) 

CDREND = DD + 9 
months 

T0+21M 

D 

System 

integration and 
qualification (*) 

Qualification Review 1 
(QR1) 

QR1END = CDREND + 6 
months 

T0+27M 

Opt 1a. – 
Deployment  

Qualification Review 2 

(QR2) and acceptance 
review (AR) 

QR2END = QR1END + 12 
months 

T0+39M 

 

T0+51M(**) 

 

 

 

Opt. 1b. – 
Storage 

N/A 
QR1END + 12 
months(**) 

Opt.2 – 
Readiness for 

operations and 
Acceptance 

Final Acceptance (FA) 
FAEND = QR2END + 4 
months 

T0+43M 

 

T0+55M(**) 

3 A-D 

Upgrade of the 
infrastructure for 

scalability and  
connectivity 

purposes 

TBD TBD 

TBD 

 

Candidates are informed that it is in the interest of the Contracting Authority to attain initial operational 
capabilities of the Hub Infrastructure, with the aim to provide limited GOVSATCOM services for 
demonstration and testing purposes, as early as possible and within 2022.   

Candidates are requested to consider this need and are informed that their proposed specific approach 
towards initial operational capabilities will be requested in the frame of the invitation to submit their Initial 
Proposal (Phase II). The Contracting Authority reserves the right to discuss the approach during the 
dialogue/negotiations Phase. 
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(*) depending on the availability of a hosting facility, the next Phase might be either: 

 - Deployment (Option 1a), OR 

- Storage (Option 1b) 

(**) assuming a 1 year storage before the actual deployment and qualification.  

 

The plan above is indicative; the Candidates may deviate from it, if and where needed. 

 
 
 
 
 
 
 
 
 
 
 
 

End of Document 

 

 

 


