Clarification Note #1

GSA internal reference: 261433

Procurement procedure: GSA/NP/23/19

Key Transfer Devices between Public Regulated Service Security Module (PRS SM) and Network
Technologies dedicated for PRS

Question #1: The contract duration is envisaged to be 2 years and we understand that the budget
should include support during the two years. Does GSA also request support for the key transfer
devices after this period, and, ifyes, for howlong?

Answer #1: The indicative budget indicated in section 2.3.4 of the Tender Specifications (Annex | to
the Invitationto Participate) of each of the contractsthat the GSA envisages to sign shall cover allthe
activities detailed under section 2.1 of the Tender Specifications. All these activities are to be
concluded within the indicative duration of 2 years specified under section 2.3.5 of the Tender
Specifications.

Question #2: Work package 4 entails security evaluation by 2 different EU Member States. The
outcome of such anindependent evaluationis not known beforehand and may be negative. What
if one of the two States’ cannot give security approval for the key transfer device, or it provides its
approvalon alowerlevel than the onerequired (i.e. lower than SECRET UE/EU SECRET)?

Answer #2: As explained under section 2.2.4 of the Tender Specifications, the awarded contractor
must undertake all the necessary steps tohave the device evaluated and approved as per the process
stipulated in points 23 to 28 of Annex IV to Council Decision 2013/488/EU. In case the approval of one
evaluator cannot be obtained, the awarded contractor will have to undertake any action necessary to
remedy the situation and obtain the approval.

Question #3: The maximum information classification in the project is stated to be SECRET UE/EU
SECRET. Can the GSA give an indication on the quantity of classified information to be exchanged
and the media types typically used for such exchange?

Answer #3: The contracting authority is not able to give an indication on the quantity of EU classified
information (EUCI) that will be exchanged during the implementation of the contract; however, this
will depend on the awarded contractor’s proposal.

With respect to the media types “typically used” for the exchange of EUCI, please refer to:
= Article 21(5) of Commission Decision (EU, Euratom) 2015/444, and
= [REQ3.9.1] of Annex I.H ‘Security Aspects Letter’, which stipulates that where cryptographic
products are to be used for communication with the GSA, the product shall be agreed with
the GSA Security Department.
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Question #4: What (electronic) means/tools are used to exchange EU classified information?

Answer #4: Please refer to the answer to Question #3 above.

Question #5: Is it allowed to store and process EU classified information on a protected but shared
information domain, or does it require a separate physical (IT) infrastructure?

Answer #5: With respect to EU classified information, regardless of the level of classification, please
refer to Article 19 of Commission Decision (EU, Euratom) 2015/444.

With respect to PRS information, regardless of whether it is classified or unclassified, please refer to
section 2.3.2 of the Tender Specifications (Annex | to the Invitation to Participate).

Question #6: Can you please clarify what is the purpose of the following disclaimer under section
2.3.4of the Tender Specifications:” The GSAreserves the right to launch an exceptional negotiated
procedure for newservices/supplies with the same contractor in case of need, as foreseen in Article
164(5)(f) in connection with point 11.1(e) of Annex| of FR”? What new services/supplies are meant?

Answer #6: As per point 11.1(e) of Annex | of the Financial Regulation, in case the contracting authority
exercises this right, the new services will consist in the repetition of similar services already entrusted
to the contractor, which are in conformity with the basic project for which the original contract was
awarded.

As an example, this right of the contracting authority may be exercised in case the contracting
authority requires additional maintenance and user support services, similar to those originally
contracted as per WP7.

Question #7: In which countries will the key transfer devices be used — only EU countries or also
countries outside the EU?

Answer #7: The intention of the contracting authority is to use the key transfer devices that will be
supplied during the contract implementation phase for PRS purposes; accordingly, as per Articles 2
and 3 of the Decision No 1104/2011/EU, the devices will be used by PRS Participants which may
include, inter alia, EU Member States, the European Commission, third countries and international
organisations subject to the provisions of the aforementioned Article 3.

Question #8: Section 1.6 of the Tender Specifications specifies the various phases of the
procurement procedure. With respect to Phase I, a deadline for requests for clarifications is
indicated. However, such a step is not indicated with respect to Phase Il. As in Phase Il further
details/specifications and the contract will be provided to the successful Candidates, could you
please confirm whether clarification round(s) will also be part of PhaselI?

Answer #8: It is confirmed that a deadline for requests for clarifications concerning the Phase Il
documentation will be indicated in the Tender Specifications for Phase II.
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Question #9: Can you confirm that Annex I.D (Letter of Intent) is only to be submitted for
subcontractors on whose resources a candidate relies in order to fulfil the selection criteria under
section 3.2 Tender Specifications? If not, please clarify. Is it correct that for this purpose you are
only referring to the economic and financial capacity criteria set forth in section 3.2.2 and technical
and professional criteria set forth in section 3.2.3?

Answer #9: Both assumptions are confirmed.

Question #10: Whether and which subcontractors will be engaged by the Candidate is to be
determined based upon the details of the project, to be provided by the GSA in Phase Il. Section
4.6.3 of the Tender Specifications requires subcontractors to provide administrative Annexes
(Annex LA, I.B, I.C and I.D). Is it possible for a Candidate to provide these documents for
subcontractorsin Phase ll instead of Phase |, once the Candidate has determined which other parties
it will engage for which part of the project? A proper assessment will also depend on the details
provided during Phase ll. Theapproach is preferable also for documents provided by subcontractors
in respectofl2, L3, L4, L6 and L8, as the applicability of these items for subcontractors may depend
on the specific requirements of GSA.

Answer #10: As per section 2.3.7.1 of the Tender Specifications, if the identity of the intended
subcontractor(s) is already known at the time of submitting the Request to Participate toPhase I, the
Candidate must identify the subcontractor in the Request to Participate, accompanied by all the
necessary supporting documents requested under the Tender Specifications.

If the identity of the subcontractor(s) is not known at the time of submitting the Request to Participate
to Phase I, the Candidate who is awarded the contract will have to seek the contracting authority’s
prior written authorisation before entering into a subcontract.

Where no subcontracting is indicated in the Request to Participate, the work will be assumed to be
carried out directly by the Candidate.

Furthermore, it is underlined that as per section 2.2.12 of the Tender Specifications, no changein the
composition of the core team as presented in the Request to Participate in Phase | is possible in Phase
I1, unless specifically authorised by the GSA in writing. If such changes are presented in the Initial
Tender in Phase |1, the GSA reserves the right to ensure that the new composition is compliant with
the evaluation criteria identified in the Phase | Tender Specifications on the basis of additional
supporting documentation.

Question #11: It is noted that the table in section 3.2.1 (‘Legal and regulatory capacity’) and the
table in section 4.6.3 (‘Recapitulative table’) of the Tender Specifications are not aligned. For
instance: in the legal and regulatory capacity criterion L1 under section 3.2.1, it is stated that it is
only applicable to subcontractors where the envisaged percentage of subcontracting is equal to or
exceeds 10%; however, under section 4.6.3 and with respect to the Legal Entity File it is stated that
it also applies to subcontractors where percentage of subcontracting is below 10%. Could you please
provide clarity on which documentsare to be provided by which entity in Phase | of thetender?
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Answer #11: Please refer to the column “applicable to” of the table under section 3.2.1 of the Tender
Specifications, which takes precedence over the recapitulative table under section 4.6.3.

Question #12: Which Key Transfer device(s) are used by GSA at the moment? Can GSA provide a
description ofthe current solution?

Answer #12: This information is not necessary for the Candidates’ participation to this procurement
procedure.

Question #13: Is there a minimum to the number of participants in thetender?

Answer #13: There is no minimum number of participants.

Question #14: In what way can GSA give support to a second nation device security evaluation
procedure?

Answer #14: The contracting authority is not involved in the process foreseen in Council Decision No
2013/488/EU; for the exact actors involved, please refer to points 23 to 28 of Annex IV to Council
Decision 2013/488/EU.

Question #15: Can GSA indicate (the specifications of) the end crypto units that the Key Transfer
Device shall communicate with?

Answer #15: As specified under section 1.4 of the Tender Specifications, the Key Transfer Devices shall
allow for a secure transfer of datasets between the Galileo system and PRS user segment tools and
devices (e.g. PRS receivers, PRS Radio Frequency Constellation Simulator). More information will be
provided in the detailed technical specifications forming part of the the Phase Il procurement
documentation (see section 1.4.2 of the Tender Specifications).

Question #16: Does the required number of 20 key transfer devices include devices for testing oris
it foreseen that for testing and evaluation purposes an additional number of key transfer devices
shall be needed?

Answer #16: As specified under section 1.4 of the Tender Specifications, the scope of each of thetwo
contracts that the contracting authority envisages to award is the design, development, supply and
maintenance of a total of 20 (twenty) Key Transfer Devices.

-End of document-
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