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Foreword

The 202e2022period marks another kephase for the Agencylhis period will see usove from one
financial perspectivéo the next It will also se¢he Galileo programmeompletethe deployment
phaseand movefully into the exploitation phasadith this, the focus for both Galileo and EGNOS will
undeniably be orthe service provisionensuiing that the needs of the end user are realis&hlileo
wil32 FNRBY 0SA yfawmiiars Bbehguset! @/hizidied of millionof people.The
Agency will play a key roi@ ensuring the endo-end service activities as fundamental part of its

tasks.

Alongside thee service provisiomevelopmens, the Agency wilsee a continued focus on securfty

both Galileo and EGNQ8.particular forcybersecurity and PR& S | 3 &ctiviiéswlidgrow and
mature, including muchmore work with Member Sates. In addition, GSMC operationsvill be
strengthened Furthermore,the new GSMC site in Spain will be fully deployed and operational
together with a redeveloped site in France. Security willfolly embedded in EGNOS V3 deployment
activities as well as prepareidr EGNOS V3 operations and service provision asggwsSAB will be

responsible foaccreditingopoth EGNO&ndGalileo.

The Agency as a whole will continue to grow and mature into the European centre of excellence for
the endto-end exploitation of Galileo and EGN@&Iring this periodthe resourcingand tasking
balanceof the Agency will be further consolidateeither through the provision of appropriate
resourcing obyrevisiting of thed 3 S ywikitad, particulaly for delegated activitiesAlthough his

could involve a difficult prioritisation of work, will have to be done.

This period will also sethe Coundi and Parliamentonclude its discussiomn the new Space
RegulationWhatever the final outcomethe Agencywill continue to deliver what the EU Space
Programme expectérom us, working as closely asever with the Member States, European

Commission and BS
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List of Acronyms

Acronym
AD
ARB
AST
CA
CAD
CcCB
CDA
CPA
CEOS
CIS
CMS
COMSEC
CPA
CS
DA
DRB EA
EC
ECA
EEAS
EFTA
EGNOS
EGNSS
EMC
ESA
EU
EUCI
FKC
FOC
GCC
GNSS
GRC
GSA
GSC
GSF
GSMC
GSOp
H2020
HR
IATO
ICC
ICT
IMS
loT
ISO

IT

ITS

Definition

Administrator

Anomaly Review Board

Assistant

Contract Agent

Connected and Automated Driving
Configuration Control Board

Crypto Distribution Authority
Competent PRS Authority
Conditions of Employment of Other Servants (of the EU)
Communication information system
Common Minimum Standards
Communications Security
Competent PRS Authority
Commercial Service

Distribution Authority
DesigrReview Board Early Access
European Commission

European Court of Auditors
European External Action Service
European Free Trade Agreement
European Geostationary Navigation Overlay System
European GNSS

Enhanced MinimurConfiguration
European Space Agency
European Union

EU Confidential Information

Flight Key Cell

Full Operational Capability

Galileo Control Centre

Global Navigation Satellite Systems
Galileo Research Centre

European GNSS Agency

GNSS Service Centre

Galileo Secure Facility

Galileo Security Monitoring Centre
Galileo Service Operator

Horizon 2020

Human Resources

Initial Authorisation To Operate
Internal ControlCoordinator
Information and Communications Technology
Integrated Management System
Internet of Things

International Standards Organisation
Information Technology

Intelligent Transport System
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Pl
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PNT
PRS
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Definition

Joint Research Caet

KeyManagement Operational Procedure
Location Based Service

Localiser Performance with Vertical guidance
Local Security Accreditation Authority
Machine to Machine

Non-Conformity Report

National Distribution Authority
Non-Conformance Review Board

Open Service

Operational Service Readiness Review
Operation Validation Review

Product Assurance

Performance Indicator

Point of Contact Platform

Quarter

Quality Assurance
PositioningNavigation and Timing
Public Regulated Service

Reliability, Availability, Maintainability and Safety
Return Link Service

Researchand Development

Security Accreditation Authority
Security Accreditation Board
SecurityAccreditation Panel

Search andRescue

Short Break

Satellites Based Augmentation System
Security Operations

Static Integrated Network Access
Service Level Agreement

Service Level Target

Small and Mediurinterprises

Seconded National Expert

Security Operational and Intelligence Facility
Systems pecific Security Requirements Statement
Temporary Agent

ToBe Determined

Task Force

User Consultation Group
UserConsultation Platform

United Kingdom

Value Added Tax

Virtual Private Network

Wide Area Augmentation System

Work Breakdown Structure

Year on Year
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Mission Statementfor the Agency

¢CKS 1'3Sy0eQa YAaaAzy ' Na2yaa@biSk A @&8S 29 dINBKSIISY
return on its investment in EopeanGNSSEGNSS)n terms of benefits to users, economic growth

and competitiveness, by:

1 Designing and enabling services that fully respond to user needs, while camipumproving
the European GNSS services and infrastructure;

1 Managing the provision of quality services that ensure user satisfaction in the mosgfiomstnt
manner;

1 Engaging market stakeholders to develop innovative and effective applicatiahsgadded
services and user technology that promote the achievement of full European GNSS adoption;

1 Ensuring that European GNSS services and operations are thoroughly secure, safe and accessible.

Satellite navigation has made majorrivads in many aresof life, impacting business, public services

and consumer behaviour in increasingly profound ways. Along with delivering economic benefits to
innovative service providers and related businesses, satellite navigation devices, now integrated
within a widevariety of vehicles and transport systems, have fundamentally changed how we manage

the mobility, safety and security of people and goods.

By developing a new generation of GNSS, Europe is laying the foundation for the development of new
hightechnology iiRdzA G NBE X 2206 ONBIGA2Y FyR SO02y2YAO0 3IANRGI
independent and selustaining, Galileo will offer the global navigation positioning system of the

future.

Single Programming Document Pagerof128



Ref.: GSAPCEDGPRRPTA00031

Global Navigation Version 1.3
A— Satellite Systems
Agency Decision no: GSAAB57-19-10-05

Mission Statement for the Security Accreditation Board

The SecurityAccreditation Board (SAB) is the European GNSS Security Accreditation Authority. It is
established within the Agency as an autonomous body pursuant to Article 3 of the GSA Regulation and
makes its decisions independently and objectively. All security ditat®n decisions related to the

GNSS systems are of its sole competence. The Security Accreditation Board shall perform its tasks
without prejudice to the responsibility entrusted to the Commission by Regulation (EU) No 1285/2013,

in particular for mattes relating to security, and without prejudice to the competences of the Member

States as regards security accreditation.
Security accreditation decisions adopted by the SAB entail inter alia the following:

1 Approval of satellite launches;

1 Authorisation tooperate the systems in their different configurations and for the various
services up to and including the signal in space;

1 Authorisation to operate the ground stations;

1 Authorisation of bodies to develop and manufacture PRS receivers or PRS securitysmodul
taking into account the advice provided by national entities competent in security matters and

the overall security risks.

The Agency conducts independent security accreditation activities as defined in Chapter Il of the
Regulation, ensuring the teclmal and administrative secretariat to the SAB and providing the
underlying security assurance to enable the SAB to make proportionate, appropriate and cost

effective security accreditation decisions.

The Agency also plays an important management andRRéoy’ I G A2y NBES F2NJ G§KS |
bodies (European GNSS Security Accreditation Panel, and SAB Crypto Distribution Authority (CDA) Task
Force). In accordance with Article 11(9) of the Regulation, the Agency provides the SAB and its
subordinate bodieswith all human and material resources required to perform their tasks

independently.
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Section |- General Context

From the declaration of the EGNOS Open Service in 2009 tietteration of Galileo Initial Services

at the end of 2016and the plannedprogress onthe Galileo Enhanced Servic@dzNR LISQ& Db { {
programmesare achieving their objective of providing services to end us€h&se major steps are

the result of continued progress being maole, for example, the deployment of the Galileo system

infrastructureand thestart of the Galileo exploitation phase.
A number of priorities have been identified for the coming years, including:

1 Ensuring theontinuity ofthe Galileo and EGNOS services;

1 Completing Galiletull operational capability tachievefull services
i Progressivelymprovingavailable Galileo services
f

Promoting the market uptake of Galileo and EGNOS services

To achieve these prioritiegind to set a clear direction for both programme&NSSRegulation
1285/2013 assigned roles international public sector actors, including tl&uropeanCommission,

ESA and the GSAVithin the frameworkof the GNSS Regulation and the revised GSA Regulation
512/2014 the EChasdelegated the main EGN@8d Galileo exploitatiomctivities to the GSA he

A3 S y @k @ further described below.

|.01Role of the European GNSS Agency

The GS#4s responsibldor the following operational areas:

1 Security accreditation: security accreditation activities are managed by the SAB, an
independent body within the Ageny. The SAB serves the security accreditation authority
for European GNSS. Its objectivedude assessing the compliance of talileo systento
the applicable security requirements, ideniifig and analysing related securitysks and
identifying pesible treatment plans to mitigate such risksitially, during the development
phase security accreditation activities focused tme Galileo infrastructurethese activities
have progressivelyevolved to also take into consideratiservices Similar &tivities are
foreseen for EGNOSecurity accreditationis a core task of the Agency.

1 Operation ofthe GSMGhe GSMC delivers services related to Galileo security monitoring and

PRSaccess controlDue to the strategic nature of Galileo, the EU legigdtameworkwas

Single Programming Document Pageof128



Ref.: GSAPCEDGPRRPTA00031

Global Navigation Version 1.3
A— Satellite Systems
Agency Decision no: GSAAB57-19-10-05

establishedo address threatsto the Galileo infrastructure and signals, as well priotide

protection against unauthorised use of its navigation signals. This enables the EU to maintain

full control of the systenand its operationThe GSMC also provides the operational interface

0SG6SSy GKS DIFIfAftS2 /2yiNRtf /SyunNBa +yR GKS

(CPAs), the European Counaihd the High Representative for Foreign Affairs and Security

Policy(acting under Council 2&sion 2014/496/CF$PThe operation of the GSMC is a core

task of the Agency.

Public Regulated Servicéhe Agencys responsible fothe endto-end PRS service provisjon

includingthe distribution ofcrypto-keys andhe development of key technologiésr the end

user segment.

Market Developmentand Communications the Agencynarkets andporomotes Galileo and

EGNOS services by:

o Establishing and maintaining contact with usessllecting information onuser needs
analysing market trendsleveloping thedownstream market, and fostering the service
uptake by the user community. The Agency also complements Ehd@opean
/| 2Y YA &aAh 2y ordevalopinganl Adapmd@@&ydlated applications.

o Promoting the developmenbf innovative EGNSS chipsetsceives and antennayia
coordinationwith relevant manufacturers.

o Raisng positive awarenesabout and promoing the use of EGNS§ executinga wide
range of strategic aamunication campaigns

TheMarketDevelopment anddommunications activities ar@ coretaskof the Agency.

EGNOS Exploitatiorthe Agency manages thHEGNOService provider contract and the

technological evolution of the system, including changesit$ninfrastructure. EGNOS

exploitation focuses on ensuring the continuity of services, extendts geographical
coveragdo all EU Member States and beyoaddin line withthe progranmecommitment,

and improving the services providethrough the GSESA EGNOS working arrangemdat, t

GSA is procuring activities to manage V2 obsolescencthantkvelopment and deployment

of EGNOS V3 hese activities are performed under delegation from @enmission

Galileo Exploitationthe Agency took overesponsibility forthe Galileo Service Provision

following the assignment of the service operatiortbe Galileo Service Operatior2017 The

Agency also undertakes tasks ratgtto the ground segment and system engineerimgclose

cooperation with ESA via the GEAAGalileoworking arrangement~urthermore, he GSA is
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responsible for a set ofervice facilitiesincluding the GNSS Service Centre and Galileo
Reference Centre&8nceJanuary 2018he GSAasbeen responsibléor Galiled @ntribution

to the Search and RescuSAR service.The Agency performall these activities under
delegation from the Commission.

i Horizon 2020 R&D Applications: the Agency manages GNefted Research and
Development (RD) projects for the H2020 programmavith the objective of generating
further innovative EGNSS applicatiomgese include both grants and purements for both
PRS and neRRS activitie§'he Agency performs #seactivitiesunder delegation from the

Gommission

1.02Next Regulation

Regulation (EU) No 1285/2013 defines the public governance arrangemetfis EXE6NOS and Galileo
programmes durig the years 2012020. This regulatiorplaces theoverall responsibility for the
programmesvith the EuropeanCommissionAs of 2021, a new regulation wditbme into forceg one
that may reshapeEuropean GNSS activities ahds have a significant impaan the multiannual

work programme presented belaw hese changesill need to be reflected in due course

I.03Main Assumptions
The Agency drafted this progranmy documentbased on the following assumptions, whiakere

correct as of time of writing:

A There are no changes to the current regulatory framewforkhe Annual Work Programme
Year2020.hy G KS 20KSNJ KIFIyRX /2YYAaarazyQa ffS3Irafl
KI @S Iy AYLF OG 2y GKS !'3SyodOeqQa (I ml@mingad 27T H

period.

A TheAgency has prepared its activities to be ready for o leavethe EUas of31 October
2019 or at a later date

A Galileo and EGNOS operate nominally and deliver services as declared

A The Hosting Agreement for the GSMC bapksite (in Spainhas beersignedin Q1/2019
Accordingly, Early Configuration facilitiase in place and ready for system deploymest

starting inQ1 2@0andfollowed byFnal Gonfiguration site upgrad&aterin 2Q20.
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A A tender for the GSMC Master site upgrade to a Final Configurastamarded by France in

2019 for implementation in subsequent years.

A WP2Xhasupgraded GSF/SOIF documentation and fixed system jdsugscordanceith the
GSMC 2( validation campaig® observations, and further trainings/delta validation are

successful (e.g. crypto/PKI).

A The 2@0 WP2X GSF/SOIF deploymentt the GSME&ER and GSMSStransfer the PRS
management functinalities to the GSMCsaindsubstantially increasthe security monitoing
scope of the Gldeo Infrastructure. Thisnablesthe centralgation of the Galileo security core
services athe GSA/GSMC level.

A Galileoprovides the Open Servictlavigation Message Authenticatiamd the High Accuracy

Servicewithin 2020in Europe aly.

A The Agency is providegithresouresA y f Ay S g A G K { Kemporan@geast Qa NB |j

(where tasks are dependent on theB& Esthe objectivegnay be given lower prioritigs
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Section |- Multi-annualProgramming20202022

This Programming Document contains a matinual workprogramme¥ 2 NJ (i KcBre tBsksla<) &
stipulated in Article 32 of the GSA Financial Regulations. As a minimum, it covers-getireeriod

recognising that a new regulatory framework is expectedgan place asf 1 January 2021

[1.01. Multi-annualObjectives

The medium term strategic objectives of the Agencylaased on the definition of tasks assigned to
it per Article 14 of Regulation (EU) 1285/206&jardingthe implementation and exploitadn of
Europ¢ vy &t GSEtEAGS yIF @Al GAZ2Y 0aDb{{

aeadsSva wS 3 dz |

Strategic objective
With regard to the security of the Galileoand
EGNOS programmehe Agency shall ensure,

How it is implemented
The Agency will monitor the implementation
security procedures and will perform syste

i?a) through its SecyrityAgcreditation Boar'd, the §ecurity assessments, audits, tests &
0 security accreditation in accordance with inspections.
Chapter Il of Regulation (EU) No 912/2010
6aD{! wS3AdzZ | GA2y£0 D
With regard to the security of the Galileo a: The Agency will adhere to the standards ¢
14 EGNOS programmes, tAgency shall ensutiee requirements referred to in Article 13 of the GN
1(@) operation of the Galileo Security Monitorin Regulation,Decision No 1104/2011/EU for tr
(ii) Centre, as referred to in Article 6(d) of the G GSMC operationand to instructions pursuant t
Regulation. Joint Action 2014/496/CFSP.
The Agency will comply with provisions of Arti
The Agency shatlerform the tasks provided foi 5, in particular to support the European
14 inArticle 5 of Decision N0l04/2011/EW & w ¢ Commision as described in Article 8(6). T
1 F2NJFO00OSaa (2 GKS t dz Agency will also comply with the provision of t
(b) and assist the European Commission in arrangement concluded between th&uropean
accordance with Article 8(6) of that Decision Commission and th@ SAwursuantto Article 14(c
of the Decision.

The Agency will:

1 Provide an annualmarket report on
applications and servicesand a user
technology report on the state of GN
receiver technologies

The Agency shalbntribute, inthe contextofie  Establish close contacts with users a
14 deployment and exploitation phases of tt potential users of the systemwith a view to
1 Galileo programme and the exploitation phase collecting information on their needs
©) the EGNOS programme, to the promotion & § Follow develomnents in satellite navigatior

marketing of the services referred to in Artic
2(4) and (5df the GSA Regulation.

Single Programming Document

downstream markets

1 Draw up an action plan for the uptakef
servicedbytheuser communityasreferred to
in Article 2(4) and (5) of the GSA Regula
and, in particular, comprising ofrelevant
actions relating to standardisation ar
certification.
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These four strategic objectiveerve asi KS FTNIF YSg2NJ] ¥ 2 NJ asdesribédanSy Oe Qa

section 1.01, namely:

Security accreditation

1
1 GSM@perations
1 PRSctivities

)l

Marketdevelopmentand communications

Progress irachiewng these strategic objectives is assessed through the overall performance of the

contributing tasks. Such performances are defined in the ramitiual and annual programnielow.

By 2@0 and beyond, theAgencywill havesignificantlyadvancel its corporateBusiness Continuity

Plan It also plans ti&keep under review any need for furthepgrades toitsInternal Control Standards

Furthermore, the Agency will perform tasks entrusted to it by B@hrough the EGNOS and Galileo

Exploitationdelegation agreementsnd the Horizon 2020 Delegation Agreement

11.02. Multi-annualProgramme

[1.02.01 SECURITACCREDITATIEMVBS2.04, WBS2.05, WBS2.06)

In accordance with point (b) of Article 11(4) of the G&gulation, the Security Accreditation Bogdrd

(SAB) prepared sectivh02.01 It is incorporated into this programing documentvithout any change

The European GNSS Agency hosts the Security Accreditation Board (SAB) as an independent body
pursuant to Aricle 3 of the GSA Regulation. The SAB is responsible for the security accreditation

decisions related to the EU GNSS systems.

At the end of 2016, SAB issued thehorisation for the Programme to provide initial operation of the
Galileo System and Servicep to and including the Signal in Space; since thenattweditation
activities have focused on the security of the Galileo services, coupled with its operation and

infrastructure evolution. Leading to 2022, the SAB will continue to focus on:
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1 The authorsation of launches;

1 The authorisation of Galileo services and the necessary infrastructure and operational evolution,

progressively towards full FOC services;
1 The (re)accreditation/(re)authorisation (as applicable) of Galileo ground stations;
1 Monitoring the implementation of the cyber policy and cyber mitigation measures;
1 The accreditation of the incremental security functionality of the two Security Monitoring Centres;

1 The authorisation of European companies within an increasingly growing PRS usensegm
undertake research and development of PRS receivers and security modules, and the

authorisation of those companies undertaking the manufacturing of PRS equipment.

As far as EGNOS is concerned, it is expected that the accreditation activities farston 3 will
substantially intensify in 2020022. EGNOS accreditation activities will progressively focus on the site
accreditation, as well as on the cyber posture. It is expected that EGNOS accreditation will take
advantage of the Galileo accreditamiexperience, however EGNOS brings unique challenges (such as

certification requirements) that will have to be addressed.

The Agency ensures the technical and administrative secretariat to the SAB and provides the
underlying security assurance needed fbie SAB to make proportionate, appropriate and eost

effective security accreditation decisions.

¢KS ! 3Syo0e fa2 LXreéea Iy AYLRNIFYG YIFIyYyF3ISYSyid
(European GNSS Security Accreditation Panel, and SAB Cigptbution Authority (CDA) Task

Force).

In accordance with Article 11(9) of the Regulation, the Agency provides the SAB and its subordinate
bodies with all human and material resources required to perform their tasks independently. The
increased accredittion activities, such as accreditation of EGNOS v3 and of the Galileo Validation
Chain, as well as the increased complexity of accreditation activities due to the service evolution, will

require progressively additional resources engaged in these tasks.
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11.02.01.01 Taskantil 2022

Activity Objective Performance Indicator (PI) Yeat
1 Accreditation statemergfor all launches
The Agency shall conduct security assurance activities, inforr |ssu?d - A 2 h 5 A x
1 A SAB tr?ereo{‘ and administer corretéponding accreditation decis T dzo_ 2 NR A )/ Hu S. 02 R A Sa¢2014
pprovals to launch for satelliteslaunches pertaining on their expertise provided on q

' time for SAB decisions. 2022

9 Decisiondakenin accordance with the rules

of procedure.

1 Accreditation statement for all system
The Agency shall conduct system operations/services sec  configurations/services operatedsued
assurance activities, inform the SAB thereof and admin  { dzo 2 NRAy drafS 6 2 RA Sa ¢ 2014

Authorisations to
operate the systeme
in their various

2 confiqurations and corresponding accreditation decisions (currently foralio, documentgrecommendations issuenin C
for gthe Various progressive development for EGNOS). time for consultation/adoption. 2022
services 1 Decisiongakenin accordance with tarules

of procedure.
1 Accreditation statement for all sitessued,
. . o as needed
The Agency shall conduct site security assurance activities, ir i . oA o a e oA
3 Authorisations to the SAB thereof and administer corresponding accredita T goii?ninﬁicﬁrr{rr:‘iﬁfiionz i§55 egnSaS 2()(14
operate sites decisions (currently for Galileo, progressive developmknt . . .
time for consultation/adoption 2022
EGNOS). - . .
1 Decisiongakenin accordance with the rules
of procedure

1The year indicates when the Agency expects to perform that action. These dates are correbiesténoé of writing and are based on the current plans.
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Activity Objective Performance Indicator (PI) Yeat
9 Authorisation statemers issuedor all

Galileo PRS The Agency sha#ldminister security accreditation decisions + ~ companiesinvolved. 2014

4 Manufacturers authorisation to manufacture receivers containing PRS technc 1 Documentsrecommendations issuedn c

Authorisations ) tlme_ f(_)r consul_tatlon/adoptlon. _ 20

and their components 9 Decisiongakenin accordance with the rules
of procedure

The Agency shall ensure the SAB secretariat and shall ensure 2014

91 Al SAB decisioqmmepared and administerec

5  SAB Secretariat general support to the SAB chairpersonddeputy chaipersonin . : ' C
discharging their regulatory res ponsibilities in compliance with the Rules of Procedure 2022
The Agency shall organize the subordinate Panel to the 9 Subordinate  boglQ NBSO2 Y%
. comprised of Member State security experts in order to conc  providedto SAB.
SAB Subordinat security analysis of specific issues and provagereditaion  Accreditation milestones and other decisic 2014
6 panel (and related " o o . : ) . C
recommendations to the SAB to assistinits decision making. in SAB Agenda, in need of a techni
groups of experts) 2022
assessment, addressed by the subordin
body
The Agency shalhcilitate the SAB CDA'ask ForcdCDA TF 1 Pro
) . gramme COMSEC governance and se
Zorg;prl_?ed (_)f COdMS:{.EC experizfrom tge l;/lefr?zber StatesCDlstrlE improved by interaction with SAB CDA.
uhorities inorder to assess fhe conauct ot European & ommi 1 Accreditation milestones and other decisic
Communications (EC) COMSEC policythroughoutheGNSErogrammes ad then in SAB Agenda, in need of a techni
provide COMSEC assurance to SAB, communicated as a COM ’ 2014

Security (COMSE assessment, addressed by t@DA TFrom

7 assurance ¢ SAB assessmept, in ordgr to facilitate successful accreditation ar COMSEC point of view G
CDArask Force authorisation as applicable. 1 SAB CDA TF COMSER simtement per 2022
The CDATask Forcén particular assists the SAB with regard
questionselated to fligit keys. launch performed and presented to SAB.
1 SAB CDA Tkey ManagemenOperational
Procedure(KMOPjeviewedper launch.
The Agency shall support the SAB in implementing rileev 2015
8 New SAB regulator responsibilities entrusted td by Regulation (EU) N0 512/2014 & f SAB implements the responsibilities inline c
responsibilities laiddownin Article 11 thereof, in particular paragraph 3 points (¢~ with Regulation (EU) No 512/2014. 2022
(I) and paragraph4.
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[1.02.02 GALILEGECURITMONITORINGENTREWB3.06)
Tosupport ofthe Galileo Initial Servicethe Agencyas beeroperatingthe GSMGince2016 During

the 2202022 period, he GSMvill continuously improg the implementation of its missions

1 Galileo security and system status monitorinthe GSMQrocesgssystem security raw events
and securityincidents from different stakeholdersBy monitoring this information, the GSMC
providesl Yy 2@SNI £t @GASG 2F DI dmbdrFaesthe CohrintsdinAtlie &

Council and the lgh Representative It canhandle most security incidents relating to Galileo

Q)¢

operations and escalate those covered by Council Decision 208/@ESP to the Council and the
High Representative for information or actioThe GSMC also coordinate responses to specific
security incidents with the relevant Member States as part of the Incident Response Coordination
(IRC) structure.

1 Management of PR&ccessthe GSM@rovidesPRS Accessrvice to CPAs in accordance with
the PRSservice definition document andin compliance withsecurity requirementsand
agreements set up by the European CommissiirensuresCPAsthat sensitive information
relating o their use of Galileo is suitably managed and protected

1 Implementation of Council Decision (2014/496/CFSP) instrucsiaghhe GSM@perator ensures
the implementation of Council Decision (2014/496/CH88&)uctions coming from the Council or
the High Repesentative. The GSMC is the single entry pdimtthe implementation of these
instructions.

1 PRS and Galileo security expertise and analyassset outin Article 3(2) of Council Decision
2014/496/CFSRhe GSAwill provide advice tothe Council of the EU (when invited to do so under
that decision) and technical expertisettee EuropeanCommission under the provisions Asticle
14(5) of Regulation 1285/201Also, in accordanasith Article 590of Decision 114/2011/EU, the
GSAmayprovide technical support to CPAs.

The GSMC is ensured by one neasite and one baekp site A new GSMC bacip sitein Early
Configurationis planned to be available by1Q@020 (after GSF deployment). Both sifes
infrastructuresare expected to be upgraded into a Final Configuration by 283&0d 2021 (FR)

The GSMG s progressively upgradedith newequipmentto support new operational milestones

1 Galileo Security Facility P2.2 this facilitywill supersede the Galileo SedyrFacilityEnhanced
Minimum ConfiguratiofGSFEMG as ofQ3 2019 This willprovide the GSMQvith the capability
to automate PRS management with the Galileo Control Centres (GCCs) and to diBiRISukeys

Single Programming Document Pagel80of128

[N



Ref.: GSAPCEDGPRRPTA00031
Version 1.3
Decision no: GSAB57-19-10-05

to CPAsIt will also einforce the availability of GSMC operations and servit\esw evolutions of
the GSF are planned for 202022 (GSF P3.0) and 262022 (GSF P3.1);line with the evolution
of the Galileo ground segmeriBoth evolutiongequire the Final Configuration buildings

1 Security Operation Intelligence Facility (SOIF%i8019:a set of toolstailored to the detection of

advanced cybethreats

Between 2@0and 2022, the main challenges will be:

1 WP2x GSF/SOIF deployments ealhtralisethe Galileo security core services at the GSMRS
management functionalitiescoupled with the increase of the security monitoring perimeter of
the Galileo Infrastructurewill be transferred from the GCCs to the GSMCs

1 To maintair24/7 operations dumg the redeploymentof the GSMGites andhe migrationto new
system releaseshe kusiness continuity plawill be updated accordingly, takirsgivantageof the
new GSMC baelkp site.

1 To sipport the deployment of the GSF P3f both GSMC sitesncludingthe new SECMON
system Thisrequirestight coordination and planning with the Programniéis includesunning
the full operation engineering process until operatarg trainedand certifed, and therequired
evidenceis provided toSAB for security assurance.

1 To ensure thestrategy andtandardsation of theoperationsare commensurate withhe staffing
plan, noting in particular the requirements from the application of thyer security policyand
services to support to the siditantly increased scope of systems to be technically supported
since initial services start where only the-BREEMC chain was supported, towards OPE /VAL

including GSF/VAL on both sites

11.02.02.01 Taskantil 2022

As a Galileo service facilithhe GSMC is structured by a set of processes (see figure beltwge T

types of processes have been defined:

1 Management Processdsad the organisation and provide strategic guidelines. Most eké¢h
processes directly interface with similar processéshe Agency.
f Core ProcessesdB LINSaSy i GKS D{a/ Qa O2NX odzaAirysfaasSa

delivering services and operational readiness.
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f SupportProcessedB A Y T2 NOS FyR O2yaidlyidfe KSELI YIEAYGl A
YEAY FTOUAGAGASED ¢KSAS LINPOS&aaSa vYzahte NBFESC

Management processes

MS5. Resolution &
M4. Health & Safety continuous
Management improvement
management

M1. Management of M2. Integrated M3. Risk and
the organization & Management Business Continuity
communication System Management

i
5 Core Processes

Galileo Security and system
status monitoring

C1. Engineering & requirement management

PRS access
C2. Operations, expertise and analysis

PRS and Galileo Security
expertise & analysison request

{ C3. Crisis w..;” bi;\:u.' ment

Galileo Council Decision
2014/496/CFSP

~ - —_—

S3. Hosting &
configuration
management

Stakeholders satisfaction

Services delivered

S ssssppassasssssssssssssssssanasananan.
Teu,

Stakeholders needs & requirements

S1. Administrative
processes

S2. Local Security

Support processes

Each process is associated wathist of objectivedinked to the GSMQ & Yperatibnsactivities

These in turrtrigger the performance indicators listed below.
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ID Activity Objective

Define the GSMC Operations strategy &
objectives.

t NSLI NS | yR AYLI SYS)
by scheduling milestones and main activities
Management of

the organisation
Report to programme stakeholders on tt

M1 and . .
communication GSMC operations activities.
Management : . .
( g Provide an overview on the GSMC inter:
Process) A
communication (topdown and bottomup
approaches) and team organisation.
Ensure the development and implementation
project management processes, methodologi
tools, andreporting.
Integrated o o
M2 Management GuaranteeY' A yuSy Il yoSsS 2%
System certification, including adaptation to 1SO 90«
(Management  evolutions.
Process)

Ref.: GSAPCEDGPRRPTA00031
Version 1.3

Decision no: GSAB57-19-10-05

Performance Indicator YeaPl

Annual objectives and strategy in place.

Monthly GSMC master schedule document and GSMC Service roadma;

2020

Monthly reports provided.
Contribution to Service Exploitation Review (twice a year).

2022
Weekly GSMC reportgovided.

azyiKfte RIFIaKo2INR 2y D{a/ Qa Syi.

vdzZE NiSNX¥ & 02NJ & NXBIdANBRO dzLRI

IMS. 2020
Annual contribution to quality audits.

Annual (or as required) update of the press mapn line with the -
Work breakdown structure.

Quarterly (or as required) update of the GSMC continuous improve 2022
actions plan.

Annual contribution to ISO 9001 cettificate renewal and maintenance.

2 The year indicates when the Agency expects to perfiiedaction. These dates are correct ashaftime of writing and are based on the current plans.
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Activity

Risk and busines
continuity
management
(Management
Process)

Health & Safety
management
(Management
Process)

Ref.: GSAPCEDGPRRPTA00031
>ation Version 1.3
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Objective Performance Indicator Yeaf

GSMC processes are monitored from a QA perspective, while the outpt
checked by PA
All documents produced for GSMC operations activities are qeaigked.

Ensure Product Assurance (PA) aQdality
Assurance (QA).

GSMC operations activities risks are updated each month.

I(g:lrilltéfgandmanagerlsksthatcouldlmpactt D{a/ LJINIAOALY S8 Ay GKS 1| 38 yshks: 2020
' as necessary. )
. . The GSMC business continuity and disaster recovery plan is képtgie.
Ensyre the maintenance and readinedsa All new GSMC service configurations are supported with a business cor 2022
Business Continuity Plan. . .
and disaster recovery plan updated on a yearly basis.
. - - g, Zom
e weman | Y € NEGASa 27 K Splcaiiitoquonss
on both GSMC sites in line with GSA policy atGSMC sites. Briefings and exercise drills on Health and Safety. o
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ID Activity Objective

Resolution and

continuous

M5  improvement Ensure that problems and improvements &
management identified, recorded and handled.
(Management
Process)

Identify, analyse and implement th
requirements applicable to the GSMC and tr:
evolutions of the applicable baseline.

Engineering anc
C1 requirement

management

(CoreProcess)

9y &adzNBS | yR NBLR NI 2
with programme requirements.

Design, validate and deploy Standard Opera
Procedures (SOP) and Operational tools
supportto the operations.

3 Anomaly Review Board
4 Configuration Control Board

Single Programming Document
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Performance Indicator

ARB8&are organised, recurrence of which can be increased as required.
The lessons learnt are captured and processed.

The main service improvements aidentified andplanned inthe service
roadmap.CCBmeetings are organised to assess change requests isgL
the programme, with appropriate justification files.

Requirements applicable to GSMC are managed through DOORS (F
Dynamic Object Oriented Requirements System).

Statement of compliance and justification files agkeased to the programme
as requested.

The baseline applicable to GSMC services and operations is identifie
updated.
Execution othe operations engineering process for all new GSMC se
releases.
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Global Navigation
Satellite System:
Agenc
ID Activity Objective
Define processes, tools and plans for sys|
development activities, including maintenan
for the two sites.
Ensure the security accreditation of sites anc
systems
Ensurethe security accreditation of sites
Services andIT systems
Operations,
C2 expertise and
analysis

(Core Process) - . ;
Provision of expertise on PRS and Gai

security to the EuropearCommission anc
Member states

Single Programming Document
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Performance Indicator

Manage new building evolution requirements and change requirenfent
existing buildings. Contribute to FR/ES infrastructure delivery reviews.

Design of the security framework, preparation of the security accredit
documents for the new sites/systenand maintenance of the securil
accreditation for the existing systems.

Implementation of Security Operations (SECOPs) for Communi
Information System (CIS) monitored and systems audited.

Design of the security framework, preparation of the security accredit:
documents for the new sites/systems and maintenance of the sec
accreditation for the existing systems.

CriticalNational Infrastructures obligations are fulfilled

Implementation of Security Operations (SECOPs) for Communi:
Information System (CIS) monitored and systems audited.

Participation and contribution to the relevant European Commisdimh
working groups on PRS and Security is performed.

Support for the provision of PRS training and workshops for Member stat
new System releases is pided.

Support the consolidation of PRS and SECMON operational baseline, ¢
definition of GSMC operational and service evolutions (including contrib
to continuous improvement of operations).

Management GSMC service transitions for new service releases.
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ID Activity Objective Performance Indicator YeaP

PRS access management services as defined in the PRS SDD classif
are managed and provided in epliance with the GSMC SLA (PRS
Classified annexes). Regular reporting for the Programme PRS ¢
Exploitation Review (SER) is provided.

Enable PRS access to authorised stakeholde
compliance with PRS access rules.

Maj ntain the QSVMC, T Ope[agio,nal Syste fystems _statusc?nd avai_lability_monitored, including backup and restore.
NElj dA NER G2 YSSG GK: preventive and corrective maintenance.

both GSMC sitenaster and backup). Supportto Licensing, and Manage Assets.

- N 2020
c3 Crisis Sfiésfilgy fotrhsépecggzlﬁggratlsor;s;érr;casi(ang[i;i:r\ Support provided to resolve crisis affectingthe EU or the Galileo system
management su ort?n the Council deciysion (}oint aciic Internal procedures are estaslied and implemented in case the Europe ~
(Core Process) prc?fess 9 " External Action Service (EEAS) triggers Council decision instructions for 2022
' Ensure that human resources activities are performed as per the g9
. . process.
S1 Administrative  Ensure support to the GSMC management v 1 Ensure budget planning and follewp for the GSMC, including tt -

processes regards to onsite HR, proament, legal and

) . management of financial envelopes.
(SupportPraocess financial management 9 P

Ensure guidance on the legal requiremésntthe GSMC. 2022
Ensure thatthe procurementis performed as B8A process.

E ]
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Activity Objective Performance Indicator

1 COMSEC managemie Provision of COMSEC programme within G¢
in accordance with Galileo Programme Security instructions.

1 Crypto account operations and management:

o Ensure reception, preparation and shipment of crypto ite
to/from crypto acounts and users.
o Renewal of keys supporting operational systems.

1 Local security operations:physical security, management of guard:
support, coordination with national and local authorities, and audil
activities Briefings on security awareness.

1 Regstry control managementmanagement of classified document
registry and operators RCO certification trainings.

Prepare for, ensure, and maintainlocal secu
Local  security operational support to protect EU classifi
(Support Process information present on GSMC sites aitsl
assets.

GSM@Jaster site in France:

1 Establish and manage facilities management service contract Fram:
1 Handlethe upgrade of building supporting classified activities

Provide facilities services to support GSt GSMC Backup site in Spain:

Hosting support gperations

and configuration 71 Establish and manage maintenance in Spain for the Early and
management Configuration.
(Support Process 1 Manage the upgrade of building facilities ready for classified deployr

Implement, ensure, and maintain Configurat: Implementation and maintain wo-date the Configuration Manageme:
Management Database (CMDB)
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[1.02.03 THEPUBLIGREGULATESERVICEWBS2.03)
PRS Decision No 1104/2011/EU specifies certain tasks for the Agency to carry out, in addition to those
NBflGSR G2 GdKS {!. IyR GKS D{a/Qa tw{ NBfl G§SR

Decision No 1104/2011/EU allows for certain tasks to potentially be entrusted to the Agency,

including:

1 Designation as a Competent PRS Authority for the CouncilEghepeanCommission and the
EEAS (Article 5¢b).

1 Designation as a Competent PRS Authority for EU Agencies and international orgar{isetiwas
5(1)c).

1 Being requested to provid€PAs with the technical assistance needed to perform the task

entrusted to it (Article 5(9)).

Although at the time of writing thégencyhasnot yetbeenaskedto be desigatedasa CPA for other
entities,it must be prepared to perform such tasks (i.e., organisation and tools) as more requests from
the EuropearCommission, Member States, EU Agendaes international organisations materialise.
The cost of operating a CPA shall be borne by the PRS partieipadiesignates itit should benoted

that this type of activity Wi entail additional human resources.

Additionally, access to PRS technology and ownership or use of PRS receivers, as needed by the Agency

in accomplishing the task referred to in Artidd(1) (a) of Regulation (EU) No. 1285/2013 and any
other PRS related task that the Agency perfarimsubject to compliance with the principles set out

in Article 8 of Decision 1104/2011/EU and related PRS Common Minimum Standards. This shall comply
with the conditions defined in the Specific Arrangement concluded betweerEtGiand the GSA
pursuant toArticle 14(c) of Decision 1104/2011/EU.
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[1.02.03.01 Taskantil 2022

All tasks described below are subjectatformal request from theEuropeanCommission. At the time of writing, tHeChas not requested the
Agency to provide supporn the implementation ofCommon Minimum Standard€MS$ for these activitiesThis isexpected to materialise in
the course of 20Q. Itis notedthat there is a particulaneed for a programmavide markingo identify PRS information to ensure the successful

implementation of the task

Activity Objective Performance Indicator YeaP
1 PRS$nanagement Definethe organisational structure and rules for implementing the T gr;r:jia; u;.?sgfeogfeRn?onganggemem p 2020
plan management of PRS items and PRS information. val . (TBD) S
before the following year. 2022
> PRS entities Ensurea constant updahgofthe database of entities authorised by Timely updates of PRS entities ZOQZO
database CPAs anthe SAB to carry out PRS activities. database. 2022
Createa report summarisinthe management of PRS informati e,
PR3\ticle 14 movementsof PRS equipment and the associated cryptographickey T All required reporting of PRS stat 2020
3 implementation  and security breachesbservedn relation to the Specific Arrangemen information distributed within a month ¢
report concluded between the EC and the GSA pursuant to Artéts bf after the end of reporting quarter. 2022
Decision 1104/2011/EU
4 PRYviicle14 Performregular audisor inspectios2 ¥ (G KS | 3Sy Oe Q¢ §  Timely delivery of annual audit report 2020
inspections information. y Y P ZOQZZ

Regulamand robust risk assessmewf PRS activities to ensurethey d¢ §  Annual update of PRS ria&sessment o 2020

5> | Riskassessment not pose a risk to the security of tisgstem, Member Statesr the EU security plan 2022

5 The year indicates when the Agency expectpédorm the action. These dates are correct ashud time of writing and are based on currentplans.
6 These are activities identified in Decision 1104/2011 and are not yet deffipéte EC This document will be updated once the information is available
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Activity Objective Performance Indicator YeaP
1 Timely support provided by GSA 2020
6  Supportto CPAs Provide technicalsupportto CPAs on the basis of specific arrangern response to CPA queries withregard -
specific arrangements. 2022
GSA CPA Impl_ementation _of the GSA Competent PR_S Authority in suppc 1 Full delivery of_CPA capability wi 2020
7 implementation entities requesting the GSA to act as their CPA (Art.5 of Dec regard to specific arrangements ¢ -
1104/2011/EUV). requested. 2022
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[1.02.04Promotion and Marketing of the Services (WB®2, 5.03, 1.03.01
hyS 2F GKS ! 3Sy 0eéngaie maskétBakdhdréin thelgVdlopriant aididption
of innovative and effective GNSS applications, vallded services and user technologry.support
of this function the Agencyextensively monitors the GNSS downstream market, offering forecasts
and distilling intelligence for the benefit of European businesses and the global GNSS markktplace
addition tocapitalising orthe Enhanced Servisplannedfor 2019 the 2(20-2022period alsoincludes
the GalileoFull Operational Capabilitpll market development and communications activitésing
this periodwill focus onthree key areas applicable tall market segmerd(i.e. Aviation, Road, Ralil,
Maritime, Mass Market, Timing &Synchronisation, Agriculture, Mapping & Surveying and

Governmental

1 Market and user knowledgeby monitoring the GNSS market and GNSS user technaludy
analysing user needs, requirements and satisfactibe Agency can understand future market
and tecmology trends, allowing it tpromote full EGNSS adoption.

1 Demand supportdesign andmplementan adoption roadmap per market segment, thus ensuring
market readiness for EGNSS adoption in all application areas. This includes cooperating with
chipset and eceiver manufacturers, system integrators and application developers.

9 Offer creation:implemented through the development of the downstream applications based on
the Space components, including also Fundamental Elements and integrated applications, as
descibed in Annex XI.

1 Communications, promotion and information provisioteveragehe main communication tools
and vehicles (websites, social media, established segismatific conferences and exhibitions
stakeholder networksetc), as well as createnique, targeted tools(publications, videos, new
media, tailored eventsetc) to deliver messages and information that stimukate

o Positive awareness, understanding, appreciation and use of EGNOS and.Galileo
0 Participation inthe H2020 funding programnmendbuildsawareness of the resultsoming
from fundedresearch
o Siccessful transfer of specific messages watouragearget audiences to support the
achievemens of the above aims and objectives.
All market segmentsvill seekey milestones reacheduring the2020-2022 programming period

In particular the period will see theonsolidation othefinal user requirementsvalue proposition
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and service moddbr safetyrelevant applicationsn rail, along withnew emerging applications
for critical infrastructure in Timing & Synchronisation

Important milestones will also be reachagGalile® & @ tiffddertiatzdis becone operationd.
This includes:

o0 The provision of the Open Service Navigation Message AuthenticatioNN2S, which
allows forthe provision of information to users about the authenticity of navigation data
through its Navigation Message Authentication;

o The High Accuracy Service (HAS) that will complement the Open Service (OS) and provide
higher positioning accuraggnd

o The Seach and Rescue (SAR) capability that will be avaiktbtea, in the mountains,
across the deserndin the air and will help loc&tpeople in distressvith its ReturnLink
(RL)

In addition a signal authentication is expected to be providedtioa E6 and, further improving
the robustness and becoming an added value service for the GNSS downstream market.
While aconstant and continuougffort will be made to increase the number of Galieabled
smartphonesand dual frequency GNSS receivefere wil also be a focus oencouraginghe
professional market to achieve high accuracy with triple or quadruple frequency receivers
Galileo features such as the @®IA and the dual frequency, especially the ESaascond
frequency that performs better in uiban environments (and being another key Galileo
differentiator), will play a key role in the road domagontributing to thedevelopment offully
autonomous vehicles.

Synergies between GNSS and Earth Observation show a high potential for enabling more powerful
applications in various segmenfBo turn these synergiesncluding also transition policies in
Member States as appropriatito user benefitsspecificeffortswill be requiredo, for example,
enablehigher agricultural productivity and imprewsafety and efficiencyln particular, aspecial
effort will be made in the emerging market of drones and autonomous vehidkdrones have
found widespread deploymenécross all market segments, Galileo will play a keyina@asuring
safe navigation and reliability.

Soecific activities for the 280-2022 period also include the organisation of formal User
Consultation Platform (UCP) meetings.eTplatform, launched m 2017 is a consolidated

interactive instrument to review and better understand user needgh the end objective of
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improvingEGNOS and Galilservices, enhance existing applicasand launcimgnew emerging

ones.

The Agency will continue to work closetyth members states organising periodic ancHamt
workshops to gather their needs and to plan how to leverage policy driven applications. For
example, the Agency will continue to work with paying agencies to introduce EGNOS and GALILEO
in applications thaimplement the new CAP (Common Agriculture Policy). In addition, the Agency
will be working with member states maritime authorities to enable their migration to the new
EGNOS maritime service and we work with the member states with new sustainable ynobilit

applications such as the use of drones, automated vehicles, E¢I4S8 train control, etc.
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11.02.04.01 Taskantil 2022

Activity Objective Performance Indicator (PI) Year
Bethe source of competence in GNSS ma { Timely delivery of market and technology Dafi-annual 2020
and technological development®utput of reports

the objective is thepblicationof GNS $arket

and technologyeport. T 2022
Support chipset and receiver manufacturers
Marketqnd _techn(_)Iogy implementing EGNSS. Outputs and/or acti
monitoring, including L )
1 . ; . of the objective are:
cooperation with receiver o Listofreceiver manufacturers with 2020
manufacturers Galileo and EGNOS capability 1 Agreedtarget% YoY growth of EGNSS equipment i
o0 Listof NorDisclosure Agreements manufacturers 2022

(NDAs) with receiver manufacturers,
Management oEGNO®nabled and Galilec
enabled labelling schemes

" The year indicates when the Agency expects to perforedttion. These datesere correct as ofhe time of writing and are based on current plans.
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Activity

User satisfaction monitoring
2 process and customer
assistance

Market development by user
segment (Aviation, Road,
LocationBasedServices (LBS)

3 Agriculture, Maritime, Rail,
Mapping andsurveyingTiming
& Synchronisation and
Governmenta)

Single Programming Document

Objective

Build user experience and satisfactic
implement user feedback in the evolution
EGNSSActions to be undertaken are:

0 Report findings of user satisfactior
survey.

0 Include serinputin the evolution of
the missiorrequirementsdocument.

o Definition ofEGNOS user support
improvement plan basedn feedback
from downstream user sectors and
their value chains.

o Monitor of user satisfaction of EGNC
services and performance.

Definition of aGalileo GSC support
improvement plan based on feedback from
downstream user sectors andtheir value
chains.

Identify needs and opportunities for service
and applicationsActions to be undertaker
are:

o Management of ser fora and
consultation platformsn user needs
persegment.

o Cofund H2020 projects

Support standardisation and certificatic
activities

Maximiseadoption of EGNSS by value ch
and its availabilityo users.

Ref.: GSAPCEDGPRRPTA00031
Versionl.3
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Performance Indicator (PI) Year

1 Swcessful handver of user feedback in system/ service 2020
evolution (Cycle time of feedback/ requirements -
definition/ development and release) 2022

2020
1 Measurelevel of YoY market growth per market (User

numbers, projects number etc) 20_22

1 MeasureEGNSS implementation and its use in G 2020
applications per market segment (e.g. the number -
approach procedures in aviatian) 2022
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Activity

Developmentand
implementation of targetedas
well as general public oriented Actions to be undertaken are:

Objective

Management of effective and efficiel
communications strategy and initiatives
communicatioractivities 0 Monitor and scouton a yearly base
new events and initiatives covering
new markets or target audiences ol
proposing innovative formats.
Create and disseminate high qualit
tailored content

Manageactive internet-based
communications via websitgsocial
media, newsletters, etc.

Ref.: GSAPCEDGPRRPTA00031
Versionl.3

Decision no: GSAB57-19-10-05

Performance Indicator (PI) Year
1 % agreed increasing level of YoY:
- the number of access to the websites, social media outre

(share, likes, follows, comment),

- the diversty of the audience, whereby we reach out
audiences we had not targeted yet

- the number of views of GSA multimedia

- the number of downloads of publications 2020

- the number of newsletter subscribers 2022

0 Production and targeted distributior q

of informative, timely and relevant
print, video and multmedia
materials.
Seize opportunities for organisieffective
tailored public media and stakeholder
relations activities.
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11.03. Human andinancialResourceQutlook (20202022

[1.03.01 OVERVIEW OFHE PAST AND CURRESNTUATION

The Agency has requested additional resources to meet its operational neletisig to theGalileo

and EGNOS service pramsi cyber security implementation and PRS activitiest of the 46
additional Temporary Agent posts requested, GSA has received so far 20 posts (10 in 2018 and 10 in
2019 respectively in addition to the original establishment pl@@gnsequentlythe remaning 26
positions identified as necessary to meet tbarrent operational needs will be requested for the
establishment plan of 2020 and 2021 (23 and 3 TA posts respectiedygstablishment plan for the
comingyearsmight be subject tofurther changedollowing the revision ofhe regulabry framework
impactingthe workload of the Agency through the attribution of new tasks or the extension of existing

tasks Inthe absence of such information, the figures for 2022 are simply carried continued from 2021

11.03.02 RESOURCE PROGRAMMMIR THE YEAR20-2022

[1.03.02.01 Financial Resources

The maximum ceiling for the EU contribution 2020, as stipulated in théeuropeanCommission
Communication to establish a programming of human and financial ressuiar decentralised
agencies 2012020 (COM(2013)519 of Tly 2013, is 30964000EUR. The Budgetary Authority
allocated to the Agency34 664 000.40 EUR for2020, taking into account an additional 10

establishment plan posts that were granted for thiar.
TheEuropean Free Trade AgreeméBETAjor 2020 was set aR.27 % of the EU contribution.

CKS NBAYT2NDSYSYyd 2F GKS | 38y O (oa toKodzheloghindiys a 2 dzND -
planned one additional Temporary Agerill have an impact on several budget lineshe coming

years, especiallwhere salary costare concernedWith this in mind, overall staff costs are expected

to increase ir2020by approximatelyl7 %.Salary assumptions are based on existing real costs per

grade and staff. Current correction coefficients for the place of living have been applied to staff located

in the Czech Republic, Fran@&pain and the Netherland$85.5%,117.7 % 91.6 % and1115 %
respectivelyfor July2019to June2020. Part of he staff costs are linked to the installation and ene

off costs for all new staff, in accordance with the Staff Regulations.
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Multilingual tuition costs for childremre likely toincrease in proportion to the number of staff
Recruitment costs remain stabldue to the factthat the Agency intends to combine recruitment

procedures for similar posts to ensure efficiency.

It should be further noted that mission costs remain relatively stafdaly increasing in proportion to
increasing staff figures and an increasing level of delegated activities for which no mission budget is
allocated. This is possible due to more efficient mission management, the use of videoconferencing

whenever appropriate, and effective advance planning

Despite the increase in staffraining costswill decrease in absolute valuelhe Agency has
continuously sought effective and financially efficient training methods, such as group training
sessions for staff where appropriate, holding trainingsite to avoid mission costs and, wherever
LRaaAirof Sy G | AKRIHAISROIOWI IAFS yAT GRAVI 44 2y (y26fSR
The Agency introduced socialpackagdor Praguebased staff into its 2016 budget by means of an
amendingbudgetc a practi@ that will be continued in théuture where confirmed upon reviewl he

1 3Sy0eQa ! RYAYAAUNI GA@S . 2FNR | ANBSR 2y GKAa yS
difficulty in both recruiting new staff and retaining current staff. This is ladted to a large extent to

a perceived low level of attractiveness of Prague within the space labour market

The Agency pag25 % of the market ratfor the GSA HQ buildinghichcosts approximatelp Million
CZHKper year Utility consumption costs arexpected to increase only in proportion to the number of
additional staff added. Facility management, reception, hosting services, and security services for all

sites are indexed and thus will also increase annually to a minor extent.

The fact that theAgency currently hasg number ofseparate locationsreatesan unavoidablébudget
burden in terms of administrative costBhe Agency has set up IT applications and videoconferencing
capabilities to minimise increasing costssociated with missiondHowe\er, there is a particular
impact oninvestments and their associated maintenance ctisét isreflected in the Data Processing

and the Telecommunications budgets.

CKS ¢AGfS o 2LISNraGA2ylf O2NB 0dzZRISH O20SNAR (KSE
Regulation 1285/2013.
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Market development applications, contributions to the commercialisation and awareness of Galileo
and EGNOS, and communication and promotional activities are, in total, expected to require a budget

of approximately 3100000EUR per@ar for this period.

TheSAB budgeof 780 000EUR will be used for accreditation support contrabg are requiredo
perform technical activities linked to the security accreditation process and, in particular, to the on
going preparation of th&pcoming Galileo system accreditation milestan€sese support contracts
are essential to providg the expected level of support to tH8AB as stipulated by the current GSA
Regulation 912/201,amended by 512/2014.

For theoperation of theGSMC, operatinal support contracts will be requirddr 2020in an estimated
amount of 2 750 00CEUR These support contracts will be crucial ensuringthe operational,

technical and security activities supporting GSMC servicabddd SMQ@ore and backip sites.
[1.03.02.02 Human Resources

Newtasks and growth of existing tasks
The Agencys categorisedas a'dew task€lagency. The major tasks and activities listecthis
documentrequire appropriate staffingnot only froma programmeexploitation and security team

perspective, but also from an associated support perspective.

LY 2NRSNJ G2 STFAOASyiGfeée NBFOK (KS !'3Sydeqa 32!l f
operational priority activitiessuch as Cyber and SecuriGalileo Service provisioand theEGNOS
Service provision. Further, thenplementation of the newGSA organisationasbeen completed in
2019 including the introduction of th&hief Operating Officgrosition andthe creation of a distinct,

independent eépartment for the @creditation activities

In terms of the establishment plan for 2018, the Agency concluded the year with all 128 available
Temporary Agent posts filled (including 12 offered posts), which translates into 100% fulfilment of the

establisitment plan.

The Agency will continue its effort to attract and recruit highly competent candidates through
extensiveand targetedadvertising of the vacancy noticesombined with initiatives to increase its

visibility and branding as an employer of choice.
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A series ofearning and development activiti®gll be maintainedo ensurea sense of belonging and
common culturethroughout a growing agencySpecific focus will be given titne cybersecurity

aspects othe GSA @perations ascrossfunctional competency.

Effort will be dedicated to further streamline araltomate the human resources management
processes to achieve efficiency gains. In this context, the Agencjuded a Service Level Agreement
regarding the implementation ofi KS & { & & LIS NJ ¥ & Milensi8l WabiigSoa ¢he | Y R
implementation of various Sysper modules. The Agency will further consolidate the use of online tools

for recruitment and performance management.

Efficiency gains
Efficiency gains are expected amualitative levetiue ta

1 Compliancewith applicable management standards, ISO 9001 requiremamis the European
/[ 2 Y'Y A alkatergayCordrol Standards.

1 Effective use of the WBS for analysing and streamlining activities and processes, identifying
syneagies among departments and avoiding work overlaps.

1 Regular assessment of tidlocation ofresources to ensurthey alignwith priorities.
Efficient mission managementideoconferencingis being utilised wherever appropriatand,
when possible, missiorare being planned in advance.

1 Synergies with other EU agencies in areas such as procurement to reduce costs through economies
of scale and reduce the administrative burden.

1 Hficiency gains through more automated work (ei@plementatiorof ane-tool for recruitment
new eHR tool (Sysper), paperless performance management,t@olg eticketing systemthe
introduction of a budget management tool to facilitate budgetary planning and execution
implementation of a fulbfledged Document Management Sysieandthe use ofa paperkss
financial validation tool).

1 The ratio of administration toperatiorshas beerkept at 20:80.

Negative priorities/Decrease of existing tasks
OveralL KS 1 3Sy0eQa SEA&GA Y Jordieinérdasingr-aNdhbed & argasrhisy | A y i |
meansthe scope for finding savings from decreashin existing tasks is extremely limitdtishould
be noted however, that the Agencyloes thoroughlyeview its priorities on an annual bastgough

the objective setting exeraito best focus its energiesvith status checks on a quarterly basis through
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the Quarterly Progress Meeting chaired by the Executive Dire@oough this exercise, the Agency
is able to identify negative priorities/here it is not possible to undertalgarticular activities dugin

particular, to staffing constraints, and it is further not possible to make recourse to outsourcing.

Redeployment of resources in view of budgetary constraints

The Agency analyses the allocation of posts to optimise the use of existing resources, including staff
redeployments when required, but in particular when there are chamgése GSA tasicelated to

either core or delegated task&sa multisite Agencythiscan mean the redeployment of staff between

different GSA sitedt should be noted that the redeployment of resources is also mirrored through
changes in the GSA Work Breakdown Structwtech provides the mapping ¢f f f 2 F taskk S D{ ! Q
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Sectionlll - Work Programme2020

This section is the equivalent of a financing decision in accordance with Article 68 of the GSA Financial

Regulatiof. Further, article 32(3) specifies that this document should contain the following items:

91 Description of alactivities that require financing (in this section);

1 Indication of the amount of financial and human resources allocated to each activity (included as
a specific section for each activity listed in Section 111204);

1 Indication of any tasks that have beadded, changed or deleted in comparison with the previous

financial year (included in the tables for each objective linked to each activity).

LEf FOGABAGASE |+ NBorkBreaktiofmStricyire (WVRSBlow Ehdbifeetiaess

organised withthe appropriate WBS number as a reference.

‘ Executive DirectoiCorporate

T

. 2.01 3.01 4.01 5.01
Administration Security Authority Mgt Programme Management Programme Management MKD Activities Mgt

1.02 I 502
Planning& Performance Central Security afety& Certification Mgt ervice Management Market& User Knowledge

1.03 2.03 i
Communications PRS Activities ervice Adoption
Assurance Control Service Provision Service Engineerin, Offer CreationH2020& FE

(EGNOS % ESSP 9 9

Secretariat to the Security B Security
Accreditation BoardSAB Service Engineering

V’w
(=]
N

2~
(=]
<

Service Provision Demand Support

w 4 o
o o
Iy 3
N N
o o
3 S

2
o
IN

=
=
©

2.05 3.06

Security Assurance Security Management

Security GSMC Coordination

N Nl o
=) = B
! i |

d 3.07

AB Crypto Distribution steg\ggperaﬁons Evolution

uthority (CDA Activities GN Service Adoption

( 4.06]
GSMC OP& Preparation

8 Ref: GSABWP-32
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[11.01. Executivesummary

¢KS ! 38y080Qa HnAHn O2NB FOGAGAGASA INB Iy SEGSya
The SAB will continue to authorise ground stations and the systientheir various configurations.

The Agency expects that more authorisations will be requested by manufacturers who wish to build
receivers or security modules for the PRS, especially now that the provision of services has been

activated. Activities reled to all accreditation tasks will continue as expected as the Agency works

towards completing the Galileo constellation.

Separate from its accreditation work, the Agency also intends to work on other serletgd tasks.

These will focus onthe PRSi 3SYSNI £ ' yRZ Ay LI NIAOdZ I NE AYLX S
regarding Competent PRS Authorities and the assistance it provides to other CPAs should the
adequate level of human resources be made availdittecore budgeivasallocated to this ativity

in previous years

The Agency will upgrade its service capabilities associated with the GSF and SOIF programme
deliveries. It will also pay close attention to the reorganisation of the GStd€andthe impactthis

reorganisation hasn the operaton and migration of new system releases.

The Agency utilises an Integrated Managem8&gstem (IMS}o safeguard service quality and

continual improvement of its services, which has been 1SO 9001 certified since December 2014.

¢ KS | 3SyOe (ha adaed id th@ rfewii ECAritetnél Control Framework.

[11.02. Activities

[11.02.01 SECURITACCREDITATIEMVBS2.04, 2.05, 2.06)

In accordance with point (b) of Article 11(4) of the GSA regulation, the Security Accreditation Board
(SAB) prepared sectiohl.02.01 It is being incorporated into this work programme, without gny

change.

Single Programming Document Paget20f128



Ref.: GSAPCEDPRRPTA00031
>ation Version 1.3
Decision no: GSAB57-19-10-05

[11.02.01.01 Overview of the Activity
The SAB, an independent body within the Agency, is the security accreditation authority for the

European GNSS programmes.

¢ KS | 3sBorilyea@cieditation activities enable the SAB to make informed decisions, most
notably on the approval of satellite launches, the authorisation to operate the systems in their
different configurations and for the various services up to and includingsidpeal in space, the

authorisation to operate the ground stations, and the authorisation of bodies to manufacture PRS

receivers and security modules. They include:

1 SAB secretariatincludes organising a secretariat of staff, allocated to the SABrejoare and
facilitate themeetings of the SAB and its subordinate bodesg support security accreditation
decisions. SAB meetingeplannedto address the needed decisions for the varipusgrammes
milestone, after due consultation of th8AB subordinat®odies. The SAB secretariat maintains
and retains all security accreditation decisions made by the SAB.

1 Support to SAB:including managing and drafting the work programme, budget, staff
establishment plan, and dagp-day management of the Security Accrtediion resources (staff
and resources).

1 Security Accreditation Panel managemerihe staff allocated to the SAguarantees the chair
and the secretariat fohe GNSS Security Accreditation Panel.

1 SAB CDA managemettlie staff allocated to the SAB guarasss the chair and secretariat of the
SAB CDA Task Force (group of Member State COMSEC experts who provide oversight of
Programme COMSEC activities), secretariat, and organisatibiigldf keys activities for each
launch campaign, as well as standardisatiegulatory and reporting of assurance with respect
to programme COMSEC activities.

1 System, service and operation level activitiesystem reviewgncompassing design, service and
operation accreditation aspectgnd, where agreed to by the SAB, systseturity audits and
securityassessments to verify that ttggstemspecificsecurityrequirements and other applicable
security requirements are met. For each specific Galileo or EGNOS technical milestone, staff
allocated to the SAB aseipporting the SABubordinate bodies iexamiringthe security features
of the system (according to the predefined scopes of each milestone) to verify compliance to
security requirementsthat the system is sufficiently secure to allow EU Classified Information to
be procesed by it and that the service authorisation can be maintained
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1 Independentsecurity assessments and auditise staff allocated to the SAEordinates security
assessments and audiis verify the security posture of the system and in particulardtagus of
the cyber measure implementation;

1 Ground station level activitiesstaff allocated to the SAB condusgcurity audits and assessment
of EU GNSS sites to verify the EU GNSS Security Requirementi&boration witl.SAA (Local
Security Accred#tion Authority).

1 PRS manufacturer authorisation activitiestaff allocated to the SAB administratke SAB

authorisation process for PRS receiver and security module manufasture

[11.02.01.02 Objectives, IndicatorsExpectedOutcomes andOutputs

Annual
Objective 1
Implemented
by

Operate effective administration of the SAB so as to support timely decision making

SAB Secretariat (WBS 2.04.01)

1 Reporting to SAB chairman
1 SABmeeting plan proposeth coordination with the Programme to anticipate possil
milestones
Distribution of working papers in due time before each meeting
Establishment of minutes in due time after each meeting
Administrate written procedures as necessary
Record and transmit all SAB decisions
Status Objective continues from last financial year
Indicators Result2018 Target2020 Means & frequency of verification
Successful  implementation ¢ 100% 100% Quarterly Review
required administrative processes.

Expected
Results

= = -8 A

Outputs relating to the multtannual work programme objectives:
Up-to-date register oSABactions andlecisions

SAB minutes of meeting

Yearly SAB meeting plan

Archive ofAccreditdion Statements

Up-to-date register of SAB membership

Other outputs:

1 Security accreditation reports

f Recommendationsto SAB/SAB chairman

= =4 =4 A -

Annual
Objective 2
Implemented
by
Expected § Work Programme adopted
Results § Budgetadopted

Supportto SAB management

SAB Management (WBS 2.04.02)
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1 Establishment Plan adopted
Status Objective continues from last financial year

Indicators Result2018 Target2020 Means & frequency of verification
Single Programming Document (SA SPD process compliance
relevant sections) provided on time 100% 100%
SAB for approval

Outputs relatingto the multi-annual work programme objectives:
1 Draft2@0SAB Work Programme

1 Draft2@0SAB budget

1 Reporton 209 SAB budget

i Draft/update SAB Staff Establishment Plan

Obj Q?S:asl To provide all authorisation statements needed by the Programntkapproved by SAB
9  Security Accreditation Statements (WBS 2.04.04)
Implemented § Ground Site Security Assurance (WBS 2.05.02)
by 9§ ComponentSecurity Assurance (WBS 2.05.03)
1 User Segment Security Assurance (WBS 2.05.04)
EXFE) ee gfﬁtg 1 Approvalsto launch
9 Authorisations to operate systems in their different configurations and for the var
services, up to and including the signal in space.
91 Authorisations to operate the ground stations
9 Authorisations of bodies to develop and manufacture PRS recaiwvdtRS security

modules
9 Security accreditation statements
1 Changes to existing security accreditation statements
1 Reaccreditation statements
Status Objectives continue from last financial year
Indicators Result2018 Target2020 Means & frequency oferification
All SAB statements provided Quarterly review
Programme Managementithin two
weeisafterdecisiog 100% 100%

Outputs relating to the multtannual work programme objectives:

Approval to launch

Authorisations to operate the Galileo systemits different configurations and Galileo services
Authorisation to operate the ground stations

Authorisation of bodies to develop and manufacture PRS receivers or PRS security modules
Various accreditation statements following Programme requesafmreditation

= =4 =8 A

Annual
Objective 4
Implemented
by

Ensure the chairmanship of the Panel and its technical and organisational secretaria

Panel Management (WBS 2.05.05)
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1 Propose panel meetingplan
9 Organise panel meetings throughout thear
1 PreparationforPaneltechnical discussion
tySt Qa aza F LIINR2GSR i SI OK YSSiAy
1 Delivert | y &ctréaation recommendations to SAB
Status Objective continues from last financial year

Expected
Results

Indicators Result2018 Target2020 Means & frequency oferification
1 Successful implementation ¢ Quarterly Review

required administrative processe:
1 Minutes of meetingsubmitted for 100% 100%

approvalat each meeting
I Outcomes of GSAP meeti;
reported to each SAB
Outputs relating to the multtannual workprogramme objectives:
1 t Iy Sdcudity accreditationecommendations
T tlySt OKI ANABAOBSABANANSERA YUK Si 2t | ySt Qa 2dzi 02Y

Annual
Objective 5
Implemented
by

Ensure independent assessment of system level security

EU GNSS Syst&uacurity Assurance (WBS 2.05.01)

9 Carry out independent security assessments and system audits/reviews and re|
panel/SAB accordingly
1 Participate in securitgensitive programme reviews at system level and, wh
Expected necessary, ad hoc piagipation in segment reviews
Results § Monitor risks and treatment plans and report to panel/SAB accordingly
91 If requested by the SABeview existing strategies to ensure consistency with
regulation/ programme and propose enhancements as appropriate

Status Objective continues from last financial year
Indicators Result2018 Target2020 Means & frequency of verification
9 Participation to security
sensitive Programme revien

when invited by the 80% 80%
Programme. .
ly R
1 Organisation of independer Quarterly Review
security vulnerability tests 100% 100%

and/or system  audit

allocated to SAB.
Outputs relating to the multtannual work programme objectives:
1 t I y Sdcuiig accreditationecommendations
T Recommendations to SAB and/or SAB Chair

Annual

Objective 6 Ensure the availability of the GSA SAB CDA Task Force to supportthe SAB
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Implemented SAB Crypto Distribution Authority (SAB CDA) Management (WBS 2/0B82.06 3 WBS
by 2.06.(8)

Assess the conduct of EC COMSEC phlioyghout the BJ GNS$rogrammes. It shal
continue to achieve this through the authoritative assessment of the COMSEC exper
the Member States (NDAs) of evidence supplied to it by the European GNSS Dist
Authority regarding COMSEC activitiéthin the BJ GNSBrogrammes. The SAB CDAs
then provide COMSEC assurance to 8%4yding for management of the flight keys be

communicated as a COMSEC risk assessment, in order to facilitate successful accre

Expected
Results

Status Objective contines from last financial year

Indicators Result2018 Target2020 Means & frequency of verification

1 Successful organisation GDA TF Quarterly Review
meetings following SAB
instruction

9 All accreditation milestones an
other decisions in SAB Agenda,
need of a technical COMSI
assessment, addressed by t
CDA TF

100% 100%

1 FKClaunch campaign 1 1

Outputs relating to the multtannual work programmebjectives:
1 COMSEC assurance statements to SAB meetings
T Recommendations to the SAB and/or SAB Chair

Annual . I
Objective? Ensure SAB is informedridw SAB regulatory responsibilities
Implements}cll Security Accreditation Strategy (WBS 2.04.03)
Expected The Agency shall support the SAB in implementingithve responsibilities entrusted
R?esults by Regulation (EU) No 512/2014 and laid down in Article 11 thereof, in particular parz

3 points (c)to (1)
Status Objective continues from last finantigear

Indicators Result2018 Target2020 Means & frequency of verification
- Any noncompliance with N/A Annual review:
regulatory responsibiliies (independent - Reportto SAB chair on
arereported to the SAB cha assessment compliance to regulations
- Proposalsfor all identified will be 100% (annual)
non-compliances are conducted - Proposal to SAB chairfor
providedto the SAB chair endof Jan. improvements where
2019) needed.

Outputs relating to the multtannualwork programme objectives:
1 Annual independent assessment of the compliance provided to SAB chairman
9 Proposal for improvement provided to the SAB chairman
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111.02.01.03 Resources

Human Resources

2020 2021 2022
TemporaryAgents 11 11 11
GontractAgent and Seconded National Experts 1 1 1
Total 12 12 12
Financial Resources
. . Indicative Indicative Indicative
Tpe BIAGEn BlLelgetling Amount2020 amount2021 amount2022
Procurement/Agreement 3300 780000 780000 780000
Other operational costs - - -
Total 780000 780000 780000

[11.02.02 PUBLICREGULATEBERVICEPRPACTIVITIEEWBS2.03)

[11.02.02.01 Overview of the Activity
The Agencywill carry outits corePRS activitiesntrusted to it byPR®ecision 110£2011/EU

Theseinclude:

1 Implementingthe arrangementconcluded between thé&curopeanCommission and the Agency
pursuant to Article 14(c) of Decision 1104/2011/EU. This includes the implementation and
maintenanceofali 31 & 6Sd3Id tw{ AYF2NXIGA2Y | YR tw{ O2
auditing, etc.) the Agency is required to perférto ensure compliance with the PRS framework.

f The implementatiot YR YI Ay (GSylyO0S 27 {Kcludigdgemoda /t! 7
relevant arrangements, development of relevant processes and tools and maintenance of
required infrastructure (e.g. tools) to enable the Agency to perform those tasks (CPA functionality
or CPA technical assistance) that can be entrustetdy virtue of Article 5 of the PRS decigibn

° The requirements set out in the Arrangement concluded betweenB@and the Agency pursuantto article 14(c) of

Decision 104/2011/EU need to be enforced for both core operations (e.g. Accreditation, GSMC) and any delegated activity

related to the PRS.

VeSS O2aib 2F FdzyOlA2yAy3I A& y20 LI NG 2F GKS 13Sy0éqa SELISyYya
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[11.02.@.02 Objectives, IndicatordxpectedOutcomes andOutputs

Please note that annual objectiveghtough 3include activitiegshat are expected to be&ndertaken

in2020Q

AnnualObjective
1
Implemented by

Expected Result:

Status

Indicators

% of completion of preliminan

analysis
Establishment of
required)

|l OKAS@S &adz00Saa¥dA RSFTAYAGAZ2Y | yR
functionalities
¢KS 11'3Sy0eQa /t! AYLXSYSyildliAz2y o2.
This objective includes all activities related tmplementingl KS | 3Sy
Fdzy OlA2yltAGASa Ay OFasS adOK I ySSR
its own activities and its performance acting as a CPA for third péitieseded) The
expected results are described as follows:
Phase 1: preliinary analysis
1 Analysis of the activitiethat the Agency may need to perforas aCPA andfor
provide technical assistance to CRserformingtheir tasks
Organisational structure for the Agency to supponplementation ofCPA task
Impactassessmentaf K S | 3Sy O Qa A Y LI @ousiygiesoiirde
needs)
1 CGostand financial models
Phase 2: establishment
9 Preparation of the draft arrangement defining the rules and operations to
performed by the Agency for those casieatit can be desigated a CPA
1 Development/acquisition/maintenance of relevant tools (including those requ
to perform technical assistance)

This objective continues from the previous ygacusing on the preliminary analysis
the activitiesthat the Agency may need to perforas aCPAThe preliminary analysi
has been performed, although it does not contain cost and financial mo8ketsid
phase 2(setup of a Competent PRS Authority inside the G®&Aoarticular for the
support of other CPAde activatedit would requireimplementingnew tasks and
functions for which resources are currently not available.

Result2018 Target2020 Means & frequency of verification

E R |

75% 100% GSA quarterlgeview

Legal establishment of the GSA C
GSA quarterly review

the GSA CRA |\ 100%

Outputs relating to the multtannual work programme objectives:

! Organisationandsaipofthel ISy 0eQa /t! O0AF NXI dzA NBRO

1 Authorisatiorfrom EC to transfer PRS equipmentto GSA and use of PRS (R&8mhdnd PRS
service validation)

1 Establishmenofa PRS management plan (and the related PRS information management pRR &1
key management plan) defining the organisational structund the rules forimplementing the
management of PRS items and PRS information

1 Draft arrangement for the Agency to act as CPA for third partfegquired) to be endorsed by the

Commission
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AnnualObjective Achieve successful definition and effidémplementation of arrangements with thir
2 parties for the provision of CPA functionalities
Implemented by Third parties CPA arrangements (WBS 2.03.03)
This objective includes all activities related tmplementingti KS | 3Sy
functionalities for third partiesTheseactivities, once activated, and correspondi
outputs will require additional resoues. The expected results are:
1 Establishment of the agreement to become a PRS patrticipant (if needed)
Expected Result: § Tailoringof draft arrangementdeveloped under Objectivi (WBS 2.03.03) for th
entity requesting the Agency to be its CPA
1 Approval of thearrangemenby the Commission
1 Establishment of tharrangemento set up the Agency as CPA of the involved el
1 Sart performance othe tasksrequired by the CMS for that CPA
Status This objective continues from the previous yeaven though no requestrom third
partieswere made during 201.7Should an activation be necessaoydefine and
implementarrangementsjt would require the implementation of new tasks ar
functions for which resources are currently not available.

Indicators Result2018 Target2020 Means & frequency of verification
peve o compliance o BMS and Availability of anual CPA activit
9 P 9 N/A 100% report; GSA quarterly review

CPAasksfor third parties(if

required) guarterly review with Commission

Outputs relating to the multtannual work programme objectives:

1 Arrangemenbetween the Agency and thighrties for performing CPA tasks (for approval)
1 Notification to the Commission of the signature of amangemento act as a CPA and of the start
activities

AnnualObjective Achieve successful definition and efficient implementation of arrangemsitts CPAs
3 for the provision of technical assistance
Implemented by Technical assistance to CPAs (WBS 2.03.05)

This objective includes all activities related to the implementatiofrttle 5(9) of the

PRS decision, according to whiclCRA may request technical assistance from

Agency to perform its task¥he expected results are:

9 Drafting a generic template (including administrative and technical details) fo

provision of technical assistance to a CPA
1 Interface with requestingPA on tailoring technical assistance arrangement
1 Elaboratespecific arrangement with each CPA requesting assistanees ureits
approval from the Commission
1 Sgnarrangement
1 Implementtechnical assistance tasis specifiedin tharrangement
Status This objective continues from the previous yeewen though naequess from CPAs

were madeat the time of writingnthe scope of Art.5.9 of Decision 1104/20%tould
a request for technical assistance be madéhe scopeit would requirethe GSA to
provide technical support to other Competent PRS Autlexitiowever, doing so woul
require additional resources thatre currently not available.

Indicators Result2018 Target2020 Means & frequency of

verification

Expected Result:
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Timely delivery of support fo

technical assistance agreement (bc N/A 100% GSA garterly review

admin and technicad)if required

Outputs relating to the multtannual work programme objectives:

9 Draft(generic) technical assistance agreentertie endorsed by the Commission

T Secific agreement between the Agency and CPA for performance of technical assistance (for a

AnnualObjective
4
Implemented by Manage the implementation drticle 14 (WBS 2.03.06)

Thisobjective includes all activities related to mamagihe implementation othe EC

GSAarrangementpursuantto Article 14c) of the PRS Decisipim particular regarding

the different reporting streams, compliance checks and associated risk assesJiig!

202S0O00GAQGS | faz2 AYLX SYSyda GKS LINRO
information

This activity includes:

1 Preparing and maintaininthe PRSmanagement planand the related PR
information management plaiPIMP)and PRS key management pl@aviP)
defining the organisational structure and the rules for implementing i
management of PRS items and PRSinformation
Reviewinghe Article 14(c)arrangement (ifrequired)

PreparingArticle 14 quarterly implementation repasiand deliveringthemto the
Commission
9 Carrying outegular inspections of the departments within tAgency dealing wit
PRS items and PRS classified information
Performingegular risk assessmenfmonthly)
Analysing thosé&SAactivities requiring the processing of PRS itesnsl PRS
information to ensure compliance with Article (@arrangement
1 MaintainingPRS items and PRS information database @radting a report
summarising movements, requests and security breaches assouiatethe PRS
items/PRS information under thes ponsibility of the Agency
Status This objective continues from the previous year
A review of the PRS management plan (and related PIMP and KMP) has been
with the aim of covering an enlarged set of activities related to the handling and
of PRS items by the GSA, but it is not been concluded. An authorisation reqt
activate those functions by the GSA has been sentto Commission incompliance
Article 14c)arrangement.
The level of compliance to the Article(t¥arrangement has been improved with respt
to 2017 throughout 2018.

Implement PRS Article tdrrangement

Expected Results

= =

= =

Indicators Result2018 Target2020 Means & frequency of verification
Timelyreviewof PRS manageme Up-to-date PRS managemeptan
plan(and related PIMP and KMP) 75% 100% made available annually;GSA
quarterly review
Level of compliance tarticle 14 C91% Audit reports;GSAjuarterly review
PC 8% 100%
NC 1%

Outputs relating to the multtannual work programme objectives:
Quarterly Article 14 implementation report sent to the Commission
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AnnualObjective
5
Implemented by PRS entities database (WBS 2.03.07)
This objective includes all activities related to the implementatioirtitle 6 of the
Article 14c)arrangementor the management of a database of entities authorised
carry out PRS activities. This database, the structure of which needs to be apprc
the Commissiomnustbe constantly updated and shall include:
1 Acompletelist of the PRS entities
Expected Result: § The scope of the ativities pursued by those entities (unless the Member Si
object)
1 The date of authomation and expiry
Itis important to note how this activityvhich is performed on behalf of the Commissi
is independent from (although linked to) the activitidsa similar nature that arearried
outbythe SAB
Status This objective continues from the previous yddowever, at the time of writing the
process could not be implemented as the $&Rted process, from which it depend
hadnotyet beenconsolidated on the basis of the Common Minimum Standards
Indicators Result2018 Target2020 Means & frequency of verification
Timely update of th? PRS entiies N/A 100% PRS entities database
database after notification
Outputs relating to the multtannualwork programme objectives:
1 PRSentities database

Maintain the PRS entities database

111.02.(2.03 Resources

Human Resources

Activity 2020 2021 2022
PRS

Temporary Agents 3 3 3
Contract Agents and Seconded National Experts 1 1 1
Total 4 4 4

Financial Resources
In-line with Decision 1104/2011/EU, objectives and activigé®ed at supporting or providing
technical assistance to Member State CPAs are supposed to be financed by the Member State

requesting the relevant services. This should be done through the orettispecifiarrangements
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[11.02.03G SMUPERATION& PREPARATIONWBSA.06)

[11.02.38.01 Overview of the Activity
IN2@0x G KS ! 3Sy0e gAff O2yliAydzS G2 RSY2YAUNI (S (K¢
on the GSF and on the SOIF mentiimesection 11.02.02, and-ime with agreedPIs.

The Agency will upgrade the GSMC service capability based on system capability associated with the
GSF P2.2.1/SOIF1 programme delivery, and with their deployments in the GSM@p aaky

Configurationin Spain.

[11.02.38.02 Objectives, IndicatordxpectedOutcomes andOutputs
The Agency has organised its GSMC operation activities, through the work breakdown structure, into
five major processes: Operatign®perations Engineering Hosting ServicesManagement and

Administration.

AnnualObjective Ensure that European GNSS services and operations are thoroughly secure, ¢
1 accessible
Implemented by Operations processes (WBS 4.06.01)
Operations, expertise and analysis:
1 Securityand system status Monitoringnonitor systemsecurity and health, reac
to all security incidents and technological surveillamoeluding
o0 Galileo System Incident Management
0 Galileo System Vulnerabilities Assessment
1 PRS access managemesrtableaccess tdPRS toauthorised stakeholdersn
compliance with PRS access rules (including the Common Minimum Star
within the limit of the system design. Manage the lifecycl®BfSccess in orde
to assure service continuity, including through seevgupport and secure
communicationinterfaces .

Expected Result:

Crisis managemenspecific activities and configuration of the GSMC to respond t
needsandrequirements of a crisis affecting the Galileo system, including suppc
the Council decision (Joint ActijgarocessThis process will be activated only uni
specific conditions.

All operational activities continue from the last financial year

The migration plan to GSF P2.2uith the new requirements coming from th
I 2YYA &aaArzyQa e sBmMimdléméntatioreould tygBer additional
| OGAGAGASAE dzy RSNJ ¢hLISNI GA2yas SELIS?
associated outputs will be given a higher priority.

Status

Indicators Results 208 Target 2020 Means & frequency of verifiation
. Increase of
Incident handlingdefined SLA Restrlctgd the Galileo  GSMC monthly report
information Security
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Monitoring
Perimeter
Transfer of
the PRS

PRS access service within agreed Restricted = management

responsetime information capabilities

fromthe
GCCs

Other indicators for this objective are marked as RESTRHENIU RESTRICHED available inthe GSM

monthly report

Outputs relating to the multtannual work programme objectives:

1 System status anskecurity monitoring: incident hanetl, es calation of Member States or to Joint Acti
resolution of security incident, assessment of vulnerabilities and recommendasiensrity reports,
anomalies and requests for change/deviation/waiver, Service Leyekefent chart

1 PRS access management: availability of PRS awoekarounds, PRS security reports, Notificatior
Galileo Users, anomalies and requests for change/deviation/waiver, Service Level Agreementc

1 Crisis managemen€ouncil Decision (JA)dtructions implementation report, Notification, Coun
Decision assessment report, Acknowledgement of the cancellation of a Council Decision

9 Security Expertise and Analysis

GSMC monthly report

AnnualObjective
2
Implemented by Operationshgineering processes (WBS 4.06.02)
Engineering and requirement management
1 Requirement management:

o0 Identification analysis and flowown of requirements that could impac
the GSMC and thmaintenance of the applicable baseline

0 Ensureand reporton GSMC compliamsowith programme requirements
over time

1 Operationsand supporting activitieengineeringdesign validate and deploy ir
supportto the operations, as well as the related busims#inuity plans.
9 Technical engineering:

o Identify and define the processes, methods, tools and logic of sy
development activities ncluding maintenance and support capabilities
the two sites

0 Manage the lifecycle of the technical processes thatdiéa the in
production setting of new technical supporting assets and processes

Workload engineeringestablish, validate and maintain (mostly people) workic
60dzR3ISia F2NID{a/Qa I OGABGAGASEA | yR A
All operational activities continue from the last financial year.

Ensure the maintenance and development of the OperatiBngineering processes

Expected Result:

Status The engineering activities, which were reaching a cruising mode, may have te
oriented based on the selection and availability of the new baglsite.If required
these activities athassociated outputs will be given a higher priority.

Indicators Result2018 Target2020 Means & frequency of verification
Delay DRB_EA and DRB_OWRBSF Passed (see ORRnext GSA quarterlyreview
2211 ORRboard versionof

MoM) GSF
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GENMOM-
GSAGSME
245189

Outputs relating to the multtannual work programme objectives
Requirement management: service level managemstiitement of compliance with SSRS
Operations engineeringalidation reports, new catalogue operations procedures, anomalies, char

1
f

1
f

requests

Technical engineeringrew catalogue of maintenance procedures, anomalies, change requests
Hosting engineering: lead in follewp of new buildings deployments by France and Spain. Este
requirements for upgrades or changes to existing infrastructure as necessary for deploymn
operational IT systems or hosting availabili@pntribute tomonitoring or validating the implementatiol
of such changes.

AnnualObjective 3 Ensure theavailabilityof Hosting Services

Implemented by

Expected Results

Status

Hosting Services processes (WBS 4.06.03)

Localsecurity. prepare for, ensure and maintaitihe local security operatioal support
neededto protectEU classified information present on site and its assets.

9 Site and system security accreditations:

o Ensure the definition and implementation of the appropriate securit
accreditation activities for aching the approval to operate
communications, information systems and sji&es well as the
maintenance of extant accreditations

0 Monitor the implementation of SECOPs for CIS and auditing the sy

1 Registry control managememiandling and storage @flassified documents,
management of EUCI registry, ensuring the timeleonl oftsite EUCI baelps,
briefings on EUCI handling

1 Local securittnanagementensure the physical security people, properties,
facilities, activitieandinformation; manageaccess controhnd coordinate with
guarding support, services contractors, site and local authorities

COMSEC managemantd crypto management and operationsfanage

COMSEC/crypto procedure evolutions and validatiBnsure reception, preparatio

and shpment of crypto items to or from crypto accounts and users, destroying ci
material, performing PKI, nelARS keys and SINA \fRi\iagement and operations

1 Hosting and configuratiormanagement prepare for, ensure and maintai
technical operations support to provide site hosting and ICT means necess
the core missions of the GSMC atsdtaff. Provide a continuity of hosting servic
through building maintenance and extra request managenrehated to the
evolution of the facilitiesand I T:

o Facilities management (Hosting Services)

0 Supporting CT systems@perational Systems First Line Maintenance

0 GSF equipment management (Technical Operations General)

Objective continues from lafinancial yearegarding the main GSMC site.

The selection and availability of the new bagk site may require the GSA -
reprioritise activities to ensure the management of hosting processes. If reqt
activities related to sites and security accradion, along with hosting and
configuration management (including associated outputg)l be given a highe

priority.
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Indicators Result2018 Target2020 Means & frequency of verification
Siteand systemsecurityaccreditation: . Sameas
o . Restricted . ibuti i i

1 Numberof accreditation certificates . . previous ~ Contribution to reporting on a (bi

in valid standing Information year* monthly ba5|§bo_th internally and
T Number of expectedaccreditaon o i Sameas ';thil;ivCommlssm,rGSA quarterly

requests information preV|o*us

year *except if new equipmerits deployedn
1 Percentageof datapacks timely s
L . ameas theGSMC
released for accreditation reques Restricted revious
(new or renewals) against annu informaton pyear*

plan baselinschedule

9 Otherindicators forthis objective are marked as RESTRENEHU RESTRICTED.
Outputs relating to the multtannual work programme objectives:

1 Registry control management:
0 Up-to-date registry* (successfully audited)

o Classified information managectcording to procedurssincidents managed

o Saff EUCI briefed
o EUCI backed up (eand oftsite)

1 COMSEEnd cryptomanagement;

o Up-to-dateaccountregistry (successfully audited)

o Transportation plamrxecuted

o Cryptoassets and keywsanagedaccording to procedurssincidents managed

o Key and certificatesmelyrenewed
1 Site and system security accreditation:

0 Security Risk Analysis, CIS and sites security accreditatiopatsitdollowed by Authorisaio
to Operatesecurity accreditation plan updated, SECOPs maintained, periodic auditrepo
0 Access granted ateniedto staff, staff security briefed
1 Hosting ICTCT systems used for GSMC operations (and validation) maintained in operational co
0 Hostingfacilities:services delivered to users andin support of,i@Tine with expected servic

levels

11 Regading CONFIDENTIEL UE/EU CONFIDENTIAL or SECRET UE/EU SECRET.
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AnnualObjective
4
Implemented by Management processes (WBS 4.06.04)
Management of the organisation and communication:
9 Organise activities to ensure the GSMC milestones are achieved on time
available resources while also ensuring the reliability of information and its t
dissemination
1 Lead the organisationy providinga clear strateg

Ensure achievement of GSanagemenprocesses

Integrated Manage ment Systesnd Product Assurance

1 Guarantee maintenance of GSA SO 9001 certification, including adaptation 1
9001 evolutions

1 Coordinate PA/QA RAMS activities related te@&SA Delegation Agreements in
line with GSOp, GSC and GRC requirements

9 Supportthe activities of the ARB, NRB, and CCB

Expected Result: Risk and business continuity and disaster management:
1 Riskmanagement: identify potential risks that could impact the proper functior
of the Galilegrogramme and undrtake relevant actions to mitigathose risks
1 Businesgontinuity and disastein case of service breaclm®ureavailability and
continuity ofservices in a reduced functionality mode

Health and safety management:
1 Implement GSA poligglating tohealth andsafety at work, provide and maintain
safe work environment for staff, visitors and contractors

Resolution and continuous improvement management:

1 Ensurethat problems and actiofs improvement are identified and handled un
the business casese delivered tadhe Change Approval Board for implementati
and/or the nonrconformanceéssolved

Objective continues from last financial ye&ome activities required for the IM:

Status productassurance, business continuity and disaster recosgg withfor resolution
andcontinuousmprovementmanagementwill be achieved through outsourcing.

Indicators Result2018 Target2020 Means & frequencyf verification
 Milestones achieved
1 Quality:percentage of audit According GSMGnonthly report
performed/planned 100% to the GSA
1/1 audit internal

thisyear  auditplan
2020 GSA quarterly review

9 Otherindicators forthis objective are markedRESTREINJE/EU RESTRICTED.
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Outputs relating to the multtannual work programme objectivés
1 Management of the organisation and communicatiplanning execution, budget metrics
T IMSISO 9001 certification
1 Health and safety managemer:2 OdzYSy & | YA ljdzS RQO @I f dzt GA2Y
prévention(according to French regulation)
1 Riskandbusiness continuity disaster management:
0 Risksare monitored and controlled
0 GSMC business continuity pl@mdated and tested
1 Resolutiorofanomaliesand continuous improvemenénomalies (problems) and NCR solveffiective
PA organisatiorservice evolution roadmap

111.02.388.03 Resources

Human Resources

Activity 2020 2021 2022
GSMGQDperations

Temporary Agents 23 23 23
ContractAgents and Seconded National Experts 15 15 15
Total 38 38 38

FinancialResources

Type of Action Budgetline Indicative Indicative Indicative
amount2020 amount2021 amount2022
Procurement/Agreement 2 750000EUR 2750000 EUFR 2750000 EUR
Otheroperational costs - - -
Total 2750000 EUR 2750000 EUR 2750000 EUR

12 This excludes any activities on the new bapksite
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[11.02.34 PROMOTION ANMARKETING OF TSERVICEQVB35.02, 5.03, 1.03.0))

[11.02.34.01 Overview of the Activity
Asin past yearsandin view of the Galileo Full Operational Capabilityy Agencywill continue
intensifying its efforts to stimulate demand for Galileo across user communiied engadng the

entire value chainfostering the competitiveness of EU industries and SMEs.

A futher effort will be made to foster Galileo differentiatorsuch as double frequency capability -OS
NavigationMessageAuthentication (NMA)and High Accuracy Servidgmth expected in 202Gignal

Authentication Service and SAR service.
The main activitieare:
1 Inevery vertical market segment (i.e. aviation, road, rail, maritime, etc.):

o0 Engagdey actorsin the value chain

0 Support the Commission with egping EGNSS related regulatory applications and new
legislative initiatives within the framework of threew Space Strategy

0 Maintain and improve the support provided to stakeholders and users in priority markets to

ensure continuous increase in EGNE8 Galileadoption

1 Horizontally:

o Continue to translate user needs into requirements and inputs for Galildd=5NOS service
development via careful monitoring of user communities and emerging trends in
complementary and substitute technologies

o In cooperation with the Commission, manage applicaspacific User Consultation Groups

o Continue to provide market antechnology monitoring, including soegconomic benefits
and costbenefit analysisas the main tools for making strategic decisiams well as relevant
benchmarking against other GNSS (e.g. WAAS, Glonass)

0 Monitor user satisfaction with EGNOS serviced parformanceand implement a similar
process for Galileo, use gathered information to improve the user experience

0 Leverage the GSC, which is being developed and managed under delegation, as a key user

interface and Galileo differentiator
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0 Representhe perspective of users and industry in WG evolution
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[11.02.34.02 Objectives, IndicatordxpectedOutcomes andQutputs

AnnualObjective Increase adoptioimthe aviation sectobybuilding on user needs and providing
1 feedback folimprovement ofservices
Implemented by EGNSBiarket developmentin aviation (WBS5.02.03and5.03.03)

Aviationmarket and user technology understood and fully analysed
Aviationuser needs updated arehalysed
Penetration ofGalleoin receiver models faaviation'3
Large network o&viationstakeholders cooperating with GSA
Technical support and feasibility assessment to airportsheliports, Air Naviga
Service Providers (ANSP), airspace users on implementing LPV/LPV 200/Pi
0.3, in supporbfthe implementation of EU Regulation 2018/1048ich lays
down airspace usage requirements and operating procedures concerning
performancebased navigation and towards an integrated CNS strategy

6. DemonstrattEGNOS/Galiléaadded value for drone navigatigperformance

7. GalileoRA TF S NISKRY 5 [i dzRIM#Eplprdenfdd éthe beacons

8. EGNOS user satisfaction survey completed
Status This objective continues from the previous year

aghrwNPE

Expected Result:

Indicators Result2018 Target2020 Means & frequency of
verification

1.Endorsement ofarket Market and technology

and technologyanalysis 1 1 monitoring process; yearl

by main stakeholders review

2 Validationof user needs

by users as User 1 1 UCP Minute of Meeting:

Consultation  Plafforr
(UCP) outcomes

agreed; yearlyeview

3.% of Galileoeceiversin Technology monitoring
overall number of models 4 10 process; yearlyeview
for aviation

Use Galileo listed product

4. Number ofcompanies 87 95 (including EGNOS and Galile

cooperatingvith GSA yearlyreview

5. I

a) Annual tracking of 508 850 53‘\*/?;’\1\‘;’” monitoringguarterly
EGNOS based procedul

b) Annual tracking o I

EGNOS capable aitlin 45 65 Regular monitoringguarterly

" review
and avionics

6. Number of flight

demonstrations with 1 3
EGNOS/Galileo

7. Development of the

first aviation SAR beacc Regular monitoringguarterly
including Galileo RL review

complete

Regular monitoringguarterly
review

13 Analysis based on internal GSA Technology Monitoring Process and the GNSS Users Technology Report issue
2 and related assumptions includlén Annex 5
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8. Completion of annua
EGNOS User Satisfact 1 1
survey
Outputs relating to the multtannual work programme objectives:
1. Aviation section of thenarket report publishedn 2019/2021and technology report published in
2018/2020
2. Reporton aviation user needs andrequirements publishetD18 and 2020

Annual report on survey
quarterlyreview

3. Reporton Galileo penetration aviationreceivers
4.
a. Industry database for aviation
b. Coordinated work plans to foster EGNOS and Galileo in aviation with key stakehold:
EASA, SESAR JU, SESAR Deployment Manager (SDM)
5.
a. EGNOS approach procedures
b. Reporton @lileo and EGNOS penetration in EU airspace users, report on available
avionics
6. Updated list of receivers with EGNOS and Galileo for drones published on Galileo websites
7. Aviation SAR beacon thatincludes Galileo Return Link Service (RLS) ready fapiiyyes.a

Concept of operations for remote beacon activation using GAL RLS
8. Results of User Satisfaction surveys

AnnualObjective Increase adoption in roaskgment byouilding on user needs and providing feedback

2 improvementofservices
Implementedby EGNSS market developmentinroad (WBS 5.02.04 and 5.03.04)

Road market and user technology understood and fully analysed

Roaduser needs updated arehalysed

Penetration of Galileo in receiver models foad'4

Large network ofoadstakeholders cooperatingwith GSA

Technical support (including plan and testing) to strtdigital) tachograph industn

for EGNSS adoption, in cooperation with the Joint Research Centre (JRC)

Initiate standardisation/certification process implementation for EGNSS

Cooperative Intelligent Transport Systeif@sI TS) and atonomousvehicles in

cooperation with EC

7. Implement adoption roadmap i@onnected and Automated Drivif@AD)

ok wbdpE

o

Expected Result:

8. Support for implemerdtion of Galileo differentiators fostering E5 as secc
frequency and O8IMA in road receivers and exploring the usability of HASeiurban
environment

Status This objective continues from the previous year

Indicators Result2018 Target2020 Means &frequency of verification
L Endorgement of market an Market and technology monitorin
technologies analysis by mai 1 1

rocess; yearly review
stakeholders P yeary

14 Analysis based on internal GSA Technology Monitoring Process and the GNSS Users Technology Reportissue
2 and related assumptions included in Annex 5
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Satelite System:
Agency

2. Validationof user needsby
users as User Consultatior
Platform (JCB outcomes

3. % ofGalileoreceiveran overall
number of model$or road

4. Number of companies
cooperating with GSA

5. Number of @art (digital)
tachograph receiver model:
tested, in cooperationwith JRC
6. % development  of
standardgation/certification
procedures for GNSS @ TS and
CADfunctions

7. Car makers including Galileo
autonomous vehicles prototypes

8.Number of receiver models
implementing OSNMA

Outputs relating to the multtannual work programme objectives:

1 1
55 75
59 65
1 4
N/A 50%
2 5
0 1

Ref.: GSAPCEDGPRRPTA00031
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UCPMinute of Meetings agreed
yearly

Technology monitoring process;
yearlyreview

UseGalileo listed products; yearl

Annual technical note reporting o
progress of testing;quarterly
review

Regular
review

monitoring; quarterly

Annual technical note reporting o
progress of testing;quarterly
review
Regular
review

monitoring; quarterly

1. Roadsection of themarket report publishedn 2019/2021and technology report published in

2018/2020

Industry database for road

PN~ WD

Test plan andtesting campaigns

Draft standards for €TS andCADapplicatiors
Adoption roadmaps and updated strategy entry plan
Report on Galileo penetration roadreceiverswith focus on OSIMA

Report orroaduser needs and requirements published2018 and 2020
Report on Galileo penetratiam roadreceivers

AnnualObjective Increase adoptionn maritime segment by building on user needs and provic
3 feedback foimprovementtoservices
Implemented by EGNSS market developmentiaritime (WBS 5.02.05 and 5.03.05)

Expected Result:

m_cn_4>_<»!\>g—\

Maritime market and user technology understood and fully analysed
Maritime user needs updated and analysed

Penetration ofGalileoand EGNO& maritimereceiver model®

Large network of maritime stakeholders cooperating with GSA
Galileo tested ishipborne receivers
Main beacon manufacturers implementing SAR return link

Status ThIS objective continues from the previous year

Indicators

1. Endorsement ofmarket and
technologiesanalysidy main
stakeholders

Result2018

1 1

Target2020

Means & frequency of verification

Market and technology monitorin
process; yearly review

15 Analysis based on internal GSA Technology Monitoring Process and the GNSS Us ersgldebpoit issue
2 and related assumptions included in Annex 5
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2. Validationof user needsby
usersas User Consultatior 1 1
Platform (JCB outcomes

UCP Minute of Meetings agree
yearlyreview

. 10for .
3. % of Galileoand EGNO! . . Technology monitoring process;
. . Galileo 15for Galileo ;
recgltyers n o(;/elrall number of 30 for 85 for EGNOS yearlyreview
maritimemodels EGNOS
4. Number of companie 29 26 UseGalileo listed products; yearl
cooperating with GSA review
5. Number of &ip borne o
. Regular monitoring; quarterl
receiver manufacturers 3 5 ;
. . . review
engaged in Galileo testing
6. Number of SAR beacol T |
including Galileo RLS ready 1 5 Regular  monitoring;  quarter!

type approval review

Outputs relating to the multtannual workprogramme objectives:
1 .Maritime section of thenarket report publishedn 20192021 andtechnology report publishedin

2018/2020
2.Reporton maritime user needs and requirements publisine2D18 and 2020
3.Report on Galiltand EGNOfenetrationinmaritimereceivers
4 Industry database for maritime
5.Agreement with shifporne receiver manufacturers interested in testing campaign

6.Maritime SAR beaconthatincludes Galileo RLS developed and publishedgalileo.eu

AnnualObjective Increase adptioninrailsegment bybuilding on user needs and providing feedback
4 service improvements
Implemented by EGNSS market developmentin rail (WBS 5.02.06 and 5.03.06)
1. Rail marketand application potential understood and falialysed
2. Penetration of Galileo and EGNOSail receiver model¥
3. Cooperationand coordination with public rail stakeholders (ERA, UNIFE, CEl
4. Consolidation of user requirements for safety relevant applications and analy
their impact on EGNS®rvices
5. GSA roadmap forrail signalling implemented and updated
6. EGNS®ased signalling solution on low density lines demonstrated
Status This objective continues from the previous year

Expected Result:

Indicators Result2018 Target2020 Means & frequency oferification
1. Endorsement ofeconomical .
KPR and CBAesuls by main 0 1 Market and technology monitorin

r : rly review
stakeholdersusers etc Process, yearly revie

16 Analysis based on internal GSA Technology Monitoring Process and the GNSS Users Technology Report issue

2 and related assumptions included in Annex 5
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UCP Minuteof Meetings agreed

users as User Consultatior 1 1 | .

Platform (JCB outcomes yearlyreview

3.% of Galileoeceiversn overall 65 75 Techlnolo_gy monitoring process;

number ofrailmodels yeariyreview

4. Number of companie 20 22 UseGalileo listed products; yearl

cooperating with GSA review

5. Architecture of EGNSiSased Share main EU rail signallin

train positioning subsystem fc . 9

ETCS agreed by main indust 0 1 suppllerswh_o have endorsedihe
architecture; yearly review

stakeholders

6.Demonstrator / pilot

operationallow-densityline with 1 Market and technology proces:

EGNS®ased train positioning

GSA yearlyreview

system launched

Outputs relating to the multtannual work programme objectives:

1. Costbenefitanalysis for railway signalling application available

2. Railsection of themarket report publishedn 20192021and technology report published in
2018/2020

Report orrailuser needs and requirements publishied2018 and 2020

Report on Galileo penetration railreceivers

EGNSS based train positioning systeahidgcture documentation available

EGNSS in rail signallirgadmap partially implemented

o0 kw

AnnualObjective Increase adoptiolin agricultureandmapping& surveying applicationsy building on
5 user needs and providing feedback fimprovement toservices
EGNSS market developmentin agricultumelmapping& surveying applications (WE
5.02.01,5.03.01,5.02.02and 5.03.02)
1. Agriculture and mappingsurveying applicationmarket and user technology
understood andully analysed
2. Agricultureandmapping& surveyingpplicationaiser needs updated and
analysed
3. Penetration of Galileo and EGNOS in receiver modeksgfiicultureandmapping
& surveying’
Expected Result: 4. Large network ofgricultureandmappingg surveyingstakeholders cooperating
with GSA
5. Support EGNSS adoption through dedicated awards for innovative integrat
EGNSS in higbrecision segment
6. Accelerate upgrade to Galileo in private and public reference networks
7. Support for implementation of Galiledifferentiators with focus on High Accura
Service
Status This objective continues from the previous year.
Result2018 Target2020

Implemented by

Means & frequency of

Indicators verification

17 Analysis based on internal GSA Tedlmgy Monitoring Process and the GNSS Users Technology Report issue
2 and related assumptions included in Annex 5
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1.Endorsement ofmarket and
technology analysis by main
stakeholders

2 Validation of user needs bk
users as User Consultatior
Platform UCB outcomes

3. % of Galileo and GNOS
receivers in overall number ¢
models for agriculture and
mappingX surveying

4 Number of companies
cooperating with GSA

5.Award of dedicated prizes fu
innovative integration of EGNS
in high precision, agriculture an
surveying applications and/o
devices

6.New RTK network providet
confirming upgrade to Galileo i
Europe

7 Number of receiver models
implementing HAS

49 (Agri)
52 (M&S)

125

Ref.: GSAPCEDGPRRPTA00031

Version 1.3

Decision no: GSAB57-19-10-05

55 (Agri)
56 (M&S)

140

2 (takinginto
accountthat
Farmingby
Satelliteis
awarded every 18&
months)

5

Outputs relating to the multtannual work programme objectives:
1. Agriculture andnapping& surveying section of thenarket report published 2019/2021and

technology report published in 2018/2020
Report omagriculture andnapping &urveyinguser needs and requirements published2018 and

N

2020

No ok~

Accuracy Service

AnnualObjective

6 feedback for service improvements

Implemented by

Market and technology
monitoringprocess; yearlyeview

UCP Minute of Meetings agree
yearlyreview

Technology monitoring proces:
yearlyreview

UseGalileo listed products; year!
review

Report on prize(s)and sector
specific winners made available
per schedule; quarterly review

Regular
review

monitoring; quarterly

Regular
review

monitoring; quarterly

Report on Galileo penetration agriculture and mapping & surveyireceivers
Industry database foagriculture andmapping &surveying
Report describing the metrsand statistisof participantsuccess after award
Report on Galileo implementationin the reference networks
Report on Galileo penetration iagriculture and mapping & surveyingceiverswith focus on High

Increase adoptiommassmarketapplications byuilding on user needs and providit

EGNSS market developmentin LBS, madbimeachine (M2M) and other mass mark
applications (WBS 5.02.07 and 5.03.07)

1. LBSmarketand user technology understood and fully analysed
2. LBS user needs updated and analysed

Expected Result: 3.

Penetration of Galileo and EGNO$BSeceiver moded®

4. Large network of LBS stakeholders cooperating with GSA
5. Development of innovative mobile applications |eaging Galileo differentiators

18 Analysis based on internal GSA Technology Monitoring Process and the GNSS Users Technology Report issue

2 and related assumptions includadAnnexs.
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6. Support for implementation of Galileo differentiatofecusing on E5 as secol

frequency and OSIMA
Status This objective continues from the previous yeatr.
Indicators Result2018 Target2020  Means & frequency of verificatior
L. Endorsement of_market and Market and technology monitorin
technology analysis by main 1 1 3

stakeholders process; yearly review

2 Validationof user needsby UCP Minute of Meetings agree

users as User Consultatior 1 1 .

Platform UCBoutcomes yearlyreview

3% of Galileo and ENOS Technology monitoring process;
receiversin overall number of 54 60 yearlyreview

mass markemodels

4. Number of companie UseGalileolisted products; yearly

cooperating with GSA 45 50 review

5.Number of hackathons an Reaular monitoring:  quarter
dedicated events targetin( 2 2 9 g 9 1
) . o review

innovative application devel oper

6.Number of receiver models 0 1 Regular monitoring; quarterly

implementing OSNMA review

Outputs relating to the multtannual work programme objectives:

1.LBS section of thearket report publishedin 2019/2021 and technology report published in 2018/202(
2.ReportonLBSuser needs and requirements published2018 and 2020

3.Report on Galileo penetration mass marketeceivers

4.Industry database famass market

5.New items published on GSA website summarising hackathon results

6.Reporton Galileo penetration itBSeceiverswvith focuson E5 as second frequency and®8A

AnnualObjective Increase adoptionin Timing and Synchronisation (T&S) segment by building o
7 needs and providing feedback for service improvements
Implemented by EGNSS market developmenfli@S(WBS 5.02.08 and 5.03.08)
1. T&S markeand usertechnology understood and fully analysed
2. T&S user needs updated and analysed
3. Penetration of Galileo iT&Sreceiver model¥
4. Large network of T&S stakeholders cooperating with GSA
Expected Result: 5. Support Commission in regulatory actions or technical studieadopting Galilec
in critical infrastructures
6. Galileo based muHrequency receiver tested and validated in real environmer
7. Provisiorplan of emerging T&S applicatiofferings(i.e. time integrity,trusted time
distribution and remote audit, etydefined
Status This objective continues from the previous year
Indicators Result2018 Target2020 Means & frequency of verification
1.Endorsement of market and
technology analysis by main 1 1
stakeholders

Market and technology monitoring
process; yearlyeview

19 Analysis based on internal GSA Technology Monitoring Process and the GNSS Users Technology Report issue
2 and related assumptions included in Annex 5
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2. Validationof user needsby UCP Minute of Meetings agree

users as User Consuliatior 1 1 .

Platform (JCB outcomes yearlyreview

3. % of Galileo and GENOS Technology monitoring process;
receiversin overall number of 54 60 yearlyreview

T&Smodels

4. Number of companies 13 15 UseGalileo listed products; yearl
cooperating with GSA review

5.Specific supportto EC on T¢ Regular monitoring; rterl
relaeted activitipeps andstudies 100% 100% rev?ew W

6.Results of5aliledbased mult

frequency receiver validatio: 0 2 Annualreport;quarterlyreview
tests endorsed by stakeholders

7.Architecture definition for the

provision on emerging T& 0 1 Annualreport;quarterlyreview
application offerings

Outputs relating tothe multi-annual work programme objectives:

T&Ssection of the market report published 20L92021and technology report published in 2018/20:
Report onT&Suser needs and requirements publisied2018 and 2020

Report on Galileo penetration & Sreceivers

Industry database fof&S

Deliver supporting materiats review of documentsn EGNSBI T&Sto Commission (on request)
Validationof Test Report

Application provisionimplementation Plan Report

NoOokrwDdNE

AnnualObjective Contribution tothe adoption roadmap fogovernmental applicationisybuilding on user
8 needs and providing feedback fanprovement toservices
Implemented by EGNSS market developmentin governmental use (WBS 5.02.09 and 5.03.09)
1. Marketanalysis and forecasting inthe area of governmental use
Expected Result: 2. Deliver necessary information to support Member States in promoting Galilex
within their user communities
Status This objective continues from the previous year

Indicators Result2018 Target2020 Means & frequency of verification
1. Reporton potential market siz
of Galileo in governmental 0 1 Regular monitoringguarterly review
applications

2. Specific support on PRS us
relatedactivities

Outputs relating to the multtannual work programme objectives:

1. wSLER2 NI 2y DFfAfS2Qa LRAISYGALFf LISYSGNIGAZ2Y

2. Material about Galileo PRS status and supportive actions

N/A 100% Regular monitoring; garterlyreview

AnnualObjective
9
Implemented by Services, applications and R&D communications (WBS 1.03.01)
Communication activities relagto EGNOS and Galileo serviaesl applicationsfor
research ad development comprisef the following items:

Develop ervices, applications and R&D communication§&alieo and EGNOS

Expected Result:
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1. Increased awareness of EGNOS and Galhedr high performance and man
benefits

2. Increased awareness and understanding of EGNOS and Galileo as a usefu
and enabling technology for application devetop, in particular those requirin
more precise and reliable Positioning, Navigation and Ti(RhJ ) nformation

3. Srengthened communication with user networks and communities

4. Increased awareness amongst innovative enterprises, with a focus on SMEanv
benefitfrom leveraging EGNOS and Galileo in their applicaponduds orservice
orwhocan increase the functionality within existing applications by enabling it
EGNSS functionality

5. Increased awareness of the Galileo programme, its roleiwite global mult
constellation satellite navigation system, and the benefititogervices

Status This objective continues from the previous year

Indicators Result2018 Target2020 Means & frequency of verification
YoY(Year on Yeaihcrease ofraffic 15% Mee}ns.:agf;grer?ait(ed traff'ﬁ vplume
to key event/ media/ social media/ N/A incre;se statistics for the key touchpoints
internet touchpoints Frequencyquarterly

Means: aggregated measures ¢

number of contacts/SME
YoY increase in SME base across N/A 15% associated wittkey targetaudience
GNS$narkets and their component increase  members of eackegment

Frequencyquarterly

Means: Measurements C
YoY expansion of EGNOS aalilé N/A 15% Application market size
market increase

Frequencyquarterly

Outputs relating to the multtannual work programme objectives:
Annualcommunicationglan

Website creation, maintenance and management

Social media campaignpublications

Videoand multimedia production and distribution
Bventcreation, participation and management

Media, public relations and stakeholder initiatives
Newsletter production and distribution

Feedback surveys and studies

R E E ]

Single Programming Document Page590f128



Ref.: GSAPCEDGPRRPTA00031

BRERENN Gioo: Navigation Version 1.3
e Satellite Systems
Agency Decision no: GSAB57-19-10-05

111.02.34.03 Resources

Human Resources

Activity 2020 2021 2022
Promotion and marketing of theservices

Temporary Agents 7 7 7
Contract Agents and Seconded National Experts 4 4 4
Total 11 11 11

FinancialResources

; ] Indicative Indicative Indicative
95 @ACLlh llelgRllie amount2020 amount2021 amount2022
Procurement/Agreement 2400000 EUI 3400000EUR 3400000EUR
Other operational costs - - -
Total 2400 000 EUH 3400000EUR 3400000EUR
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[11.02.05AGENCWIANAGEMEN{WBSL)

Asthel 3SyOe TFAYlIyOSa adzZJR2 NI aSNIAOSa ,#hdyido dtf ¢ A 0 ¢
need a separate financing decision as they are covered by administrative autonomy. ThisSpetibof
LLL A& y24 LINI 2F GKS !'3SyoeQa FTAYylIyOAy3

puj
(Vo))
O
>
Q)¢
>

[11.02.05.01 Overview of the Activity

CKA& K2NRT 2y il t FOGAGAGE adzZlRNIa& (KS -offiSy O Qi
art services to all operations in the areas of legal, procurement, grants, contracts, finance and budget,
humanresources management, IT and logistics, control, and internal audit. This enables the Agency

to achieve a higher level of strategic and multiannual objectives.

All objectives listed below are recurring and continue from yteayear. There are no outputelated

to any multiannual objectives as this section refers only to transversal support.

[11.02.05.02 Objectives, IndicatorgpectedOutcomes andOutputs

AnnualObjective Implement efficient management of dégalarrangements fothe GSAin-line with the
1 servicedelivery needs
Implemented by Legal, procurement, grants and contract management (WBS 1.01.02)

1. Procurement managemenplanning, prepang andexecutngprocurementfile up
to signature of legal commitment

2. Grant managementplanning, prepang andexecutirggrant file up to signature o
legal commitment

3. legal commitments managemendrafting, negotiathg, sigring, amendng
assigimgand other support throughout the lifetime of a legal commitment

4. legal advisory servicaslentification, verification, assessment and provision of le
opinions

Indicators Result2018 Target2020 Means & frequency of verification

Procuremen_t and contract.award. ' 97% 90% GSA quarterly review

of contracts in placandon time

Contract management: % ¢

exceptiondinked to legal departmen

performance compared to total

number of contracts signedin a ye:i

Outputs:

Executive Director documentation (decisions, | ettensdelines)

Policies

Documents relating to court decisions

Institutional agreements (delegation agreements, working arrangements, regulatory docume

Acquisition documentation (tenders, calls for proposal)

Legal commitments (contracts, grant agreements-disclosure agreements, licenses, etc.)

Reporting (on procurement, grants, contracts on core and delegated tasks)

Expected Result:

List of exceptionsGGSAjuarterly

10% <5% review

= =4 =4 a8 -89

Single Programming Document Pagerlof128



Ref.: GSAPCEDGPRRPTA00031
tion Version 1.3

Decision no: GSAB57-19-10-05

AnnualObjective Identifying, developingndimplementing activitieseading toa workforce capable of
2 RSt AGSNRAY3 D{! Qa odzaAySaa ySSRa
Implemented by People and talent management (WBS1.01.03)
1. Planning and allocation of resources and establishment plan management
2. Selectionyecruitment andon-boarding of the most suitable candidate(s) for ez

vacant post/reserve lisand in accordance with applicable requiremeng&taff

Regulations and CEOS

Relocation support

Work-life balancénitiatives

Staff administration and services

Staff performance managemerd i FF 2062S0OGA@Sa 02

objectives

7. Learningand staff developmenmaintain and develop staff competencies requir
to successfully perform the assigned job

8. Human resources managemeernhsure complianceith legalframework sound
financial managemennhew administrative notes/policies/guidelines/Eecisions
on issueshatrequire (re)enforcement or introduction of human resources tools
effective and efficient staff management; @odination of complaints/appeal:
process; promotion and maintenance of professional working environnietet:
agency cooperatioandreporting

9. Relations to staff and counterpart tae®f Committee

A

Expected Result:

Indicators Result2018 Target2020 Means & frequency of verification

% e_xecution of  the 100% 98% Regular rec_ording and monitoringsSA
Establishment Plan quarterly review

Number of annual leaw 8.69 9 Regular recording and calculatiorGSA
carried over ' guarterly review

Average rating of quality ¢ 8.79 85 Regular recording and calculatiorGSA
training ' ' quarterly review

Outputs:

1 Identification/planning of hecessary resources in accordance with operational requirements
execution of establishment plan

1 Vacancy notices, selection of most suitable candidates, recruitment guidelines to the Selectiol

members and FAQ for candidates

Induction trainingAgency social events, walike balance support

Processing entitlements of staff

Set annual objectives, annual staff performance appraisal and annual reclassification exercise

Learning and development strategy, individual training maps, organisationashilg activities,

feedback/evaluation management

 DrafFGz O2YYdzyAOI GS | yR AinplelheStvigryldprofiosal for aflopti6ibit t
Agency; draft, communicate and implemettt 5 O dzii A @ Sdedstors;BI@ffiABeEY dministrat
notes and policies

9 Various metric and narrative reports

AnnualObjective Effective and efficient procedsr certifyingstaff working directly on GSMC operatio
3 (primarily Security Incidents Handlers and PRS Access Officers)
Implemented by Administrativeprocesses (WBS 4.06.05)
The Agency has a number of administrative processes that support the workings
GSMC. Although most are common for the entire Agesone areaGSMGspecificThe
expected results for administrative processes as follove.
9 Provision of internal training to res pective staff and organisation of tests

Expected Result:
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1 Certification Board meetings and administration of conclusions
9 Certificates obtained by the end of probationary periadd clearance approved
Status Objectivecontinues from last financial year

Indicators Result2018 Target2020 Means & frequency of verification
% of success rate of operator trainir 100% 100% Mo_nthly report GSA quarterly
(certification) review
Outputsrelating to the multrannual work programme objectives:
 OLISNY 62NEQ OSNIATAOI(GSa

AnnualObjective
4
Implemented by Finance and budget management (WBS 1.01.04)
Budgeting and regular financial management:
9 Budgeting, monitoring and reporting davel ofbudget execution to all internal an
external clients
1 Daily management o\gencyfinancial transactions
1 ProvideCommissiomwith report on the financial maagement of Delegatiot
Agreements (quarterly and annually) and cash management of all Deleg
Agreements
1 Cashflow status (twice a year) and cash management of the EU subsidy
1 Management oValue Added Ta¥@AT exemption for all Agency sites and perso
VAT reimbursement for Pragiased staff
1
1

Plan, manage and report on the GSA budget and process all financial transactior

General finance and VAgpecific trainingis they pertain t&eU financial procedure
Managepaperless tool
Expectedresults
Administration and controlof grants
1 Supportand/or managepreparationof calls for proposalsgrant agreements
amendmentspaymentsandreporting
9 Detailed exante verification of all grant payments-ime with European Court c
ldzZRAG2NRQ NSXSO2YYSYyRIGAZ2YyaA
1 Management of external experts in relation to evaluatidhgrant calls anc
supervision and review of deliverables produced by beneficiaridsedtU grants
underAgencymanagement
Drafting of policies on eante and expost checks for grants and on expert rules
Expost controls of grant payments
Report to the @mmission and internal clients on executimigrantsand cash flon
needs
Indicators Result2018 Target2020 Means & frequency of verification
Commitment rate and rate o 100%
payment within prescribed tme commitment

= —a =4

limits rate and 99% 98 % End of year financial resujtSsSA
of payments quarterly review
processed in
time
Outputs:
1 Monthly financial reporting

1 Draftbudget document
9 Official budget documents and amendments for publication in the Official Journal
Annual Budget Implementation Report
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1 VATexemption certificates and reimbursement claims
1 Quarterly and annual financial reports for delegated budget
Provide a secureoredigital working environmerfor GSA departments withinthe IC
related domains of CTsecurity,ICToperations,ICT user supposnd ICTproject
management
Implemented by Information and Communication Technology (WBS 1.01.05)
¢ KS | 3S ddiv@ie®ate splitalbngour fundamental lines:
1. Systemsandinfrastructure mnagementensure alkystems operate within optime
parametersandare reliable and available to Agency users as required
Expected Result: 2. Usermanagementensure the appropriate provision of technical assistance
support
3. Projectmanagement of allTT projects
4. ICT securityensure the confidentialitymtegrity and availability of G3Astens

AnnualObjective
5

Indicators Result2018 Target2020 Means & frequency of verification
L1/L2 supportresponsiveness 85% 85% GSA quarterly review
CoreSystenavailability N/A 95% GSA quarterly review

Detection of attempts to
compromise core systems
Projects/delivery schedule res pect N/A 80% GSA annual review
Outputs:

N/A 100% GSA quarterly review

1 Execution and control of corel projects (following M2 project management methodology)
1 Implementation of IT security policy following the development of the IT Security Policy Framewc

Annual Objective
6
Implemented by Facility management and logisti®&BS 1.01.06)
1. Timely facility management andlogistical support to internal customers
2. Accurate assetandinventory management
3. Timely building management
4. Good cooperationwith building owner and its representatives

Maintain operational capability of G@Pemises in Prague to support G&Aivities

Expected Result:

Indicators Result2018 Target2020 Means & frequency of verification
Operational capability monited i.e. Hard data from ticketing tool an
number of days buildingperational 100% 100% emails with inferred datamade

capability was maintained express:
as a percentage of days required)
Outputs:

1 Ondemandacility services report
Activity report for building maintenance

Bi-weekly activity reports to the Head of Administration

Execution reporn, for example, cleaningerviceso Supervisor

Secific feedback to requesting party as part of the escalation procedure for reception services, t
management, etc.

1 Updated records of solutions founadr information provided to internal customers, procurement
officers or catract managers

Monthly report based on ticketing tool outputs

On demandacility management satisfaction surMey feedback based on ddg-day business)
Quarterly quality reporbn cleaningf 2 NJ & dzZLJLX A SNQR& Ay iSNyt+tf O2y

availableGSA quarterly review

1
1
1
f

= —a =
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1 Updated inventory system based movement andinventory checks
1 Inventory committee reports

AnnualObjective
7
Implemented by Administrative Board management (WBS 1.01.07)
Inf AyS gAGK GKS ! 3SyoeQa NX3Idz I GA2y
Board(Board) During this periodthe Agency intends to hold a minimum of tw
scheduledBoardmeetings The Agency will also provide tlB®ard with thenecessary
secretarat over the course of the year.

Identify andimplement activities leading to successfdministrative Board activities

Expected Result:

Indicators Result2018 Target2020 Means & frequency of verification
Scheduld meetings for year are nc 4/4 4 Minutes of meetings; GSA quarter
altered review

Outputs

1 Agenda and minutes of each meeting
1 Boarddecisions, including written procedures

AnnualObjective

8
Implemented by Records and Informatidanagement (WBS 1.01.08)

Smooth implementation of arenterprisecontent management systerrits integration

with other GSA toolsand compliance withCADM anddocuments and record:

management policies and processesnhance value, improve efficiency and com

with legal obligations.

Indicators Result2018  Target2020  Means & frequency of verificatior

Periodic reporting to the Documer

Achieve GS#vide capability for Records and Informatidlanagement (RIM)

Expected Result:

RIM governance definition:

) 0,

policies, processes and procedut 10% 100% Management BoamGSA quartery

review

Implementation of theenterprise Periodicreporting to the Documer
0 0,

contentmanagement system 10% 100% miinee\llgement BoarmGSA quarterly

Number ofstaff,including trainees Records of ofboarding procedure

. . 10% 100% .
and inhouse consultants trained GSAquarterlyreview
Outputs

1 Enterprise content management system

1 RIM governance&elevant policies, processes and procedures
1 Documentbaselines and CADM functionality for core tasks
1 Members of staff, trainees and-imuse consultantgained

AnnualObjective
9

Implemented by Personal data protection (WBS 1.01.09)

Expected Result: Full Agency compliance with data protection rules (Regulation (EC) 45/2001)

Indicators Means & frequency of
Reslt 2018 Target 2@0 N

Successfdompliance with personal data protection rules applicable to the GSA
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% of .compllance with data 100% 100% Annual report (by end of_Janua
protectionrules of N+1) GSAquarterly reviewQ1
Outputs

At the Agency/departmental level there are no further outputs

AnnualObjective
10
Implemented by Strategic planningand risk management (WBS 1.02.01)
¢KS 1'3Sy0éqQa a0GN)YGSIAO LXIFYyYAYy3d Fdzy
required to support the management team and, indirectly, the Administrative Boal
particularthis function focusesn:
1 Ensuring the development of the programniocuments including the
Programming Document and Annual Activity Report

1 Ensuring that the corporate risk management process is implemented

Quccessfully undertake key planning and risk management activities

Expected Result:

Indicators Result2018 Target2020 Means & frequency of verification
Timely peparation of programming Periodic reporting to
documents and corresponding 100% 100% Administrative Board GSA
reporting quarterly review
Minutes of corporate risk
Quarterly Corporate Risk Boards ht 4 4 management meeting availabl
GSAquarterly review
Outputs

1 Administrative Boardecisions
1 Programming document

1 Annual activity report

1 Riskregisr

AnnualObjective
11
Implemented by Quality and IMS (WBS 1.02.02)
Appropriatequalitymanagement and the related 1SO 9001 certification of the Age
Expected Result: the development of an Integrated Management System (IMS) for other standard
the Agency intends to be certifiddrin future.

Measure and improve the quality of GSA processes

Indicators Result2018 Target2020 Means & frequency o¥erification
Tren_d of open actions in the 53 30 Monthly tracking
continuousimprovement database

Outputs

1 1SO 9001 required activitiesaual quality audit plaandreports, management review)

1 CGontinuous improvement database, including suggestiongfprovingnon-conformances

1 GSAWBSand WPDs

1 Quarterly review of core tasks anéfqformancendicator tracing

1 Performance indicator flowdown from SPD to work packages and staff annual objectives
1 IMS documentlibraries (including policies, procegsex;edures and work instructions)
 Saff training on qualitylMSand best practices

Single Programming Document Pager6of128



Ref.: GSAPCEDGPRRPTA00031
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AnnualObjective
12
Implemented by Control audit management and internal cont(@VBS 1.04.01 and 1.04.02)
¢ KS | distefma@léiral coordinationand risk management activities aregoing
tasksthat help fulfil its statutory obligations. These include:

Ensure GSA fulfils statutory obligations

1. Liaising with, and reporting to, thECInternal Audit Service and with interni
and external stakeholders on internal control issues
2. Evaluating the compliance and effectiveness of the internal contithe

organisation by assessing the implementatioil&fnternal Control Standards
(to besubstituted by the EC Internal Control Framework)

3. Reportingon the followup of all open recommendations and action ple
(from the Internal Audit Serviciternal Audit Capability, external auditotee
[ 2dzNXi 2F ! dzZRAG2NR | yR GKS tF NI AL

4. @ 2 NRA Y I Ay JintériaBudit Ghpabily® i she preparation,
execution, reporting and monitoring of recommendations raigto internal
audit activities

5. @ 2 NRA Y I Ay JextérialSauditaisa sfégdireiaunder Del egatior
Agreementsin the procurement of the audit servicesnd the preparation,
execution, reporting and monitoring of recommendations relatedHese

Expected Result:

audits

6. Managment ofand reporting on all actions related to the Gifts and Hospit
Policy, including the gift registr

7. Managingall action®latingli 2 ( KS | F&wdGeaRegy ! y i A

8. Assessing requirements falevelopingand implementinghe GSAConflict of
InterestPolicy

9. Execute a business continuity impaustalysisand develop the different
elements of the GSA&orporate business continuity management

Indicators Result2018 Target2020 Means & frequency of verification

Timely execution of the 8 audits 7 audits Reporting to Administrative Bad;

corresponding yearly audits GSAquarterly review

% of keyelements of the AntiFraud 80% 100% Reporting to Administrative Boart

Strategy defined and implementet GSAquarterly review

Timely issuance of the Internal 100% 100% Reporti o Administrative B

Control Standards compliance porting to Administrative boar
GSAquarterlyreview

report

Timely issuance of the 100% 100%

Declarations of Compliance Prepared for ED and DG GROW

(15/Feb)

Outputs:

1 GSAimternal audit capabilitauditreports and annual review reports

1 EC nternal audit service audit repast

1 External audito® auditreports for delegated funds

9 Declaration of assuran@nd management declarations under Delegation Agreements

1 GSA EQiternalControl Sandards compliance report

1 Anti-fraud internal regulation, information and support

1 dfts and conflict of interest registes

9 Business continuitynanagement framework documentation

20¢ KS  Dretn& Audit Capability (IAC) is a resource shared with the European Chageoaly (ECHA)
under an SLA.
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AnnualObjective
13
Implemented by Corporate Communications (WBS 1.03.02)
1. Srengthened and recognised corporate identity for thgency
2. Enhancedoverallawareness of the Agency abdtter understanding of its missior
visionand values
3. Increased awareness of the Age#/ ork Programme and achievements
4. (onsolidated and strengthened relationships with key European playersspabe
sector and key GNSS user communities
. Srategic partnerships buikind or strengthened
6. Increased awarenessf Y R | LILINSOAF A 2y by r2léidani K
stakeholders inth&ember States
7. Increasegartnershipand LILINB OA | { A 2 y comtrgbiNidbniyiGSA | 3
facility host countries
8. Established GS#hisiscommunications procedures

Develop Corporate Communications for the GSA

Expected Result: 5

Indicators Result2018 Target2020 Means & frequency of verification

YoY increasatraffic to key event/ 159%

media/sociamedia/internet Increase Meansaggregated traffic volume

touchpoints N/A statistics for the key touchpoints
Frequencyquarterly

YoY increase inuserbase across Means:aggregated measures of

GNS$narkets and their number of contacts/users associatec

components N/A _ 15% with keytargetaudience members of

increase  eachsegment

Frequencyquarterly

YoY expansion of Galileo Initial 159% Means meettargets as defined in

. 0 ) .

Services market N/A increase Annualcommunicationgplan
Frequencyquarterly

Outputs

1 Annualcommunicationglan

1 Crisiscommunicationsnanual

1 Website creation, maintenance and management

1 Social media campaigns

1 Production and dissemination of publications

9 Production and dissemination of videos

1 Bventcreation, participation and management (exhibition creation, advertising, promotion and

presentation)

1 Media and public relations initiatives
1 Newsletter production and distribution
1 Feedback surveys and studies
AnnualObjective

14 Develop nternalcommunications for the GSA

Implemented by Internal Communications (WBS 1.03.03)

The Agency uses internal communications to empower its staff and to ensure eve
Expected Result: can stayon message This objective is meantto:

1. Foster a culture opositive team spirit and customer service
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Indicators

YoY increasatraffic to key

Ref.: GSAPCEDGPRRPTA00031
tion Version 1.3

Decision no: GSAB57-19-10-05

PNEY23S 080GSNI adF FF dzy RSNEGFYRAY 3
and objectives
Enable staff to project a correct and consistent messkge 2 dzi G K S
objectives to the outside world allowing them to servd aconmimunication
ayol aal R2N& ¢
Improve working environment by increasing communication flow ac
departments and by enhancing information sharing

Result2018 Target2020 Means & frequency of verification

Means:aggregated traffic volume

. . o 0
media/ s_oual mgd|a/|nternet N/A : 15% statistics for the key touchpoints
touchpoints forinternal staff increase

Frequencyquarterly
YoY increase in positive respons¢ Means:aggregated results of survey:
to internal communications N/A 15% and other feedback mechanisms
strategy increase  Frequencyquarterly

Outputs

1 Annualcommunicationgplan

9 Event creation, participation and management
1 Newsletter production and distribution

1 Feedback surveys and studies

AnnualObjective
15

Developstakeholdercommunications for the GSA

Implemented by Stakeholder liaison and communications (WBS 1.03.04)
The Agency maintasand improwesstakeholder liaison and communicaticios

1.
2.

3.

Expected Result:

Indicators

YoY increasatraffic to key

Increase dialogue and strategic partnerstapsed affulfilling mutuallysharedgoals
Enhance positive and open working relationshipgchangeinformation and
facilitatecommunications and liaison
Increasethe visibility of and appreciation fothe! 3 S y ek Qril its rolewithin
the EGNSfogrammes
Build trust and engage stakeholders as partners who aanas multiplierand
further shate key informationand activelyparticipagA y (i K'S worH &g
success
Better awareness amongstkeys@lK 2 f RSNE 2F (GKS ! 3
whatit needsto succeed
Increase understanding and appreciation for th& S y Wbk @specially amongs
the Commission, DG GROW colleagmesnbers of theGSAAdministrative Board
and other key contacts frothe EU Member Stateand relevant members an
committees in the European Parliament

Result2018 Target2020 Means & frequency of verification

N

Means:aggregated traffic volume

media/social media/internet 15% _ )
touchpoints N/A increase statistics for the key touchpoints
Frequencyquarterly
YoY increase in profile and Means:aggregated measure of
awareness by the stakeholder ba: o number ofad-hoc and solicited
. . 15% I
across allargetaudience entities N/A increase (surveys) positive responses

Frequencyquarterly
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Outputs

Annual communications plan

Website creation, maintenance and management

Social media campaigns

Production and dissemination of publications

Production and dissemination of videos

Bvent creation, participation and management (exhibition creation, advertising, promotion and
presentation)

E I ]

1 Media and public relations initiatives
1 Newsletter production anddistribution
1 Feedback surveys and studies
AnnualObjective

16 Ensure full compliance withe Commissiosecurity Rules for the GSA

Implemented by Agency transversal security (WBS 2.02.01)

1. Management of authorisations to access@&akssified nformation (EUCI)
2. Management andhaintenance of COMSEC accounts held by the Agency
3. Issuingsecurityincident reports
Eqetize fesull 4. Mainta?ningrg:ords of entFr)ies/exits teecuredareas
5. Issuingsecurityinterventionreports
6. Delivery oEUCI data pack
Indicators Result2018 Target2020 Means &frequency of verification
; : L Annual ad-hoc external inspecton:
mgifs?omglé%q%m gr?dmzrgllsg}(A),ZE 100% 100% anql auditsreports; GSA quarterh
review
Outputs
1 Authorisations to access EUCI
1 Security incident reports
1 Records ofntries/exits to secured areas
1 Security intervention reports
9 Delivery of EUCI data pack
1 COMSEC transfers andtransportations
1 Policy governance and authorisation of GSdf@rational COMSEC activities as defined in GSMC

Operations and Preparation Object®e

AnnualObjective
17
Implemented by Accreditation Panel of internal systems (WBS 2.05.06)
1. Organisation of the accreditation review of internal Agersyystems/areas anc
reportaccordinglyii 2 K S seécaifygtcdedit@tinauthority
2. Accreditationstatements for internal systems signed by thgstemaccreditation

Assurdhe annual accreditation reviews of internal Agency systems/areas

Expected Result:

authority
Indicators Result2018 Target2020 Means & frequency of verificatior
Numberof internal accreditation 18 10 Internalaccreditationcontrol list,
reviews GSA quarterly review
Outputs
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1 Security accreditation report
1 Recommendations to the SAA
1 SAA decision/authorisation to operate Agency areas/systems

111.02.03.03 Resources

HumanResources
For this activity, the Agency notes a distinction between its management and its general

administration support staff.

Activity 2020 2021 2022
Agency Management

Temporary Agents 20 20 20
Contract Agents and Seconded National Experts 22 22 22
Total 42 42 42

Financial Resources
The Agency does not finance this activity out of Title Bsdfudget. Further information about Titles

1 and 2 of the budget is available in Annex Il, Table 1.
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Annexes

Annex I: ResourcAllocationPer Activity (2020¢ 2022

¢KS 1'3SyoeQa OUAGAGASE I NB O2YLX SYSYGiSR o0& | f
The table below shows thglannedl t € 2 OF G A2y 2F a0l FF (2taskkS | 3Sy
not teams In particular, the planning takes into account the request for an additional 23 TAs in

2020 and 3 TAs in 202ihich resulted iranallocation ofanadditional 10 TAs (in addition to the 1

FTE FTE
Activity FTE 2020 2021 2022
Securityaccreditationtasks
TA 11 11 11
CASSNE 1 1 1
Total 12 12 12
PRS Activities
TA 3 3 3
CASNE 1 1 1
" Total 4 4 4
é GSMC Operations
= | TA 23 23 23
S | CASNE 15 15 15
O | Total 38 38 38
Promotion and marketing of the services
TA 7 7 7
CASNE 4 4 4
Total 11 11 11
Agency Management
TA 20 20 20
CASNE 22 22 22
Total 42 42 42
EGNOS Exploitation
TA 19 19 19
CASNE 4 4 4
2 | Total 23 23 23
§ Galileo Exploitation
2 [TA 63 63 63
S, | CASNE 12 12 12
< | Total 75 75 75
O | Research & Development (H2020)
TA 4 4 4
CASNE 5 5 5
Total 9 9 9
Total FTE TA 150 150 150
Total FTE CSNE 64 64 64
Total FTE 214 214 214
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TA post originally allocated) for 2020.
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. TheGSA hagitiallyrequesed¥ 2 NJ | G 20Ff 2F nc LRada ARSYUGATFASF

operational needselating to theGalileo and EGNOS service provision, cyber security implementation
and PRS activitiesut of which30have now beemllocated to GSA in 2012019and 2®0(10, 10and
10 respectively)A deficit of 16 Temporary Agents continue to be experienced and will need to be

included in resouring for the new financial perspective which is not indicated here.

Linked with the Agen€yrdumber of TA posts, it is further noted that the GSA has exceeded, and plans
to continue to exceed, the number of CA posts foreseen in the Legislative Financial Statement, but
within the availablebudget. This iprimarilydue to the increase in tasks beybmwhat wasoriginally

planned.

Itis noted again explicitly that the tasks and resources for the next regulatory framework and the next

financial perspective is not considered.
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Annex II: Financial Rsurces2020¢ 2022
All figures in this section are in EUR. The maximum ceiling for EU contrjlitioe withthe CommissionrCommunication (COM(2013)519 of

10 July 2013)s 30 964 000 EUBr the year 2020The fnal budget allocated to the GSA by the budgetary authorit@i9is 32 858 987.4EUR.
¢KS 1'3Sy0eQa AyuSyid (2 NBAYT2NDS Ada NBERPddRIPSETabled and 2 belBw. Ré NB Tt SOUGSR A

TABLEL ¢ EXPENDITURE

2019 2020
Commitment Appropriations Payment Appropriations Commitment Appropriations  Payment Appropriations
Title 1 20455 896.7¢ 20455 896.7¢ 23663 9585 23663 9585
Title 2 5983966 5983966 6 065521 6 065521
Title 3 7 150 000 7150000 5720000 5720000
Total 33589862.7¢ 33589862.7¢ 35449 4785 35449 4785
Commitment Appropriations
Executed Budaet?019 Draft Budget2020 Eggg(gﬂilgitt VAR Envisagedin  Envisagedin
Budget2018 9 (Agency Request) 9l oo202019 2021 2022
Forecast)
Title 1¢ Staff Expenditure
11-Salaries and 1703019898  179778967¢ 2061010682 5 heg45ms 17% 2247043500 22692 436.14
Allowances
Of which 14
establishmentplar 11847 094.92 12 370 928.9¢ 14 864 811.5¢ 781 630.04 19% 16288612.27 16449538.8¢€
posts '
Ofwhichexternal 19310403  5606967.81 574529526 6 12% 618182273 6242897.28
personnel 306 828,81
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12 Expenditure
relating to Staff
Recruitment

1210 Medical
Expenses
1300Missions

14 Training

1500 Social Welfare
16 External Service:
17 Receptions and
events

Executed
Budget2018

137250

52317.15

1459042
381820
368 197
324482

703.74

Budget2019

116 000

60 000

1350000
150 000
500 000
300000

2000

Title 2¢ Infrastructure and operating expenditure

20 Rental of
buildings and
associated costs
21 Information and
communication
technology

22 Movable
property and
associated costs
23 Current
administrative
expenditure

24 Postage /
Telecommunications
25 Meeting
Expenses

3133 858.26

3255274.34

17574.03

1072466.23

210628.85

71594

Single Programming Document

2729711

1500000

20000

1133750

250505

60 000

Draft Budget2020
(Agency Request)

116 000

60 000
1451050
157 500
500 000
300000

2000

28730b

1537 898.06

50000

1,203 180

265530

60 000

Draft Budget

2020(Budget

Forecast)

116 000

50000
1450000
157500
500 000
300000

2000

2873016

1500000

20000

1060000

262505

60 000

Ref.: GSAPCEDGPRRPTA00031

Version 1.3

Decision no:GSAAB57-19-10-05

VAR
20202019

0%
-17%
7,49%
5%

0%
0%

0%

5%

0%

0%

-1%

5%

0%

Envisaged in
2021

70,000

60 000
1478000
200 000
500000
300000

2000

3016 668

1539273

50000

1176 244

331307

60 000

Envisaged in
2022

70,000

60 000
1478000
200 000
500000
300000

2000

3107 167.65

1,539,272.95

50000

1211530.44

341 244.83

60 000
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Executed
Budget2018

26 Running costs in
connection with
operational
activities

27 Information and
publishing

28 Studies

Title 3¢ Operational Expenditure
Operational

294 178.29

Expenditure 4420997.16
3100 Expenditure or 3886213.41
Studies

3300 SAB 534 783.75
expenditure

Total Expenditure 32 230582

Payment Appropriations
Executed
Budget2018
Title 1¢ Staff Expenditure

11-Salaries and

17 030 198.9&
Allowances

Single Programming Document

Budget2019

290000

7150000

6 300000

850000

33589862.7¢

Budget2019

17977 896.7¢

Draft Budget2020
(Agency Request)

290000

6930000

6150000
780000

36 406 280.8¢

Draft Budget2020
(Agency Request)

20610 106.82

Ref.: GSAPCEDGPRRPTA00031

Version 1.3

Decision no:GSAAB57-19-10-05

D e
(Budget 54542019
Forecast)

290000 0%
5720000 -20%
4940000 -22%

780000 -8%

35449 4785 6%
Draft Budget
VAR
2020(Budget
Forecast) 202200
21088 4585 17%

Envisagedin  Envisagedin
2021 2022
290000 290000
6930000 6930000
6150000 6150000
780000 780000
38473927.0C 38831652
Envisagedin  Envisagedin
2021 2022
2247043500 22692436.1¢
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Budget2019

12 370 928.9¢&
5606 967.81
116 000

60 000
1350000
150 000
500000

300000
2000

2729711

1500000

20000

Executed
Budget2018
Ofwhich
establishmentplar 11 847 094.92
posts
Of which external
personnel 5183104.03
12 Expenditure
relating to Staff 137 250
Recruitment
121 Medical 52317 15
Expenses
13 Missions 1459042
14 Training 381820
15 Social Measures 368 197
16 External Service: 324 482
17 Receptions and 203.74
events
Title 2¢ Infrastructure and operating expenditure
20 Rental of 3133858.26
buildings and
associated costs
21 Information and 3255274.34
communication
technology
22 Movable 17574.03
property and
associated costs
23 Current 1072 466.23

administrative
expenditure

Single Programming Document

1133750

Draft Budget2020
(Agency Request)

14 864 811.5¢

5745295.26

116 000

60 000
1451050
157 500
500 000
300000

2000

2873056

1537 898.06

50000

1,203 180

Draft Budget
2020(Budget
Forecast)

14
781630.04

6
30682870

116 000

50000
1450000
157 500
500000
300000

2000

2873016

1500 000

20000

1060000

Ref.: GSAPCEDGPRRPTA00031
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VAR
20202019

19%

12%

0%

-17%

7%

5%

0%
0%

0%

5%

0%

0%

-7%

Envisaged in
2021

16288 612.27

6181 822.73

70,000

60 000
1478000
200 000
500 000
300000

2000

3016 668

1539273

50 000

1176 244

Envisaged in
2022

16 449 538.8¢

6242 897.28

70,000

60 000
1478000
200 000
500000
300000

2000

3107 167.65

1539272.9¢

50000

1211530.44
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Executed
Budget2018
24 Postage / 210628.85
Telecommunications
25 Meeting 71594
Expenses
26 Running costs in
conneguon with 294 178.29
operational
activities
27 Information and
publishing
28 Studies
Title 3¢ Operational Expenditure
Operational 4420997.16
Expenditure
3100 Expenditure or 3886213.41
studies
3300 SAB 534 783.75
expenditure
Total Expenditure 32 230582
TABLE2 ¢ REVENUE
2019

Revenues

Revenues estimated by the agency

EU contribution
Other revenue

Single Programming Document

Budget2019
250505

60 000

290000

7150000
6300000

850000

33589 862.79

Ref.: GSAPCEDGPRRPTA00031

Version 1.3

Decision no:GSAAB57-19-10-05

Draft Budget2020 %gfé (%t%%itt VAR
(Agency Request) Forecast) 20202019
265530 262505 5%
60 000 60 000 0%
290000 290000 0%
6930000 5720000 -20%
6150 000 4940000 -22%
780000 780000 -8%
36406 280.8¢ 354494785 6%
2020
Budget Forecast
32858 987.4€
730875.33

Envisaged in
2021

331 307

60 000

290000

6 930000
6150000

780000
38473927.00

Envisaged in
2022

341244.83

60 000

290000

6930000
6150000
780000

38831652

34 664 00040
785479.45
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Total revenue

Revenues

1 Revenue From Fees And
Charges
2. EUContribution

Of Which Administrative (Title
And Title 2)

Of WhichOperational (Title 3)

Of Which Assigned Revenu
Deriving From Previous Yea
Surpluses

3 ThirdCountries Contribution
(Incl. EFTA and Candidate
Countries)

Of WhichEFTA

Of Which Candidate Countrie:

4 Other Contributions

of Which Delegatior
Agreement, Ad HoGrants

5 Administrative Operations

Single Programming Document

2018Executed
Budget

31538001
24819582

6718419

199476

692581

692581

771880417

771880417

2019Revenues

estimated by
the agency

32858 987.4¢
26 464 457.7¢

6163 905.21

230624.46

730875.33

730875.33

1001610
001.00

1001610
001.00

33589 862.7¢

2020Budgetas
requested by the

agency

35609992
29477 656.82

6132 335.18

61 381.4C

796 288.88

796 288.88

1060965831

1060965831

2020Budget
Forecast

34 664 00010
29729
479.45

4934
52095

61381.4C

785479.45

785479.45

1060965 831

1060 965 831

Ref.: GSAPCEDGPRRPTA00031

Version 1.3
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VAR2020
12019

5%
12%

-20%

-73%

7%

7%

6%

6%

35449 47®B5

Envisaged Envisaged
2021 2022

37 630992 37980880

31543 31901
927.00 652.01
6079

6 087 065.00 297 99
842 934 85077171

842934 85077171

289879 40796
871.00 700.00
289879 40796
871.00 700.00
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6 Revenues From Services
Rendered Against Payment

7 Correction Of Budgetary
Imbalances

1034969 109732111.88 6% 328 353 79628
Total Revenues 804 110999 53933 1096 415 31@5 797 22 351 71

TABLE3 ¢ BUDGET OUTTURN ANINCELLATION OF APPRHIONS

Budget Outturn

Revenue actually received

Payments made

Carryover of appropriations
Cancellation of appropriations carried
over

Adjustment for carryover of assigned
revenue appropriations from previous
year

Exchange ratelifferences
Adjustment for negative balance from
previous year

Total:

Single Programming Document

2016

222604 786.7¢
(135615 743.76;

(487 481 904.90;

209318.96

400 497 435.3¢
(14 416.60)
199 476

2017

706 776 388.41
(663 098049.52)
(523 682 961.53
270 960.57
48000462264
(40336.11)

230624.46

2018

746 418 900.44
(82373078841

(442 442 271.96
126 883.93

519 755 034.9:
(66 377.53)
61 381.40
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Annex [Il'lHuman ResourcesQuantitative
The figures inhe following tabledollow the conclusion of discussions the Draft Budget 200 andNB ¥f SO G KS ! 3Sy0eQa ySSRa

carry out the activities currently assigned to its responsibilltle figures are subject to change once the new regulatory framework is in place.

The Agency foresees tarther rely on an increased number of i@oact Agentsin comparisorto the Legislative Financial Statemehtt under

valid justification and in consultation with the Commission

TABLEL ¢ STAFF POPULATION ANB EVOLUTIQRQVERVIEW OF ALL CADREES OF STAFF

Actually Authorised _Actually Authorised Actually  Authorised Envisaged
. . under EU filled as of under EU '
Staff population filled as of filled as of budget for
31Deczo17  Pudget  31De018 budgetfor oy po o619 year 2020
2018 21 2019 2021 2022
Administrators (AD)
Officials Assistants (AST)
AST/ SC
Temporary AD 111 123 124 135 134 147
Agents AST 5 5 4 4 4 3
AST/ SC
Total 116 128 128 139 138 150
Contract Function Group IV 45 46 45 46 48 48 48 48
Agents Function Group Il 8 8 5 8 6 11 11 11
Function Group Il 3 3 3 3 3

2 Including 2 accepted offers for TA positions and 1 accepted offeafoA position.
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Function Group |
Total Contract Agents
Seconded National Experts
Structured Service Providers
Total
External Staff for occasional
replacement

Single Programming Document

56

45
222

57

45
236

53

45
229

57

45
247

57

160
361

Ref.: GSAPCEDGPRRPTA00031

Version 1.3
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59

160
374

59

160
374

59

160
374
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TABLE2 ¢ MULTIFANNUAL STAFF POLRDAN(2020 ¢ 2022
' Modifications  Establishment Modifications ‘
Category ES;?:AI?:T;Sm Filedas of 31 in 2018in planin voted in _201_9in Est;\glnsgraent Establishment Establishment
and budget2018 Dec2018 application of EU Budget  application of Budget2020 plan2021 plan2022
grade flexibility rule 2019 flexibility rule
Officials TA  Officials TA Officials TA Officialls TA  Officials TA Officials TA Officials TA  Officials TA

AD 16
AD 15
AD 14 1 1 1 1 1 1
AD 13 3 3 4 3 3 3
AD 12 6 1 -5 7 8 8 8
AD 11 7 4 -3 8 9 9 9
AD 10 14 9 -5 17 16 16 16
AD9 13 20 +7 20 27 27 27
AD 8 32 32 42 46 46 46
AD7 35 35 24 27 27 27
AD 6 8 12 +4 6 4 4 4
AD5 4 7 +3 6 6 6 6
Total AD 123 124 135 147 147 147
AST11
AST10
AST9
AST8
AST7
AST6 1 1 2 1 1 1
AST5 2 1 -1 1 2 2 2
AST4 1 1 1
AST 3 1 -1
AST 2 1 -1
AST1
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Establishment . Mpdificatipns Estab_lishment Mpdificatipns Establishment - .
Category : Filedas of 31  in2018in planin voted in 2019in Establishment Establishment
planin EU o o plan EU
and budget2018 Dec2018 app_lqutlonof EU Budget app_llc_gtlonof Budget2020 plan2021 plan2022
grade flexibility rule 2019 flexibility rule
Officials TA  Officials TA Officials TA Officials TA  Officials TA Officials TA Officials TA  Officials TA
Total 5 4 4 3 3 3
AST
AST/SC 1
AST/SC 2
AST/SC 3
AST/SC 4
AST/SCE
AST/SC €
Total
AST/SC
Total 128 128 139 150 150 150
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Annex IVHuman ResourcesQualitative

A. RECRUITMENAOLICY
The recruitment procedures for Temporakgents (TAAnd Contract Agent&CAspare governed by

the Staff Regulations and the respectimglementingrules

Officials

TheAgencydoes not employ officials.

Temporary Agents

The established recruitment grades fail selection procedures (external, intagency and/or
internal)for the key functions of temporary agents are listed in thiele below, which idbased orthe
GSA decision of 28 June 20d®types of post and posittes in the European GNSS Agency B8A
56-19-06-06:

Type of post Function group / Posttitle
Grade
Director AD 14 Executive Director
Adviser or equivalent AD 13¢AD 14 Adviser, Senior Expert
Head of Unit or equivalent | AD 9¢ AD 14 Head oDepartment, Head of Task Force
Administrator AD 5¢ AD 12 Principal Administrator, Administrator
Senior Assistant AST 1@AST 11 Senior Assistant
Assistant AST L AST 9 Assistant, Project Assistant
Secretary/Clerk SCXxSC6 Secretary/Clerk
(not foreseen at the
moment)

Although te Agency carefully evaluates all opticstsasnot to recruit at excessive grade lesein
some cases, the recruitment of senior technical and specialised experts might be set above the lowest

entry grades.
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In fact, in order to fill some crucial positions, the Agency must recruit senior specialised experts with
a minimum ofnine years work experiencésprofiles with specific competencies are quantitatively
scarce in the labour markgthe Agencynustcompete as an employer with the attractieenployment
conditions offered byboth the private space industry and national space authorities. Experts are

requested to deal with industry and institution specialists at the séavel ofexpertise.

The Agencgllsoemploystechnically qualified staff in support functions within the corporate services
departments. It is ofhe utmost importance to meethe Agenc¥2a@bjectivego recruit staff with broad

knowledge and experience in thieéespective field of work.

In any casethe Agency expectecruitment of technical experts at grade AR22 to remain within

the limits of 20% oéll recruitmentsper year (averaged ovédive years).

ContractAgents
The Agency foresedgrther relianceon an increaimgnumber ofContract Agentsn comparison with
the Legislative Financial Statemerdut under valid justification and in consultation with the

Commission

Itis important to stress that the Agency is fully committedte efficient use of its resourcesnd re

assesgheir allocationannuallyto ensure that stafireassigned tgriority areas.

Seconded\ational Experts

In 2018, fiveSeconded National Expemgre employed at the Agency within the Security, Galileo and
Market Development departmentdn line with the rules on secondment to the Agency adopted by
the Administrative Boar2R.

Structural Service Providers
Outsourcing has been thoroughly considered by the Agency and implemented whenever the budget
allows. Structural service providers are contracted throagén tender procedures and subsequent

framework contracts. The Agency has several external c@rgsliworking in various depanents,

22 Decision GSWP-24, ules on the secondment to the Agency of national experts and national experts in
professional training
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including inthe Galileo and EGNOS Services Departments, SeandtWarket DevelopmenRart of

the Facilities, Logist and ICT functions are also managed through external companies.

¢ KS | 3 Sy OforadilitioNdbripsdmfcasiis partially linked to the need to internalise some of the
tasks currently carried ouldy external contractors. It is necessary to retain exprthat is considered

crucial for the organisation.

Shorti SN Fdzy Ol A2ya YIleée faz2z o6S GSYLRNINRf& FAffSR

agencythat have beerawarded a framework contractgspecially to:

1 Temporarily replace staffvho areabsent due to maternity or parental leave, sickness or other
reasons

1 ope with temporary peak periodhat require additional workforce for a fixgokriod
Handle projects and/or tasks on a temporary ba#igt require specific competencies not
avalable within the Agency

1 Temporarily assistvith different events, meetings and workshops organised by the Agency
B. APPRAISAL JPERFORMANCE ANRBCLASSIFICATKPROMOTIONS

Table 1-Reclassification of temporary staff/promotion of officials

Staff in activity at 1 How many staff S
Staff in activity at 1 January2018 members were
C%tegcary January2017 reclassified in 2018 yg;rrg ibneg;r?;de
and gade -
J Officials TA QS A Officials TA of reclassified
staff
AD 16
AD 15
AD14 1 1
AD 13 1 1
AD 12 2 2 1 3.997
AD 11 1 5 1 3.836
AD 10 9 8
AD9 14 14 1 3.836
AD 8 23 29 5 3.991
AD7 35 33 8 3.978
AD 6 7 5 1 2.459
AD5 2 3 1 2.330
Total 95 101 18
AST11
AST 10
AST9
AST 8
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Staff in activity at 1
Staff in activity at 1 January2018

Category January2017

and gade N Officials TA
Officials TA

AST7
AST6
AST5
AST 4
AST3 1 1
AST 2

AST 1 1 1
Total AST 5 5
AST/SC 1
AST/SC 2
AST/SC 3
AST/SC 4
AST/SC5
AST/SC 6
Total
AST/SC
Total

=N
=N

100 106

Table 2-Reclassification of contract staff

Staffin
Function activity on 1

Group

Staff in activity on
Grade 4 january2017

CAIV FGIV 18 4
FGIV 17 8
FGIV16 2 17
FGIV15 7 15
FGIV14 15
FGIV13 13
FGIIl12
FGIII 11

3
FGIIl10 1
1
3

CAlll

FGI1II9
FGIII 8
FGI117
FGII6
FGII5 1
FGI1l14 2
FGI13
FG12
FGI1
Total 48 55

CAll

NRPWRRLRNRE

CAI
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How many staff
members were
reclassified in 2018

Average
number of
years in grade

Officials TA of reclassified
staff
1 5.834
1
19
How many staff Average number of
ere reclassifieq  YE&rs ingrade of
Wers . reclassified staff
in 2018
members
2 2.623
3 2.763
4 3.009
1 3.997
2 3.168
12
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Annual performance appraisal and reclassification assessments are performed in accordance to
Articles 15 and 87 of th€onditions of Employment of Other Servants of the EU (CEOS) and the
respective implementing rules. All staff members are assigned individual annual objectives, aligned
gAOK (KS Had ghedies indudirg erformance indicators for each abje. Staff
members are subsequently appraised on the basis of these objectives and KPIs the following year. The

process also includes a proposal for further professional development.

C.MosBILITYOoLICY

Mobility within the Agency

As he Agency continueso grow, it looks to attract the bestualified applicants from various
backgrounds. To do this,gtedominantly publishesacancy noticeexternally.However the internal
publication of vacancies &soused as an instrumerfor re-deploying staff internallyand for career
development purposes. 12018 two staff members werassigned to new posty means of internal
mobility, maintaining continuity of contracts in line with Article 12(2) laé implementing rules TA

2(f). Four staff members were traferred due to changes in operational needs.

Mobility among agencies

The Agency has not filled any pebly means of mobility between EU agencies. Seven staff members

who left the Agency in 2018ent on to newemployment opportunitiesin other EU Agencies.

D. GENDER ANGEOGRAPHICBALANCE

The figures shown in this section reflect the situation ad@tembef018.
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D.1GenderBalance

Temporary Agents
AST AD Grand Total
Female 4 31 35
Male 0 93 93
Grand Total 128
Contract Agents
FG I FG 1l FG IV Grand Total
Female 3 2 21 26
Male 0 3 24 27
Grand Total 53

Seconded National Experts

SNE | Grand Total

Female 1 1
Male 2 2
Grand Total 3

The specific technical labour market in which the Agency operates shows a predominant proportion of
men. This specific characteristic makes it difficult for the Agency to achieve a balanced gender
distribution. The Agency is fully committed to the prowisiaf equality of opportunity for all employees
through its employment practices, policies and procedues®] gender equality is established as one of

the GSAR values. This valueis included inperformance assessment as a meda promote gender
equalitycompetence for managers and stafffithiswayY I yF 3SN& | yR adl d F NS NBY,
to bringing the organisation and all its activities in line with the objective of gender equality. All GSA
boards and committees, including recruitment selectimards and joint reclassification committees,

are composedwith attention towardsgender balanceAll vacant posts are advertised containing

a0 GSYSyida NBII NRA Y ahequdppottuditeynoye dhe Ageihcyeinshirés$hat I a
no employee or job applicant is treated unequally due to gender, marital or parental status, age, sexual
orientation, disability, citizenship or religious belief with regard to recruitment and selection, training
opportunity for career development. Applicants are considered only on the basis of their relevant

experience and competencies. In cases of candidates presenting equal merit in a selection procedure,
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DA

the Agencwvill give priority tathe underrepresented gendermationality.The Agency is committed to
continuously raimg the awareness of staff and managers on the asset that a diverse workforce

represents.

With regards to reconciling professional and personaldifie respectful working environmepa range
of measuresare in place. These measures focus on teleworkthg, possibility of using flexime,
support to multlingualtuition, a policy to protect the dignity of the person and to prevent psychological

and sexual harassmerand initiatives related to wil-being at work.

D.2GeographicaBalance

Temporary Agents
AST AD Grand Total
Belgium 2 5 7
Bulgaria 2 2
Croatia 1 1
Czech Republic 9 9
France 1 28 29
Germany 2 2
Greece 5 5
Ireland 2 2
Italy 26 26
TheNetherlands 2 2
Poland 3 3
Portugal 2 2
Romania 4 4
Slovakia 2 2
Spain 27 27
Sweden 1 1
United Kingdom 1 3 4
Grand Total 4 124 128
Contract Agents
FG I FG 1l FG IV Grand Total

Belgium 1 1 2
Bulgaria 2 2
Czech Republic 1 3 11 15
Finland 1 1
France 2 2
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Greece 1
Hungary

Italy

Malta

Poland

Romania 1
Slovakia

Slovenia

Spain

United

Kingdom

Grand Total 3

Seconded National Experts

Italy

Spain

United Kingdom
GrandTotal

Staff byNationality
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Italy
Spain
France

Czech Republic

Romania
Greece
Belgium

United Kingdom
Slovakia
Poland
Bulgaria
Portugal

Nationality(TA, CA, SNE)

17.39%
16.85%
16.85%

13.04%

s 7 07 %

e 5 4304
4.89%

e 3 26%

e ) 72

e ) 72%

mm 1.09%

The Netherlands == 1 099%

Ireland
Germany
Sweden
Slovenia

Malta
Hungary
Finland
Croatia

0.00%

mm 1.09%
= 1.09%
== 0.54%
0.54%
0.54%
0.54%
0.54%
0.54%

2.00% 4.00% 6.00% 8.00% 10.00% 12.00% 14.00% 16.00% 18.00% 20.00%

E.STAFBYLOCATION

The graph below shows the distribution of GSA staff members per location.
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TDA

SMV 1.10%

Swanwick 1.10%

0.55%

Prague
67.96%

Location definition

Location Location definition
Toulouse bureau de liaison
Brussels bureau de passage
France (Saint Germainen GSMC centre
Laye- SGL)/Spain (San
Martin de la Vega
SMV)/UKSwanwick)
Prague HQ
Noordwijk GRC centr& ESTEC
Spain(Torrejon de Ardoz ~ GSC centre
TDA)

F.SCHOOLING
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Brussels
1.10%

Noordwijk
2.76%

Toulouse
6.63%

SGL
18.78%

Main activities scope

EGNOS operations

Communications and institutional liaison
GSMC operations

GSAHQ

Performing independent monitoring and
assessment dhe Galileo service provisioand
liaison with ESA Navigation Directorate

A centreof expertise, knowledge sharing,
custom performance assessment, information
dissemination and support to the provision of
value-added services enabled by the Galileo C
and CS core services

Prague does not currentlyenefit froman accrediéd European School, which is why the Administrative

Board adopted aocialmeasure suppoihg multilingual tuitionfor staff. A similar situation applies to

staff located at the GSMC in Frar{@aris) andpain (Madridfalsothe GNSS Service Centre)
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To datethe Agency has concludel¥ direct agreements with international schools in PragQeech

Republicjncluding:

= =/ =4 4 =

Prague Britistinternational School s.r.o.
Czech British School s.r.o.

Park Lane International School a.s.
Riverside School

Internationd Montessori School of Pragt
S.r.o.

International School of Prague s.r.o
Lycée Francais derague

NSYSO{t Praza tsir.o (@eutsch

Schule Prag)

=A =/ =4 - =4

= =2 =4 =4

al G SgHh Pplréshs.r.o.
al G S 6h Putovkas.r.o.
Soukromd t+ 1fF RYN ~12¢ftl
Bambino Preschool

The Little Mole International Preschool
Prague

o tQiAGSa

MS KIDS Company

t2YYSa

Villaluna

Cocoon baby

The Agency concludddur direct agreements with international schools in proximipySaintGermain

enlLaye France

f
|l
1
f

TheBritish School of Paris

The Forest Internation&chool

Ecole Montessori Bilingue de Rueil Malmaison

Montessori School of Sai@ermainen-Laye

The Agency concluded one direct agreement with a school in proxioi\adrid, Spain

1 Runnymede College

Following the opening of the Galileo Reference Centre (GRC) in The Nethet@nigencyentered

into a Mandate Levehgreement withthe European Commission for use of thecredited European

Shool in proximityto Noordwijk The Netherlands
1 Rijnlands yceum.

In total, during the 20172018 school year55 GSA staff members arahe Seconded National Expert

(SNE) benefited from the social measwaed the Agencycovered the educational cosf 98 children.
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